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RULES  AND  REGULATIONS 


Title  10— ATOMIC  ENERGY 

Chapter  I — Atomic  Energy 
Commission 

PART  9 — PUBLIC  RECORDS 

Appendix  A — Requests  for 
Declassification  Review 

An  Appendix  A  is  added  to  10  CFR 
Part  9  to  read  as  follows: 

Appendix  A — Requests  for  Declassification 
Review 

The  following  guidance  is  provided  for 
members  of  the  public  desiring  a  classifica¬ 
tion  review  of  a  document  of  the  Atomic 
Energy  Commission  (AEC)  pursuant  to  sec¬ 
tion  V.(C)  of  Executive  Order  11652  (37  F.R. 
5209,  March  10,  1972)  and  section  III.B.  of 
the  National  Security  Council  Directive  Cov¬ 
ering  the  Classification,  Downgrading,  De- 
classification  and  Safeguarding  of  National 
Security  Information,  37  F.R.  10053,  May  19, 
1972. 

1.  Request  for  classification  review  of 
documents,  a.  Any  person  desiring  a  classi¬ 
fication  review  of  an  AEC  document  con¬ 
taining  information  classified  as  National 
Security  Information  by  reason  of  the  pro¬ 
visions  of  Executive  Order  11652  (or  any 
predecessor  Executive  order)  and  which  is 
more  than  10  years  old,  should  address  such 
requests  to  the  Director,  Division  of  Classifi¬ 
cation,  U.S.  Atomic  Energy  Commission, 
Washington,  D.C.  20545. 

b.  Requests  need  not  be  made  on  any 
special  form  but  shall,  as  specified  in  the 
Executive  order,  describe  the  document  with 
sufficient  particularity  to  enable  AEC  per¬ 
sonnel  to  identify  and  obtain  the  document 
from  AEC  records  without  expending  more 
than  a  reasonable  amount  of  effort. 

c.  Charges  for  locating  and  reproducing 
copies  of  records  will  be  made  when  deemed 
applicable  in  accordance  with  §  9.9  of  the 
AEC  regulations  (10  CFR  9.9). 

2.  Action  on  Requests  for  Classification 
Review,  a.  Every  effort  will  be  made  to  com¬ 
plete  action  on  each  request  within  thirty 
(30)  days  of  receipt  of  the  request.  If  action 
cannot  be  completed  within  thirty  (30) 
days,  the  requester  shall  be  so  advised  by  the 
Director,  Division  of  Classification,  along 
with  the  reasons  for  the  need  for  additional 
time.  If  the  requester  does  not  receive  a 
decision  on  his  request  within  sixty  (60) 
days  from  the  date  of  receipt  of  his  request 
by  AEC,  or  from  the  date  of  the  most  recent 
receipt  of  his  response  to  an  AEC  request  for 
more  particulars,  he  may  apply  to  the  Chair¬ 
man  of  the  AEC  Classification  Review  Com¬ 
mittee  for  a  decision  on  his  request. 

b.  In  the  event  the  Director,  Division  of 
Classification,  determines  that  requested  in¬ 
formation  must  remain  classified  by  reason 
of  the  provisions  of  Executive  Order  11652, 
the  requester  shall  be  given  prompt  notifica¬ 
tion  of  that  decision  and  whenever  possible 
shall  be  provided  with  a  brief  statement  as 
to  why  the  information  or  material  cannot 
be  declassified.  He  shall  also  be  adivsed  that 
if  he  desires  he  may  appeal  that  determina¬ 
tion  to  the  AEC  Classification  Review  Com¬ 
mittee,  by  submitting  a  request  for  re-review 
in  writing  to  the  Chairman  of  the  Commit¬ 
tee,  U.S.  Atomic  Energy  Commission,  Wash¬ 
ington,  D.C.  20545.  Any  such  request  shall 
include  a  brief  statement  as  to  why  the 
requester  disagrees  with  the  decision  which 
he  is  appealing. 

c.  The  AEC  Classification  Review  Commit¬ 
tee  shall  normally  render  a  decision  thereon 
within  30  days  of  its  receipt  of  a  request. 
If  a  longer  period  is  likely  to  be  required 
because  of  the  need  for  additional  com¬ 


munications  or  conferences  with  the  re¬ 
quester,  he  shall  be  advised  of  the  time 
needed  to  complete  review  of  the  matter. 

d.  In  the  event  the  Director,  Division  of 
Classification,  or  the  Classification  Review 
Committee  in  the  case  of  submission  to  it 
under  a  or  b  above,  determine  that  the  in¬ 
formation  is  unclassified  but  the  information 
appears  to  be  of  the  type  exempt  from  pub¬ 
lic  disclosure  as  set  forth  in  §  9.5  of  the  AEC 
regulations  (10  CFR  9.5),  the  matter  shall 
be  referred  to  the  General  Manager  or  the 
Director  of  Regulation,  as  appropriate,  for 
decision.  Thereafter,  the  matter  shall  be 
processed  as  specified  in  §  9.10  of  the  AEC 
regulations  ( 10  CFR  9.10) . 

3.  Appeal  to  Interagency  Classification  Re¬ 
view  Committee.  Whenever  the  AEC  Classi¬ 
fication  Review  Committee  confirms  a  de¬ 
termination  of  the  Director,  Division  of 
Classification,  it  shall  so  notify  the  requester 
who  shall,  except  in  the  case  of  information 
subject  to  the  provisions  of  the  Atomic  En¬ 
ergy  Act,  be  entitled  to  appeal  that  action 
to  the  Interagency  Classification  Review 
Committee  established  under  section  7(A) 
of  Executive  Order  11652.  Such  appeals 
should  be  addressed  to  the  Interagency  Clas¬ 
sification  Review  Committee,  The  Executive 
Office  Building,  Washington,  D.C.  2050(J. 

4.  Suggestions  and  Complaints.  Any  person 
may  also  direct  suggestions  or  complaints 
with  respect  to  the  administration  of  the 
other  provisions  of  Executive  Order  11652  and 
the  NSC  Directive  by  the  AEC  to  the  AEC 
Classification  Review  Committee,  U.S.  Atomic 
Energy  Commission,  Washington,  D.C.  20545. 

5.  Other  Material.  AEC  Manual  Chapters 
covering  the  AEC’s  Classification  and  De- 
classification  Policies  and  Procedures  are 
available  for  inspection  by  the  public  in  the 
AEC’s  Public  Document  Room,  USAEC,  1717 
H  Street  NW.,  Washington,  DC. 

6.  Classification  Advice  in  General.  The 
procedures  specified  herein  are  Intended  to 
supplement  the  longstanding  policy  and 
practice  of  the  AEC  to  provide  classification 
guidance  with  respect  to  information  gener¬ 
ated  by  those  working  in  the  atomic  energy 
field.  The  AEC  will  respond  as  promptly  as 
available  resources  permit,  to  questions  about 
the  proper  classification  of  information  and 
material  less  than  10  years  old. 

Effective  date.  This  regulation  shall  be 
effective  upon  its  publication  in  the  Fed¬ 
eral  Register  (8-3-72) . 

Dated  at  Washington,  D.C.,  this  27th 
day  of  July  1972. 

W.  B.  McCool, 
Secretary  of  the  Commission. 

IFR  Doc.72-12078  Filed  8-2-72;8:45  am] 


Title  22— FOREIGN  RELATIONS 

Chapter  I — Department  of  State 

SUBCHAPTER  A— GENERAL 

[Dept.  Reg.  108.672] 

part  9— security  information 

REGULATIONS 

A  new  Part  9  is  added  to  Title  22  of  the 
Code  of  Federal  Regulations  to  imple¬ 
ment  Executive  Order  11652  (37  F.R. 
5209,  Mar.  10,  1972)  and  the  National 
Security  Council  Directive  of  May  17, 
1972  (37  F.R.  10053,  May  19,  1972)  per¬ 
taining  to  classification  and  declassifi¬ 
cation  of  national  security  information 
and  material.  This  part  establishes  pro¬ 
cedures  for  employees  of  the  Foreign 
Service,  the  Department  of  State,  the 


U.S.  Information  Agency,  and  the 
Agency  for  International  Development 
(or  its  successor  agency  or  agencies). 

These  regulations  have  been  approved 
by  the  Interagency  Classification  Review 
Committee  as  required  by  Executive 
Order  11652  and  National  Security  Coun¬ 
cil  Directive  of  May  17, 1972. 

The  regulations,  as  set  forth  below,  are 
effective  June  1,  1972. 

For  the  Secretary  of  State. 

William  B.  Macomber,  Jr., 
Deputy  Under  Secretary 

for  Management. 

July  28.  1972. 

Sec. 

9.1  Physical  and  procedural  security, 

9.2  General  policy. 

9.3  Implementation  and  review  respon¬ 

sibilities. 

9.4  Responsibility  for  safeguarding  classi¬ 

fied  information. 

9.5  Classification. 

9.6  Authority  to  classify. 

9.7  Responsibility  to  assign. 

9.8  Classification  procedure. 

9.9  Declassification  to  downgrade  and  de¬ 

classify. 

9.10  General  declassification  requirements. 

9.11  General  Declassification  Schedule. 

9.12  Exemptions  from  General  Declassifica¬ 

tion  Schedule. 

9.13  Mandatory  review  of  exempted  mate¬ 

rial. 

9.14  Review  of  classified  material  for  de¬ 

classification  purposes. 

9.15  Other  declassification  requirements. 

9.16  Marking  of  documents. 

9.17  Downgrading,  declassification,  and  up¬ 

grading  markings. 

9.18  Additional  warning  notices. 

9.19  Marking  of  classified  telegrams. 

9.20  Access  to  classified  material;  general 

access  requirements. 

9.21  Access  by  foreign  national  employees. 

9.22  Access  by  historical  researchers. 

9.23  Access  by  other  persons  outside  the 

executive  branch. 

9.24  Access  by  contractors  or  consultants. 

9.25  Access  by  former  Presidential  ap¬ 

pointees. 

9.26  Referral  of  public  requests. 

9.27  Controlling  and  safeguarding  other  of¬ 

ficial  information. 

9.28  Administratively  controlled  informa¬ 

tion. 

9.29  Other  Federal  agency  information. 

9.30  Controls  for  dissemination  and  use  of 

intelligence  information. 

9.31  Dissemination  ordered  or  requested  by 

a  court  of  law  or  other  official  body. 

9.32  Dissemination  to  foreign  governments. 

9.33  Restrictions  on  personal  use. 

9.34  Special  dissemination  categories. 

9.35  Transmission  and  control  of  classified 

material. 

9.36  Distribution  of  top  secret  documents 

within  State,  AID  and  U.S.I.A.  posts. 

9.37  Top  secret  cover  sheets. 

9.38  Inventories  of  top  secret  documents. 

9.39  Consolidation  of  top  secret  documents. 

9.40  Authorized  channels  for  transmission 

of  classified  material. 

9.41  Registering  diplomatic  pouch  mail. 

9.42  Reproduction  and  distribution  of  clas¬ 

sified  material. 

9.43  Destruction  of  classified  material. 

9.44  Report  of  missing  or  compromised  clas¬ 

sified  documents. 

9.45  Physical  protection  of  classified  ma¬ 

terial. 

9.46  Keys  and  combination  to  repositories. 

9.47  Removal  of  classified  material  from 

official  premises. 
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Sec. 

9.48  Physical  security;  safeguarding  classi¬ 

fied  information. 

9.49  Security  plans  for  office  moves. 

9.50  Communications  security  (COMSEC). 

9.51  Transmission  of  classified  and  admin¬ 

istratively  controlled  telegrams. 

9.52  Protecting  classified  and  administra¬ 

tively  controlled  telegrams. 

9.53  Cryptographic  clearance. 

9.54  Cryptographic  clearance  for  access  only. 

9.55  COMSEC  material  control. 

9.56  Access  to  code  room. 

9.57  Unauthorized  material. 

9.58  Administration  of  security  regulations. 

9.59  Post  security  program. 

9.60  Domestic  security  program. 

9.61  Security  briefing  of  employees. 

9.62  Enforcement  of  security  regulations. 

9.63  Disciplinary  action  for  security  vio¬ 

lations. 

9.64  Abuse  of  classification  and  declassifi¬ 

cation  policies. 

9.65  Applicable  criminal  laws. 

Appendix  A — Definitions. 

Authority:  The  provisions  of  this  Part  9 
are  issued  under  E.O.  11652  (37  F.R.  5209, 
March  10,  1972)  and  National  Security  Coun¬ 
cil  Directive  of  May  17,  1972  (37  F.R.  10053, 
May  19,  1972). 

§  9.1  Physical  and  procedural  security. 

These  regulations  implement  Execu¬ 
tive  Order  11652  dated  March  8,  1972  (37 
F.R.  5209,  March  10,  1972),  entitled 
“Classification  and  Declassification  of 
National  Security  Information  and 
Material.” 

§  9.2  General  policy. 

The  interests  of  the  United  States  and 
its  citizens  are  best  served  by  making  in¬ 
formation  regarding  the  affairs  of  Gov¬ 
ernment  readily  available  to  the  public. 
This  concept  of  an  informed  citizenry  is 
reflected  in  the  Freedom  of  Information 
Act  (5  U.S.C.  552)  and  in  the  current 
public  information  policies  of  the  execu¬ 
tive  branch. 

(a)  Safeguarding  national  security  in¬ 
formation.  Within  the  Federal  Govern¬ 
ment  there  is  some  official  information 
and  material  which,  because  it  bears  di¬ 
rectly  on  the  effectiveness  of  our  national 
defense  and  the  conduct  of  our  foreign 
relations,  must  be  subject  to  some  con¬ 
straints  for  the  security  of  our  Nation 
and  the  safety  of  our  people  and  our 
allies.  To  protect  against  actions  hostile 
to  the  United  States,  of  both  an  overt 
and  covert  nature,  it  is  essential  that 
such  official  information  and  material 
be  given  only  limited  dissemination. 

(b)  Exemption  from  public  disclosure. 
This  official  information  or  material, 
hereinafter  referred  to  as  classified  in¬ 
formation  or  material,  is  expressly  ex¬ 
empted  from  compulsory  public  dis¬ 
closure  by  section  552(b)(1)  of  title  5, 
United  States  Code.  Wrongful  disclosure 
of  such  information  or  material  is  recog¬ 
nized  in  the  Federal  Criminal  Code  as 
providing  a  basis  for  prosecution. 

(c)  Scope.  To  ensure  that  such  infor¬ 
mation  and  material  is  protected,  but 
only  to  the  extent  and  for  such  period 
as  is  necessary,  these  regulations  identify 
the  information  to  be  protected,  pre¬ 
scribe  classification,  downgrading,  de- 
classification,  and  safeguarding  proce¬ 
dures  to  be  followed,  and  establish  a 
monitoring  system  to  ensure  their 
effectiveness. 


<d>  Limitation.  The  requirement  to 
safeguard  information  and  material  in 
the  interest  of  national  defense  and  the 
conduct  of  foreign  relations  in  no  way 
implies  an  indiscriminate  license  to  re¬ 
strict  information  from  the  public.  It  is 
important  that  the  citizens  of  the 
United  States  have  the  fullest  possible 
access,  consistent  with  national  security, 
to  information  concerning  the  policies 
and  programs  of  their  Government. 

§  9.3  Implementation  and  review  re¬ 
sponsibilities. 

Executive  Order  11652  and  NSC  Direc¬ 
tives  require  the  establishment  of  de¬ 
partmental  committees  to  have  the  au¬ 
thority  to  act  on  all  suggestions  and 
complaints  with  respect  to  each  Depart¬ 
ment’s  administration  of  the  Executive 
order  and  NSC  Directives. 

(a)  Each  committee  will  have  respon¬ 
sibility  for  the  following  additional 
functions; 

(1)  To  establish  and  monitor  poli¬ 
cies  and  procedures  within  its  Depart¬ 
ment  to  prevent  overclassification,  to  in¬ 
sure  the  orderly  and  effective  downgrad¬ 
ing  and  declassification  of  Department 
documents,  and  to  facilitate  the  release 
of  information; 

(2)  To  serve  as  a  forum  for  systematic 
review  of  proposed  classified  disclosures 
of  an  exceptional  nature  bearing  upon 
issues  of  concern  to  the  Congress  and 
the  public; 

(3)  To  establish  policies  and  proce¬ 
dures  to  assess  the  risks  to  intelligence 
sources  and  methods  whenever  any  clas¬ 
sified  intelligence  is  proposed  for  de- 
classification  or  for  use  in  public  forums, 
or  other  activities  in  the  course  of  which 
there  is  danger  that  intelligence  sources 
and  methods  might  be  revealed; 

(4)  To  determine,  as  required,  the  net 
advantage  to  the  United  States  of  a  dis¬ 
closure  of  classified  information  relating 
to  U.S.  foreign  policy  objectives  as 
against  attendant  risks; 

(5)  To  consider  and  decide  such  other 
questions  concerning  classification  and 
declassification  as  may  from  time  to 
time  be  referred  to  the  committee; 

(6)  To  protect  from  unauthorized  dis¬ 
closure  properly  classified  information 
and  intelligence  bearing  upon  important 
aspects  of  national  defense  and  foreign 
policy; 

(7)  To  provide  guidance  concerning 
corrective  or  disciplinary  action  in  un¬ 
usually  important  cases  involving  un¬ 
authorized  disclosure; 

(8)  To  review  all  appeals  of  requests 
for  records  under  the  Freedom  of  In¬ 
formation  Act. 

(b)  Department  of  State:  Within  the 
State  Department,  these  functions  will 
be  performed  by  the  Council  on  Classifi¬ 
cation  Policy,  which  is  composed  of  the 
Director  of  Intelligence  and  Research, 
the  Director  of  Planning  and  Coordina¬ 
tion,  the  Assistant  Secretary  for  Pub¬ 
lic  Affairs,  the  Executive  Secretary  of  the 
Department,  the  Legal  Adviser,  and  the 
Deputy  Assistant  Secretary  for  Security, 
with  appropriate  advisers,  and  chaired 
by  the  Deputy  Under  Secretary  for 
Management. 
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(c)  Agency  for  International  Devel¬ 
opment:  Within  the  Agency  for  Inter¬ 
national  Development  these  functions 
will  be  performed  by  the  AID  Security 
Information  Committee  (ASIC) .  It  shall 
be  chaired  by  the  Auditor  General,  shall 
include  the  Director,  Office  of  Security, 
as  Secretary,  and  shall  consist  of  the 
following  members  of  the  AID  senior 
staff  or  their  alternates:  Assistant  Ad¬ 
ministrator.  Bureau  of  Program  and 
Management  Services;  Director,  Office  of 
Public  Affairs;  the  Executive  Secretary, 
the  General  Counsel,  the  Coordinator 
of  Supporting  Assistance,  and  one  addi¬ 
tional  member  of  the  senior  staff  to  be 
appointed  for  1-year  term  by  the  Ad¬ 
ministrator  of  AID. 

(d)  U.S.  Information  Agency:  Within 
the  U.S.  Information  Agency,  these  func¬ 
tions  will  be  performed  by  the  Council 
on  Classification  Policy,  comprised  of  the 
senior  officials  of  the  Office  of  Research 
and  Assessment,  Office  of  Assistant  Di¬ 
rector  (Administration),  Office  of  As¬ 
sistant  Director  (Public  Information*, 
and  Office  of  the  General  Counsel,  with 
representatives  of  other  elements  con¬ 
sulted  as  needed,  and  chaired  by  the 
Assistant  Director  U.S.I.A.  (Security*. 

(e)  Delegation  of  responsibilities:  The 
Chairman  of  each  such  Department 
Committee  is  delegated  responsibilities 
of  the  senior  agency  official  defined  in 
section  7(b)  of  Executive  Order  11652 
for  developing  programs  to  insure  ef¬ 
fective  compliance  with  and  implementa¬ 
tion  of  the  order. 

(f)  Reports  to  the  Interagency  Clas¬ 
sification  Review  Committee:  The  de¬ 
partmental  committees  shall  provide 
quarterly  reports  to  the  Interagency 
Classification  Review  Committee  on  De¬ 
partmental  Committee  actions  on  clas¬ 
sification  review  requests,  classification 
abuses  and  unauthorized  disclosure,  and 
progress  reports  on  information  accumu¬ 
lated  in  the  data  index  system  established 
under  part  VII  of  the  National  Security 
Council  Directive  of  May  17,  1972,  and 
such  other  reports  as  the  Chairman  of 
the  Interagency  Classification  Review 
Committee  may  find  necessary  for  the 
committee  to  carry  out  its  responsibilities. 

§  9.4  Responsibility  for  safeguarding 
classified  information. 

(a)  Primary.  The  specific  responsi¬ 
bility  for  the  maintenance  of  the  security 
of  classified  information  rests  with  each 
person  having  knowledge  or  physical 
custody  thereof,  no  matter  how  obtained. 
A  holder  of  classified  information  or 
material  shall  observe  and  respect  the 
classification  assigned  by  the  originator. 
If  a  holder  believes  that  there  is  unneces¬ 
sary  classification,  that  the  assigned  clas¬ 
sification  is  improper,  or  that  the  docu¬ 
ment  is  subject  to  declassification  under 
the  Executive  order,  he  shall  so  inform 
the  originator  who  shall  thereupon  re¬ 
examine  the  classification. 

(b)  Individual.  Each  employee  is 
responsible  for  becoming  familiar  with 
and  adhering  to  all  security  regula¬ 
tions. 

(c)  Supervisory.  The  ultimate  re¬ 
sponsibility  for  safeguarding  classified 
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information  rests  upon  each  super¬ 
visor  to  the  same  degree  that  the 
supervisor  is  charged  with  functional 
responsibility  for  the  organizational 
unit.  While  certain  employees  may  be 
assigned  specific  security  responsibilities, 
such  as  Top  Secret  control  officer  or 
unit  security  officer,  it  is  nevertheless 
the  basic  responsibility  of  supervisors 
to  insure  that  classified  material  en¬ 
trusted  to  their  organizational  units 
is  handled  in  accordance  with  the  pro¬ 
cedures  prescribed  in  these  regula¬ 
tions.  Each  supervisor  should  insure 
that  no  one  employee  is  assigned 
unreasonable  security  responsibilities 
in  addition  to  usual  administrative  or 
functional  duties. 

(d)  Organizational.  The  Offices  of 
Security  in  State,  U.S.I.A.,  and  AID 
are  responsible  for  physical  and  per¬ 
sonnel  security  in  their  respective 
agencies.  The  Office  of  Communications 
in  the  Department  of  State  is  respon¬ 
sible  for  communications  security 
(COMSEC). 

§  9.5  Classification. 

(a)  Security  classification  categories. 
Official  information  or  material  which 
requires  protection  against  unauthor¬ 
ized  disclosure  in  the  interest  of  the 
national  defense  or  foreign  relations 
of  the  United  States  (hereinafter  col¬ 
lectively  termed  “national  security”) 
shall  be  classified  in  one  of  three 
categories;  namely,  “Top  Secret," 
“Secret,"  or  “Confidential,”  depending 
upon  the  degree  of  its  significance  to 
national  security.  No  other  categories 
shall  be  used  to  identify  official  in¬ 
formation  or  material  as  requiring  pro¬ 
tection  in  the  interest  of  national 
security,  except  as  otherwise  expressly 
provided  by  statute.  These  classification 
categories  are  defined  as  follows: 

(1)  Top  Secret.  “Top  Secret”  refers 
to  that  national  security  information 
or  material  which  requires  the  high¬ 
est  degree  of  protection.  The  test  for 
assigning  “Top  Secret”  classification 
shall  be  whether  its  unauthorized  dis¬ 
closure  could  reasonably  be  expected 
to  cause  exceptionally  grave  damage  to 
the  national  security.  Examples  of  “ex¬ 
ceptionally  grave  damage”  include 
armed  hostilities  against  the  United 
States  or  its  allies;  disruption  of 
foreign  relations  vitally  affecting  the 
national  security;  the  compromise  of 
vital  national  defense  plans  or  complex 
cryptologic  and  communications  in¬ 
telligence  systems;  the  revelation  of 
sensitive  intelligence  operations;  and 
the  disclosure  of  scientific  or  techno¬ 
logical  developments  vital  to  national 
security.  The  classification  “Top  Secret” 
shall  be  used  with  the  utmost  restraint. 

(2)  Secret.  “Secret”  refers  to  that 
national  security  information  or  mate¬ 
rial  which  requires  a  substantial  degree 
of  protection.  The  test  for  assigning 
“Secret”  classification  shall  be  whether 
its  unauthorized  disclosure  could  rea¬ 
sonably  be  expected  to  cause  serious 
damage  to  the  national  security.  Exam¬ 
ples  of  “serious  damage”  include  disrup¬ 


tion  of  foreign  relations  significantly 
affecting  the  national  security;  signifi¬ 
cant  impairment  of  a  program  or  policy 
directly  related  to  the  national  security; 
revelation  of  significant  military  plans 
or  intelligence  operations;  and  compro¬ 
mise  of  significant  scientific  or  techno¬ 
logical  developments  relating  to  national 
security.  The  classification  “Secret"  shall 
be  sparingly  used. 

(3)  Confidential.  “Confidential”  refers 
to  that  national  security  information  or 
material  which  requires  protection.  The 
test  for  assigning  “Confidential”  classifi¬ 
cation  shall  be  whether  its  unauthorized 
disclosure  could  reasonably  be  expected 
to  cause  damage  to  the  national  security. 

§  9.6  Authority  to  classify. 

The  following  persons  have  authority 
to  originally  classify  information  or  ma¬ 
terial  in  the  categories  indicated: 

(a)  Top  Secret.  Such  officials  as  the 
President  may  designate  in  writing;  Sec¬ 
retary  of  State;  Administrator,  Agency 
for  International  Development.  With 
respect  to  the  Department  of  State,  such 
of  the  following  officers  who  are  desig¬ 
nated  in  writing  by  the  Secretary  of 
State: 

(1)  In  the  United  States,  officers  of 
Deputy  Assistant  Secretary  or  equiva¬ 
lent  rank  or  above. 

(2)  Outside  the  United  States,  the 
Chief  of  Mission  and,  where  operational 
necessity  warrants,  the  Deputy  Chief  of 
Mission. 

(3)  With  respect  to  AID,  the  Deputy 
Administrator,  Assistant  Administrators, 
the  Auditor  General,  the  General  Coun¬ 
sel,  and  the  Director,  Office  of  Public 
Safety. 

(b)  Secret.  Officials  who  have  “Top 
Secret”  classification  authority ;  Director, 
U.S.  Information  Agency. 

(1)  In  the  United  States,  such  sub¬ 
ordinate  officers  of  the  Department  f 
State  and  AID  of  office  director  or 
equivalent  rank  or  above  as  officials  with 
“Top  Secret”  classification  authority 
may  designate  in  writing,  and  such  senior 
principal  deputies  or  assistants  to  the 
Director  of  U.S.I.A.  as  the  Director  may 
designate  in  writing. 

(2)  Outside  the  United  States,  such 
subordinate  officers  of  section  head  or 
equivalent  rank  or  above  as  officials  with 
“Top  Secret”  classification  authority 
may  designate  in  writing,  and  such  senior 
principal  deputies  or  assistants  to  the 
Director  of  U.S.I.A.  as  the  Director  may 
designate  in  writing. 

(c)  Confidential.  Officials  who  have 
“Top  Secret”  or  “Secret”  classification 
authority,  and  such  officials  of  Division 
Chief  or  equivalent  rank  or  as  may  be 
designated  in  writing  by  officials  who 
have  “Top  Secret”  or  “Secret”  classi¬ 
fication  authority.  Such  officials  may 
classify  information  or  material  only  at 
the  level  authorized  or  below.  This  au¬ 
thority  rests  only  in  the  official  desig¬ 
nated,  and  may  not  be  delegated.  How¬ 
ever,  classification  authority  vested  in  a 
designated  official  may  be  exercised  by 
another  assuming  the  full  duties  and 
responsibilities  of  such  official  in  an 
acting  capacity. 


§  9.7  Responsibility  to  ussign. 

(a)  Any  person  who  originates  a  clas¬ 
sified  document  has  the  responsibility 
to  assign  the  appropriate  classification 
at  the  time  the  document  is  prepared. 
The  final  classification  and  declassifica¬ 
tion  schedule,  however,  must  be  approved 
by  an  official  with  the  appropriate  level 
of  classifying  authority. 

(b)  It  is  the  intent  of  Executive  Or¬ 
der  11652  that  the  authority  to  originally 
classify  information  or  material  be  re¬ 
stricted  solely  to  those  officers  concerned 
with  matters  of  national  security,  and 
shall  be  limited  to  the  minimum  number 
of  individuals  absolutely  required  for  ef¬ 
ficient  administration.  Each  person 
possessing  classifying  authority  shall  be 
held  accountable  for  the  propriety  of 
the  classifications  attributed  to  the 
person. 

(c)  Observance  of  classification:  Any 
person  who  incorporates  into  a  docu¬ 
ment  or  material  information  or  ma¬ 
terial  previously  classified  by  an 
authorized  official  or  makes  substantial 
reference  thereto,  shall  reflect  the  origi¬ 
nal  classification  and  the  identity  of  the 
original  classifier  on  the  new  document 
or  material.  Performance  of  this  duty 
shall  not  constitute  original  classifica¬ 
tion. 

(d)  Listing  of  those  with  classifying 
authority:  The  Office  of  Security  in  each 
Department  shall  maintain  separate  lists 
by  name  of  the  officials  who  have  been 
designated  in  writing  to  have  Top  Secret, 
Secret,  and  Confidential  authority. 
Office  heads  shall  submit  to  the  appro¬ 
priate  Office  of  Security,  on  or  before 
July  1, 1972,  a  list  current  as  of  that  date 
and  shall  submit  on  or  before  the  begin¬ 
ning  of  each  subsequent  calendar 
quarter  a  list  current  as  of  the  beginning 
of  that  quarter.  Each  list  shall  identify 
officials  exercising  classification  author¬ 
ity  by  name,  title,  office,  and  designating 
officer.  These  quarterly  reports  shall,  in 
turn,  be  forwarded  to  the  Interagency 
Classification  Review  Committee. 

§  9.8  Classifirai'on  procedure. 

Each  person  possessing  classifying  au¬ 
thority  shall  be  held  accountable  for  the 
propriety  of  the  classifications  attributed 
to  the  person.  Both  unnecessary  classi¬ 
fication  and  overclassification  shall  be 
avoided.  Classification  shall  be  solely  on 
the  basis  of  national  security  considera¬ 
tions.  In  no  case  shall  information  be 
classified  in  order  to  conceal  inefficiency 
or  administrative  error,  to  prevent  em¬ 
barrassment  to  a  person  or  Department, 
to  restrain  competition  or  independent 
initiative,  or  to  prevent  for  any  other 
reason  the  release  of  information  which 
does  not  require  protection  in  the  inter¬ 
est  of  national  security.  The  following 
rules  shall  apply  to  classification  of 
information : 

(a)  Documents  in  general.  Each  classi¬ 
fied  document  shall  show  on  its  face  its 
classification  and  whether  it  is  subject  to 
or  exempt  from  the  General  Declassifi¬ 
cation  Schedule  referred  to  in  §  9.11.  It 
shall  also  show  the  office  of  origin,  the 
date  of  preparation  and  classification, 
and,  to  the  extent  practicable,  be  so 
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marked  as  to  indicate  which  portions  are 
classified,  at  what  level,  and  which  por¬ 
tions  are  not  classified  in  order  to  facili¬ 
tate  excerpting  and  other  use.  Material 
containing  references  to  classified  ma¬ 
terials,  which  references  do  not  reveal 
classified  information,  shall  not  be 
classified. 

(b)  Identification  of  classifying  au¬ 
thority.  Material  classified  shall  indicate 
on  its  face  the  identity  of  the  highest 
authority  authorizing  the  continued 
classification.  Where  the  individual  who 
signs  or  otherwise  approves  a  document 
or  item  has  also  authorized  the  classi¬ 
fication,  no  further  annotation  as  to  the 
individual’s  identity  is  required. 

(c)  Information  or  material  furnished 
by  a  foreign  government  or  international 
organization.  (1)  Classified  information 
or  material  furnished  to  the  United 
States  by  a  foreign  government  or  inter¬ 
national  organization  shall  either  retain 
its  original  classification  or  be  assigned 
a  U.S.  classification.  In  either  case,  the 
classification  shall  assure  a  degree  of 
protection  equivalent  to  that  required  by 
the  government  or  international  organi¬ 
zation  which  furnished  the  information 
or  material. 

( 2 )  NATO,  CENTO,  and  SEATO  infor¬ 
mation  must  be  safeguarded  in  accord¬ 
ance  with  instructions  and  procedures 
promulgated  by  the  U.S.  Security  Au¬ 
thority  (USSA)  as  contained  in  USSAN 
1-69  dated  December  20,  1969;  USSAN 
1-68  dated  June  5,  1968;  and  USSAS 
1-67  dated  September  23,  1967,  respect¬ 
ively. 

(3)  Classification  responsibilities:  A 
holder  of  classified  information  or  ma¬ 
terial  shall  observe  and  respect  the  clas¬ 
sification  assigned  by  the  originator.  If 
a  holder  believes  that  there  is  unneces¬ 
sary  classification,  that  the  assigned 
classification  is  improper,  or  that  the 
document  is  subject  to  declassification 
hereunder,  the  holder  shall  so  inform 
the  originator  who  shall  thereupon  re¬ 
examine  the  classification. 

(4)  Limiting  number  of  copies:  In  the 
preparation  of  classified  documents,  the 
number  of  copies  must  be  kept  to  an 
absolute  minimum.  Every  copy  prepared 
increases  the  risk  that  the  information 
may  fall  into  unauthorized  hands. 

§  9.9  Declassification  and  downgrading. 

(a)  Authority  to  downgrade  and  de¬ 
classify.  Classified  material  should  be 
kept  under  appropriate  review  and  be 
downgraded  or  declassified  as  condi¬ 
tions  warrant.  The  authority  to  down¬ 
grade  or  declassify  national  security  in¬ 
formation  or  material  shall  be  exercised 
as  follows: 

(1)  Information  or  material  may  be 
downgraded  or  declassified  by  the  official 
authorizing  the  original  classification,  by 
a  successor  in  capacity,  or  by  a  super¬ 
visory  official  of  either. 

(2)  In  the  case  of  classified  informa¬ 
tion  or  material  officially  transferred  by 
or  pursuant  to  statute  or  Executive  order 
in  conjunction  with  a  transfer  of  func¬ 
tion  and  not  merely  for  storage  pur¬ 
poses,  the  receiving  Department  shall  be 
deemed  to  be  the  originating  Department 
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for  all  purposes,  including  downgrading 
and  declassification. 

(3)  In  the  case  of  classified  informa¬ 
tion  or  material  not  officially  transferred 
within  subparagraph  (2)  of  this  para¬ 
graph,  but  originated  in  a  Department 
which  has  since  ceased  to  exist,  each  De¬ 
partment  in  possession  shall  be  deemed 
to  be  the  originating  Department  for  all 
purposes.  Such  information  or  material 
may  be  downgraded  and  declassified  by 
the  Department  in  possession  after  con¬ 
sulting  with  any  other  Departments  hav¬ 
ing  an  interest  in  the  subject  matter  in 
accordance  with  §  9.15(b) . 

(4)  All  information  and  material  clas¬ 
sified  after  the  effective  date  of  the  Ex¬ 
ecutive  order  and  determined  in  accord¬ 
ance  with  Chapter  21,  44  U.S.C.  (82  Stat. 
1287),  to  be  of  sufficient  historical  or 
other  value  to  warrant  preservation  shall 
be  systematically  reviewed  on  a  timely 
basis  by  each  Department  for  the  pur¬ 
pose  of  making  such  information  and 
material  publicly  available  in  accordance 
with  the  determination  regarding  declas¬ 
sification  made  by  the  classifier  under 
section  5  of  the  Executive  order.  During 
each  calendar  year  each  Department 
shall  segregate  to  the  maximum  extent 
possible  all  such  information  and  ma¬ 
terial  warranting  preservation  and  be¬ 
coming  declassified  at  or  prior  to  the  end 
of  such  year.  Promptly  after  the  end  of 
such  year  the  Department  responsible,  or 
the  Archives  of  the  United  States  if 
transferred  thereto,  shall  make  the  de¬ 
classified  information  and  material 
available  to  the  public  to  the  extent  per¬ 
mitted  by  law. 

(5)  Each  Department  shall  undertake 
to  establish  a  data  index  system  for  Top 
Secret,  Secret,  and  Confidential  infor¬ 
mation  in  selected  categories  approved 
by  the  Interagency  Classification  Review 
Committee  as  having  sufficient  historical 
or  other  value  appropriate  for  preserva¬ 
tion.  The  index  system  shall  contain  the 
following  data  for  each  document  in¬ 
dexed:  (i)  Identity  of  classifier;  (ii)  De¬ 
partment  of  origin;  (iii)  addressees;  (iv) 
date  of  classification;  (v)  subject/area; 
(vi)  classification  category  and  whether 
subject  to  or  exempt  from  the  General 
Declassification  Schedule;  (vii)  if  ex¬ 
empt,  which  exemption  category  is  appli¬ 
cable;  (viii)  date  or  event  set  for  declas¬ 
sification;  and  (ix)  file  designation. 
Information  and  material  shall  be  in¬ 
dexed  into  the  system  at  the  earliest 
practicable  date  during  the  course  of  the 
calendar  year  in  which  it  is  produced  and 
classified,  or  in  any  event  no  later  than 
March  31  of  the  succeeding  year.  Each 
Department  shall  undertake  to  establish 
such  a  data  index  system  no  later  than 
July  1,  1973,  which  shall  index  the  se¬ 
lected  categories  of  information  and 
material  produced  and  classified  after 
December  31, 1972. 

§  9.10  Goncral  drrlassi  fixation  roquire- 
ments. 

(a)  Declassification  instructions.  Clas¬ 
sified  information  and  material  shall  be 
declassified  as  soon  as  there  are  no  longer 
any  grounds  for  continued  classification 
within  the  classification  category  defini¬ 
tions  set  forth  in  5  9.5.  At  the  time  of 
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origination  the  cl  ssifier  shall,  whenever 
possible,  clearly  mark  on  the  informa¬ 
tion  or  material  a  specific  date  or  event 
upon  which  downgrading  or  declassifica¬ 
tion  shall  occur.  Such  dates  or  events 
shall  be  as  early  as  is  permissible  with¬ 
out  causing  damage  to  the  national  secu¬ 
rity.  Whenever  earlier  dates  or  events 
cannot  be  determined,  the  General  De- 
classification  Schedule  set  forth  in  §  9.11 
shall  apply.  If  the  information  or  ma¬ 
terial  is  exempted  under  §  9.12  from  the 
General  Declassification  Schedule,  the 
classifier  shall  clearly  mark  the  material 
to  show  that  it  is  exempt  and  indicate 
the  applicable  exemption  category.  Un¬ 
less  impossible,  the  exempted  informa¬ 
tion  or  material  shall  be  assigned  and 
clearly  marked  by  the  classifier  with  a 
specific  date  or  event  upon  which  de- 
classification  shall  occur.  Downgrading 
and  declassification  dates  or  events  es¬ 
tablished  in  accordance  with  the  fore¬ 
going,  whether  scheduled  or  nonsched- 
uled,  shall  to  the  extent  possible  be 
carried  forward  and  applied  whenever 
the  classified  information  or  material  is 
incorporated  in  other  documents  or 
material. 

(b)  Changes  in  classification.  Any 
recipient  of  a  classified  document  which 
bears  a  classification  control  which  in 
the  judgment  of  the  recipient  should  be 
more  or  less  restrictive  must  be  referred 
to  the  office  of  origin  or  office  of  primary 
interest  or  action.  When  the  action  office 
concurs  with  the  review,  a  new  designa¬ 
tion  or  notation  should  be  substituted  by 
the  initiating  officer.  The  date  and  the 
approving  authority  for  this  change 
must  be  identified  on  the  face  of  the 
document.  The  approving  officer  then 
must  notify  the  custodian  of  the  record 
copy  and  all  original  addressees  of  the 
change.  The  custodian  and  all  original 
addressees  must  also  notify  all  to 
whom  they  have  made  a  subsequent 
distribution. 

§  9.11  General  Declassi  fieat ion  Sclied- 
ule. 

(a)  Top  Secret.  Information  or  ma¬ 
terial  originally  classified  "Top  Secret” 
shall  become  automatically  downgraded 
to  “Secret”  at  the  end  of  the  second  full 
calendar  year  following  the  year  in 
which  it  was  originated,  downgraded  t.o 
“Confidential”  at  the  end  of  the  fourth 
full  calendar  year  following  the  year  in 
which  it  was  originated,  and  declassified 
at  the  end  of  the  10th  full  calendar  year 
following  the  year  in  which  it  was 
originated. 

(b)  Secret.  Information  and  material 
originally  classified  “Secret”  shall  be¬ 
come  automatically  downgraded  to  “Con¬ 
fidential”  at  the  end  of  the  second  full 
calendar  year  following  the  year  in 
which  it  was  originated,  and  declassified 
at  the  end  of  the  eighth  full  calendar 
year  following  the  year  in  which  it  was 
originated. 

(c)  Confidential.  Information  and  ma¬ 
terial  originally  classified  “Confidential” 
shall  become  automatically  declassified 
at  the  end  of  the  sixth  full  calendar  year 
following  the  year  In  which  it  was  origi¬ 
nated. 


FEDERAL  REGISTER,  VOL.  37,  NO.  ISO — THURSDAY,  AUGUST  3,  1972 


15628 


RULES  AND  REGULATIONS 


(d)  Applicability  of  the  General  De- 
classification  Schedule  to  previously 
classified  material.  Information  or  ma¬ 
terial  classified  before  the  effective  date 
of  Executive  Order  11652  (June  1,  1972) 
and  which  is  assigned  to  Group  4  under 
Executive  Order  No.  10501  of  Novem¬ 
ber  5,  1953,  as  amended  by  Executive 
Order  No.  10964  of  September  20,  1961, 
shall  be  subject  to  the  General  Declassi¬ 
fication  Schedule.  All  other  information 
or  material  classified  before  the  effec¬ 
tive  date  of  Executive  Order  11652, 
whether  or  not  assigned  to  Groups  1,  2, 
and  3  of  the  Executive  Order  No.  10501, 
as  amended,  shall  be  excluded  from  the 
General  Declassification  Schedule.  How¬ 
ever,  at  any  time  after  the  expiration  of 
10  years  from  the  date  of  origin  it  shall 
be  subject  to  a  mandatory  classification 
review  and  disposition  under  the  same 
conditions  and  criteria  that  apply  to 
classified  information  and  material 
created  after  the  effective  date  of  Ex¬ 
ecutive  Order  11652. 

§  9.12  Exemptions  from  General  De¬ 
classification  Schedule. 

Certain  classified  information  or  ma¬ 
terial  may  warrant  some  degree  of  pro¬ 
tection  for  a  period  exceeding  that  pro¬ 
vided  in  the  General  Declassification 
Schedule.  An  official  authorized  to  orig¬ 
inally  classify  information  or  material 
“Top  Secret”  may  exempt  from  the  Gen¬ 
eral  Declassification  Schedule  any  level 
of  classified  information  or  material 
originated  by  or  under  such  official's 
supervision  if  it  falls  within  one  of  the 
categories  described  below.  In  each  case, 
the  official  shall  specify  in  writing  on 
the  material  the  exemption  category 
being  claimed,  and,  unless  impossible, 
a  date  or  event  for  automatic  declassifi¬ 
cation.  The  use  of  the  exemption  author¬ 
ity  shall  be  kept  to  the  absolute  min¬ 
imum  consistent  with  national  security 
requirements  and  shall  be  restricted  to 
the  following  categories: 

(a)  Category  l.  Classified  information 
or  material  furnished  by  foreign  govern¬ 
ments  or  international  organizations 
and  held  by  the  United  States  on  the 
understanding  that  it  be  kept  in 
confidence. 

(b)  Category  2.  Classified  information 
or  material  specifically  covered  by  stat¬ 
ute,  or  pertaining  to  cryptography,  or 
disclosing  intelligence  sources  or 
methods. 

(c)  Category  3.  Classified  information 
or  material  disclosing  a  system,  plan,  in¬ 
stallation,  project,  or  specific  foreign  re¬ 
lations  matter  the  continuing  protection 
of  which  is  essential  to  the  national 
security. 

(d)  Category  4.  Classified  information 
or  material  the  disclosure  of  which  would 
place  a  person  in  immediate  jeopardy. 

§  9.13  Mandatory  review  of  exempted 
material. 

All  classified  information  and  mate¬ 
rial  originated  after  the  effective  date  of 
Executive  Order  11652  which  is  exempted 
under  §  9.12  from  the  General  Declassifi¬ 
cation  Schedule  shall  be  subject  to  a 
classification  review  by  the  originating 


department  at  any  time  after  the  expira¬ 
tion  of  10  years  from  the  date  of  origin: 
Provided, 

(a)  A  department  or  member  of  the 
public  requests  a  review: 

(b)  The  request  describes  the  record 
with  sufficient  particularity  to  enable  the 
department  to  identify  it;  and 

(c)  The  record  can  be  obtained  with 
only  a  reasonable  amount  of  effort. 

Information  or  material  which  no  longer 
qualifies  for  exemption  under  §  9.12  shall 
be  declasified.  Information  or  material 
continuing  to  qualify  under  §  9.12  shall 
be  so  marked  and,  unless  impossible,  a 
date  for  automatic  declassification  shall 
be  set. 

§  9.14  Review  of  classified  material  for 
declassification  purposes. 

(a>  Review  of  classified  material  over 
10  years  old.  Members  of  the  public  or 
departments  may  direct  requests  for 
mandatory  review  for  declassification  to 
the  Chief,  Record  Services  Division,  for 
the  State  Department,  the  Director,  Of¬ 
fice  of  Public  Affairs,  for  A.I.D.,  and  the 
Assistant  Director,  Office  of  Public  In¬ 
formation,  for  USIA,  which  shall  in  turn 
assign  the  request  to  the  appropriate  of¬ 
fice  for  action.  In  addition,  the  office 
which  has  been  assigned  action  shall  im¬ 
mediately  acknowledge  receipt  of  the  re¬ 
quest  in  writing.  If  the  request  requires 
the  rendering  of  services  for  which  fair 
and  equitable  fees  should  be  charged 
pursuant  to  title  5  of  the  Independent 
Offices  Appropriations  Act,  1952  (65  Stat. 
290;  31  U.S.C.  483a),  the  requester  shall 
be  so  notified.  The  office  which  has  been 
assigned  action  shall  thereafter  make  a 
determination  within  30  days  of  receipt 
or  shall  explain  the  reasons  why  further 
time  is  necessary.  If  at  the  end  of  60  days 
from  receipt  of  the  request  for  review  no 
determination  has  been  made,  the  re¬ 
quester  may  apply  to  the  appropriate  de¬ 
partmental  committee  provided  in  §  9.3 
for  a  determination.  Should  the  office 
assigned  action  on  a  request  for  review 
determine  that  under  the  criteria  set 
forth  herein  continued  classification  is 
required,  the  requester  shall  promptly  be 
notified,  and,  whenever  possible,  pro¬ 
vided  with  a  brief  statement  why  the 
requested  information  or  material  can¬ 
not  be  declassified.  The  requester  may 
appeal  any  such  determination  to  the  ap¬ 
propriate  departmental  committee  and 
the  notice  of  determination  shall  advise 
the  requester  of  this  right. 

(b>  Departmental  committee.  The  de¬ 
partmental  committee  shall  establish 
procedures  to  review  and  act  within  30 
days  upon  all  applications  and  appeals 
regarding  requests  for  declassification. 
If  the  department  or  agency  head,  acting 
through  the  departmental  committee, 
determines  that  continued  classification 
is  required  hereunder  it  shall  promptly 
so  notify  the  requester  and  advise  that 
the  denial  may  be  appealed  to  the 
NSC  Interagency  Classification  Review 
Committee. 

(c)  Declassification  of  classified  in¬ 
formation  or  material  after  30  years.  All 
classified  information  or  material  which 
is  30  years  old  or  more,  whether  origi¬ 


nating  before  or  after  the  effective  date 
of  Executive  Order  11652,  shall  be  de¬ 
classified  under  the  following  conditions: 

(1)  All  information  and  material  clas¬ 
sified  after  the  effective  date  of  Execu¬ 
tive  Order  11652  shall,  whether  or  not 
declassification  has  been  requested,  be¬ 
come  automatically  declassified  at  the 
end  of  30  full  calendar  years  after  the 
date  of  its  original  classification,  except 
for  such  specifically  identified  informa¬ 
tion  or  material  which  the  head  of  the 
originating  department  personally  de¬ 
termines  in  writing  at  that  time  to  re¬ 
quire  continued  protection  because  such 
continued  protection  is  essential  to  the 
national  security  or  disclosure  would 
place  a  person  in  immediate  jeopardy. 
In  such  case,  the  head  of  the  department 
shall  also  specify  the  period  of  continued 
classification. 

(2)  A  request  by  a  member  of  the  pub¬ 
lic  or  by  a  Department  to  review  for 
declassification  documents  more  than  30 
years  old  shall  be  referred  directly  to  the 
Archivist  of  the  United  States,  who  shall 
have  the  requested  documents  reviewed 
for  declassification  in  accordance  with 
the  above.  If  the  information  or  material 
requested  has  not  been  transferred  to  the 
General  Services  Administration  for  ac¬ 
cession  into  the  Archives,  the  Archivist 
shall,  together  with  the  head  of  the  De¬ 
partment  having  custody,  have  the  re¬ 
quested  documents  reviewed  for  declas¬ 
sification.  Classification  shall  be  con¬ 
tinued  in  either  case  only  where  the  head 
of  the  Department  concerned  makes  at 
the  time  the  personal  determination  re¬ 
quired  above.  The  Archivist  shall 
promptly  notify  the  requester  of  such  de¬ 
termination  and  that  right  of  the  re¬ 
quester  to  appeal  the  denial  to  the 
NSC  Interagency  Classification  Review 
Committee. 

(d)  Burden  of  proof  for  administra¬ 
tive  determinations.  For  purposes  of  ad¬ 
ministrative  determinations  under  para¬ 
graph  (a) ,  (b),  or  (c)  of  this  section,  the 
burden  of  proof  is  on  the  originating  De¬ 
partment  to  show  that  continued 
classification  is  warranted. 

(e)  Availability  of  declassified  mate¬ 
rial.  Upon  a  determination  under  para¬ 
graph  (a) ,  (b> ,  or  (c)  of  this  section  that 
the  requested  material  no  longer  war¬ 
rants  classification,  it  shall  be  declassi¬ 
fied  and  made  promptly  available  to  the 
requester,  if  not  otherwise  exempt  from 
disclosure  under  5  U.S.C.  552(b) 
(Freedom  of  Information  Act),  or  other 
provisions  of  law. 

(f)  Classification  review  requests.  A 
request  for  classification  review  must 
describe  the  document  with  sufficient 
particularity  to  enable  the  Department  to 
identify  it  and  obtain  it  with  a  reason¬ 
able  amount  of  effort.  Whenever  a  re¬ 
quest  is  deficient  in  its  description  of  the 
record  sought,  the  requester  should  be 
asked  to  provide  additional  identifying 
information  whenever  possible.  Before 
denying  a  request  on  the  ground  that  it 
is  unduly  burdensome,  the  requester 
should  be  asked  to  limit  the  request  to 
records  that  are  reasonably  obtainable. 
If,  nonetheless,  the  requester  does  not 
describe  the  records  sought  with  suffi¬ 
cient  particularity,  or  the  record  re- 
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quested  cannot  be  obtained  with  a  rea¬ 
sonable  amount  of  effort,  the  requester 
shall  be  notified  of  the  reasons  why  no 
action  will  be  taken  and  of  the  right  to 
appeal  such  decision. 

(g)  Redesignating  material.  (1)  If  an 
official  having  original  Top  Secret  clas¬ 
sification  authority  at  any  time  deter¬ 
mines  that  information  or  material  for 
which  they  are  responsible  falls  within 
one  of  the  four  exempt  categories  de¬ 
scribed  in  §  9.12,  the  fact  that  such  in¬ 
formation  or  material  was  previously 
placed  under  the  General  Declassifica¬ 
tion  Schedule,  or  marked  for  earlier 
downgrading  and  declassification,  shall 
not  prevent  it  being  redesignated  as  fall¬ 
ing  within  an  exempt  category. 

(2)  Likewise,  such  an  official  may  de¬ 
termine  that  exempted  information  and 
material  should  be  subject  to  the  General 
Declassification  Schedule.  In  either  case, 
such  a  determination  shall  be  based  on  a 
finding  either  that  the  original  designa¬ 
tion  was  in  error,  or  that  the  material  or 
information,  due  to  a  significant  change 
in  circumstances,  is  or  is  not,  as  the  case 
may  be,  within  one  of  the  four  exempt 
categories.  Action  to  redesignate  sched¬ 
uled  information  or  material  as  exempt 
may  be  taken  only  when  the  responsible 
Top  Secret  original  classification  author¬ 
ity  is  reasonably  certain  that  notice  can 
and  will  be  given  to  all  holders  prior  to 
the  time  when  previously  scheduled 
downgrading  or  declassification  is  to  oc¬ 
cur. 

§  9.15  Other  declassification  require¬ 
ments. 

(a)  Extracts  and  compilations.  When 
classified  information  or  material  from 
more  than  one  source  is  incorporated 
into  a  new  document  or  other  material, 
the  document  or  other  material  shall  be 
classified,  downgraded,  or  declassified  in 
accordance  with  the  provisions  hereun¬ 
der  applicable  to  the  information  requir¬ 
ing  the  greatest  protection. 

(b)  Material  not  officially  trans¬ 
ferred.  When  a  Department  holding  clas¬ 
sified  information  or  material  under  the 
circumstances  described  in  §  9.9  notifies 
another  Department  of  its  intention  to 
downgrade  or  declassify,  it  shall  allow 
the  notified  Department  30  days  in  which 
to  express  its  objections  before  taking 
action. 

(c)  Notification  of  expedited  down¬ 
grading  or  declassification.  When  classi¬ 
fied  information  or  material  is  down¬ 
graded  or  declassified  in  a  manner  other 
than  originally  specified,  whether  sched¬ 
uled  or  exempted,  the  classifier  shall,  to 
the  extent  practicable,  promptly  notify 
all  addressees  to  whom  the  information 
or  material  was  originally  officially  trans¬ 
mitted.  In  turn,  the  addressees  shall 
any  other  known  recipient  of  the  classi¬ 
fied  information  or  material. 

§  9.16  Marking  of  documents. 

(a)  Marking — security  classification 
and  declassification  status :  At  the  time  of 
origination,  each  document  or  other  ma¬ 
terial  containing  classified  information 
shall  be  marked  with  its  assigned  security 
classification  and  whether  it  is  subject  to 
the  General  Declassification  Schedule, 


whether  it  can  be  declassified  earlier,  or 
whether  it  is  exempt  from  the  General 
Declassification  Schedule. 

(1)  General  Declassification  Schedule. 
For  marking  documents  which  are  sub¬ 
ject  to  the  General  Declassification 
Schedule,  the  following  stamp  shall  be 
used: 

( Top  Secret,  Secret  or  Confidential )  Classi¬ 
fied  by  _  subject  to 

General  Declassification  Schedule  of  Ex¬ 
ecutive  Order  11652  automatically  down¬ 
graded  at  two-year  Intervals  and  declassi¬ 
fied  on  Dec.  31  (insert  year) 

( 2 )  Accelerated  declassification  sched¬ 
ule.  For  marking  documents  which  are 
to  be  automatically  declassified  on  a 
given  event  or  date  earlier  than  the  Gen¬ 
eral  Declassification  Schedule,  the  fol¬ 
lowing  stamp  shall  be  used : 

(Top  Secret,  Secret  or  Confidential)  classified 

by - 

automatically  declassified  on  (effective  date 
or  event) 

(3)  Exemptions.  For  marking  docu¬ 
ments  which  are  exempt  from  the  Gen¬ 
eral  Declassification  Schedules  the  fol¬ 
lowing  stamp  shall  be  used: 

( Top  Secret,  Secret  or  Confidential)  Classified 
by _ Exempt  From  Gen¬ 

eral  Declassification  Schedule  of  Executive 
Order  11652  Exemption  Category  (§5B  (1), 
(2),  (3),  or  (4))  Automatically  Declassified 
on  (effective  date  or  event,  if  any) 

(b )  Should  the  classifier  inadvertently 
fail  to  mark  a  document  with  one  of  the 
foregoing  markings,  the  recipient  shall 
take  appropriate  action  to  mark  it  prop¬ 
erly,  either  by  direct  action  or  by  referral 
to  the  originator.  The  person  who  signs 
or  finally  approves  a  document  or  other 
material  containing  classified  informa¬ 
tion  shall  be  deemed  to  be  the  classifier. 
If  the  classifier  is  another  person,  the 
individual  shall  be  identified  on  the 
stamp  as  indicated. 

(c)  The  “Restricted  Data”  and  “For¬ 
merly  Restricted  Data”  stamps  (see  sec¬ 
tion  9.18)  are,  in  themselves,  evidence 
of  exemption  from  the  General  Declas¬ 
sification  Schedule. 

(d>  Overall  marking  and  page  mark¬ 
ing:  The  overall  classification  of  a  docu¬ 
ment,  whether  or  not  permanently 
bound,  or  any  copy  .or  reproduction 
thereof,  shall  be  conspicuously  marked 
or  stamped  at  the  top  and  bottom  of  the 
outside  of  the  front  cover  (if  any),  on 
the  title  page  (if  any),  on  the  first  page, 
on  the  back  page,  and  on  the  outside  of 
the  back  cover  (if  any).  Each  interior 
page  of  a  document  which  is  not  per¬ 
manently  bound  shall  be  conspicuously 
marked  or  stamped  at  the  top  and  bot¬ 
tom  according  to  its  own  content,  includ¬ 
ing  the  designation  “Unclassified”  when 
appropriate. 

(e)  Physically  connected  documents: 
The  classification  assigned  to  a  file  or 
group  of  physically  connected  documents 
must  be  at  least  as  high  as  that  of  the 
most  highly  classified  document  in  it. 
Documents  separated  from  the  file  are 
handled  in  accordance  with  their  individ¬ 
ual  classification  or  control  designation. 
A  cover  sheet,  JF-18,  Classified  or  Con¬ 
trolled  File,  may  be  placed  on  the  front 


of  each  file  or  group  of  physically  con¬ 
nected  documents,  marked  to  indicate 
the  highest  classification  it  covers,  or  the 
front  and  back  of  the  folder  must  be 
stamped  or  marked  according  to  the 
highest  classification  of  the  combined 
information  contained  in  it. 

(f)  Paragraph  marking:  Whenever  a 
classified  document  contains  either  more 
than  one  security  classification  category 
or  unclassified  information,  each  section, 
part,  or  paragraph  should  be  marked  to 
the  extent  practicable  to  show  its  clas¬ 
sification  category  or  that  it  is  unclassi¬ 
fied.  When  appropriate,  the  classification 
of  each  paragraph  (including  “Unclassi¬ 
fied”)  may  be  indicated  by  closing  the 
paragraph  with  the  appropriate  classifi¬ 
cation  symbol  for  that  paragraph,  as 
follows:  (TS),  (S),  (C),  (UNCLAS). 

(g)  Material  other  than  documents: 
If  classified  material  cannot  be  marked, 
written  notification  of  the  information 
otherwise  required  in  markings  shall  ac¬ 
company  such  material. 

(1)  Books  or  pamphlets.  Permanently 
bound  books  or  pamphlets  are  to  be  con¬ 
spicuously  marked  with  the  assigned 
classification  or  control  designation  at 
the  top  and  bottom  on  the  outside  of  the 
front  cover,  on  the  title  page,  on  the  first 
page,  on  the  back  page,  and  on  the  out¬ 
side  of  the  back  cover.  Other  required 
markings  must  be  placed  on  the  outside 
of  the  front  cover. 

(2)  Reproducible  masters.  Reproduci¬ 
ble  masters  such  as  airgrams,  mimeo¬ 
graph  stencils,  hectograph  masters,  pho¬ 
tostatic  negatives,  or  multilith  plates 
used  in  the  reproduction  of  classified 
or  administratively  controlled  documents 
are  to  be  marked  so  that  each  copy  made 
from  them  will  show  the  classification  or 
control  designation  and  other  required 
markings.  Preprinting  of  paper  with  clas¬ 
sification  control  designation,  or  other 
pertinent  markings,  is  authorized. 

(3)  Photographic  negatives,  prints, 
slides,  and  films.  Whenever  possible,  pho¬ 
tographic  negatives  and  slides  are  to  be 
marked  with  the  assigned  classification 
or  control  designation  at  the  top  and 
bottom  on  the  front.  Photographic  nega¬ 
tives  in  roll  form  contain  the  assigned 
classification  or  control  designation  at 
the  beginning  and  end  of  each  roll.  In 
all  cases,  photographic  prints  are  to  be 
marked  at  the  top  and  bottom  of  the 
front  and  on  the  back  with  the  classifi¬ 
cation  and  control  designation.  If  addi¬ 
tional  special  markings  are  required,  ap¬ 
ply  them  conspicuously. 

(4)  Containers.  Each  container  of 
photographic  prints,  negatives,  slides,  or 
motion  picture  film  is  conspicuously 
marked  on  the  outside  with  the  appro¬ 
priate  classification  or  control  designa¬ 
tion  and  additional  required  markings. 

(5)  Classified  or  controlled  recordings. 
Containers  for  wire,  film,  tape  record¬ 
ings,  and  microfilm  are  to  be  marked 
with  the  appropriate  classification  or 
control  designation  and  other  required 
markings  and,  whenever  possible,  the 
recordings  themselves  are  to  be  marked 
also.  Microfilm  projects  undertaken  for 
the  purpose  of  destroying  record  copies 
must  be  approved  by  the  Department  or 
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Agency  office  responsible  for  the  records 
management  function. 

(6)  Charts,  maps,  and  drawings.  On 
classified  or  administratively  controlled 
charts,  maps,  or  drawings,  the  classi¬ 
fication  or  control  designation  is  to  be 
inserted  under  the  legend,  title  block,  or 
scale  in  such  manner  that  it  can  be 
reproduced  on  all  copies  made.  The  clas¬ 
sification  or  control  designation  also  ap¬ 
pears  at  the  top  and  bottom  of  the  re¬ 
verse  side  of  each  chart,  map,  or  draw¬ 
ing.  Apply  additional  required  special 
marking  conspicuously. 

(h)  Transmittal  documents:  A  trans¬ 
mittal  document  shall  carry  on  it  a 
prominent  notation  as  to  the  highest 
classification  of  the  information  which  is 
carried  with  it,  and  a  legend  showing 
the  classification,  if  any,  of  the  trans¬ 
mittal  document  standing  alone. 

(i)  Wholly  unclassified  material:  Nor¬ 
mally,  unclassified  material  should  not 
be  marked  or  stamped  “Unclassified" 
unless  it  is  essential  to  convey  to  its 
recipient  that  it  has  been  examined  spe¬ 
cifically  for  the  need  of  a  security  classi¬ 
fication  or  control  designation  and  has 
been  determined  not  to  require  such  clas¬ 
sification  or  control.  However,  preprinted 
forms  such  as  telegrams  which  make  pro¬ 
vision  for  an  assigned  classification,  shall 
include  the  term  “Unclassified”  if  the 
information  contained  in  the  text  is  not 
classified.  Envelopes  containing  unclas¬ 
sified  information  to  be  sent  by  diplo¬ 
matic  pouch  must  be  marked  or  stamped 
“Unclassified”  on  both  sides. 

§  9.17  Downgrading,  declassification, 
and  upgrading  markings. 

Whenever  a  change  is  made  in  the 
original  classification  or  in  the  dates  of 
downgrading  or  declassification  of  any 
classified  information  or  material  it  shall 
be  promptly  and  conspicuously  marked 
to  indicate  the  change,  the  authority  for 
the  action,  the  date  of  the  action,  and 
the  identity  of  the  person  taking  the  ac¬ 
tion.  In  addition,  all  earlier  classification 
markings  shall  be  canceled,  if  practica¬ 
ble,  but  in  any  event  on  the  first  page. 

(a)  Limited  use  of  posted  notice  for 
large  quantities  of  material.  When  the 
volume  of  information  or  material  is 
such  that  prompt  remarking  of  each 
classified  item  could  not  be  accomplished 
without  unduly  interfering  with  opera¬ 
tions,  the  custodian  may,  upon  approval 
from  the  Office  of  Security,  attach  down¬ 
grading,  declassification,  or  upgrading 
notices  to  the  storage  unit  in  lieu  of  the 
remarking  otherwise  required.  Each  no¬ 
tice  shall  indicate  the  change,  the  au¬ 
thority  for  the  action,  the  date  of  the 
action,  the  identity  of  the  person  taking 
the  action,  and  the  storage  units  to  which 
it  applies.  When  individual  documents  or 
other  materials  are  withdrawn  from  such 
storage  units  they  shall  be  promptly  re¬ 
marked  in  accordance  with  the  change, 
or  if  the  documents  have  been  declas¬ 
sified,  the  old  markings  shall  be  canceled. 

(b)  Transfer  of  stored  quantities  cov¬ 
ered  by  posted  notice.  When  information 
or  material  subject  to  a  posted  down¬ 
grading,  upgrading,  or  declassification 
notice  are  withdrawn  from  one  storage 


unit  solely  for  transfer  to  another,  or  a 
storage  unit  containing  such  documents 
or  other  materials  is  transferred  from 
one  place  to  another,  the  transfer  may 
be  made  without  remarking  if  the  notice 
is  attached  to  or  remains  with  each 
shipment. 

§  9.18  Additional  warning  notices. 

In  addition  to  the  foregoing  marking 
requirements,  warning  notices  shall  be 
prominently  displayed  on  classified  docu¬ 
ments  or  materials  as  prescribed  below. 
When  display  of  these  warning  notices  on 
the  documents  or  other  materials  is  not 
feasible,  the  warnings  shall  be  included 
in  the  written  notification  of  the  assigned 
classification. 

(a)  Restricted  data.  For  classified  in¬ 
formation  or  material  containing  Re¬ 
stricted  Data  as  defined  in  the  Atomic 
Energy  Act  of  1954,  as  amended: 

Restricted  Data 

This  document  contains  Restricted  Data  as 
defined  in  the  Atomic  Energy  Act  of  1954. 
Its  dissemination  or  disclosure  to  any  unau¬ 
thorized  person  is  prohibited. 

Section  Hr  of  the  Atomic  Energy  Act  of 
1954  defines  Restricted  Data  as  follows: 

The  term  "Restricted  Data”  means  all  data 
concerning: 

(a)  Design,  manufacture,  or  utilization  of 
atomic  weapons; 

(b)  The  production  of  special  nuclear  ma¬ 
terial;  or 

(c)  The  use  of  special  nuclear  material 
in  the  production  of  energy,  but  shall  not 
include  data  declassified  or  removed  from  the 
Restricted  Data  Category. 

(Before  any  person  may  be  permitted  to 
have  access  to  Restricted  Data,  the  per¬ 
son  must  have  a  “Q”  clearance  from  the 
Atomic  Energy  Commission.  Nothing  in 
the  regulations  in  this  part  shall  be  con¬ 
strued  as  superseding  any  requirements 
of  the  Atomic  Energy  Act  of  1954,  as 
amended.  Restricted  Data  and  Formerly 
Restricted  Data  shall  be  handled,  pro¬ 
tected,  classified,  downgraded,  and  de¬ 
classified  in  conformity  with  the  provi¬ 
sions  of  the  Atomic  Energy  Act  of  1954, 
as  amended,  and  the  regulations  of  the 
Atomic  Energy  Commission.) 

(c)  Formerly  Restricted  Data.  For 
classified  information  or  material  con¬ 
taining  solely  Formerly  Restricted  Data, 
as  defined  in  section  142.3,  Atomic 
Energy  Act  of  1954,  as  amended: 

Formerly  Restricted  Data 

Unauthorized  disclosure  subject  to  Admin¬ 
istrative  and  Criminal  Sanctions.  Handle  as 
Restricted  Data  in  Foreign  Dissemination. 
Section  144.b.,  Atomic  Energy  Act,  1954. 

(Formerly  Restricted  Data  is  informa¬ 
tion  removed  from  Restricted  Data  cate¬ 
gory  upon  determination  jointly  by  the 
Atomic  Energy  Commission  and  Depart¬ 
ment  of  Defense  that  such  information 
relates  primarily  to  the  military  utiliza¬ 
tion  of  atomic  weapons  and  that  such 
information  can  be  adequately  safe¬ 
guarded  as  classified  defense  informa¬ 
tion.  Formerly  Restricted  Data  may  not 
be  transmitted  or  otherwise  made  avail¬ 
able  to  any  regional  defense  organiza¬ 
tion  or  foreign  nation  while  it  remains 


classified  defense  information  except 
under  provision  of  that  Act.) 

(c)  Information  other  than  Restricted 
Data  or  Formerly  Restricted  Data.  For 
classified  information  or  material  fur¬ 
nished  to  persons  outside  the  executive 
branch  of  Government  other  than  as 
described  in  paragraphs  (a)  and  (b)  of 
this  section: 

National  Security  Information 

Unauthorized  Disclosure  Subject  to  Crimi¬ 
nal  Sanctions. 

(d)  Sensitive  intelligence  information. 
For  classified  information  or  material  re¬ 
lating  to  sensitive  intelligence  sources 
and  methods,  the  following  warning  no¬ 
tice  shall  be  used,  in  addition  to  and  in 
conjunction  with  those  prescribed  in 
paragraph  (a),  (b),  or  (c)  of  this  sec¬ 
tion,  as  appropriate: 

Warning  Notice — Sensitive  Intelligence 

Sources  and  Methods  Involved. 

§  9.19  Marking  of  classified  telegrams. 

Information  contained  in  Top  Secret, 
Secret,  and  Confidential  telegrams  is 
subject  to  automatic  downgrading,  de- 
classification,  and  decontrol  procedures 
to  the  same  extent  as  the  substantive 
contents  of  nontelegraphic  documents. 
In  order  to  eliminate  costly  transmis¬ 
sions,  standard  abbreviations  for  re¬ 
quired  notations  have  been  substituted, 
and  will  appear  as  the  final  unnumbered 
paragraph  of  the  message  text,  as 
follows: 

(a)  For  classified  information  that  has 
been  assigned  to  the  General  Declassifi¬ 
cation  Schedule,  add  the  abbreviation: 
GDS. 

(b)  For  classified  information  that  is 
to  be  declassified  without  reference  to 
the  General  Declassification  Schedule, 
add:  ADS  (Accelerated  Declassification 
Schedule)  DECLAS  (insert  date  or  other 
event  or  condition  for  declassification). 

(c)  For  classified  information  that  has 
been  exempted  from  the  General  Declas¬ 
sification  Schedule,  add:  XGDS  (insert 
the  category  number  1,  2,  3,  4)  DECLAS 
(insert  appropriate  date)  BY  AUTH  (in¬ 
sert  identity  of  person  or  source 
document) . 

(d>  The  following  abbreviations  may 
be  substituted  for  the  warning  notices 
indicated  in  5  9.18: 

RD  (Restricted  Data) 

FRD  (Formerly  Restricted  Data) 

NSI  (National  Security  Information) 

SIS  (Special  Intelligence  Sources  and 

Methods) 

§  9.20  Access  to  classified  materia! ;  gen¬ 
eral  access  requirements. 

Access  to  classified  information  shall 
be  granted  in  accordance  with  the 
following: 

(a)  Determination  of  trustworthiness. 
No  person  shall  be  given  access  to  clas¬ 
sified  information  or  material  unless  a 
favorable  determination  has  been  made 
as  to  the  person’s  trustworthiness.  The 
determination  of  eligibility,  referred  to 
as  a  security  clearance,  shall  be  based 
on  such  Investigations  as  the  Depart¬ 
ment  may  require  in  accordance  with 
the  standards  and  criteria  of  Executive 
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Order  10450  of  April  27,  1953,  and  Ex¬ 
ecutive  Order  10865  dated  February  20, 
1960,  as  appropriate.  Special  and  specif¬ 
ically  authorized  clearances  are  required 
for  access  to  information  identified  as 
Restricted  Data,  Cosmic,  NATO,  SEATO, 
CENTO,  Cryptographic,  Intelligence,  and 
other  information  given  special  protec¬ 
tion  by  law  or  regulation. 

(b)  Need-to-know  doctrine.  A  person 
is  not  entitled  to  receive  classified  infor¬ 
mation  solely  by  virtue  of  official  position 
or  by  virtue  of  having  been  granted  secu¬ 
rity  clearance.  A  person  must  also  have 
a  need  for  access  to  the  particular  classi¬ 
fied  information  or  material  sought  in 
connection  with  the  performance  of  offi¬ 
cial  duties.  The  determination  of  that 
need  shall  be  made  by  officers  having 
responsibility  for  the  classified  informa¬ 
tion  or  material.  The  “need-to-know" 
doctrine  shall  be  enforced  at  all  times. 

§  9.21  Access  by  foreign  national  em¬ 
ployees. 

(a)  Classified  information  must  not 
be  dictated  to,  typed,  or  otherwise  pre¬ 
pared  by  local  employees.  This  restric¬ 
tion  must  not  be  circumvented  by  the 
assignment  of  classifications  after  a  local 
employee  has  prepared  a  particular 
document.  However,  when  warranted, 
information  collected  by  local  employees 
and  prepared  in  report  form  by  such 
employees  may  receive  classification  pro¬ 
tection  by  appending  such  reports  to 
classified  transmittal  reports  prepared  by 
U.S.  employees. 

(b)  Except  as  noted  in  paragraph  (d) 
and  (e),  classified  information  must  not 
be  made  available  to,  or  left  in  the  cus-* 
tody  of,  Foreign  Service  local  employees 
or  alien  employees  resident  in  the  United 
States  nor  will  such  employees  be  per¬ 
mitted  to  attend  meetings  where  classi¬ 
fied  information  is  discussed.  , 

(c)  Authorization  for  limited  access: 
When  local  employees  obtain  informa¬ 
tion  from  privileged  sources  or  otherwise 
develop  information  warranting  an  ad¬ 
ministrative  control  designation  or  must 
be  given  access  to  administratively  con¬ 
trolled  information  or  material  origi¬ 
nated  elsewhere  in  order  to  perform  their 
official  duties,  they  may  be  authorized 
limited  access  to  such  information  pro¬ 
vided  that: 

(1)  The  local  employee’s  U.S.  citizen 
supervisor  requests  authority  to  permit 
access  to  administratively  controlled 
material  in  writing,  specifying  the 
reasons  the  employee  must  have  access 
in  order  to  perform  official  duties  and 
describing  the  type  of  material,  reports, 
etc.,  contemplated  for  access. 

(2)  The  regional  security  officer  con¬ 
curs  in  the  request,  issues  a  memorandum 
of  limited  access,  and  recommends  ap¬ 
proval  to  the  principal  officer. 

(3)  The  principal  officer  must  author¬ 
ize  the  limited  access  in  writing.  Such 
authority  shall  be  reviewed  by  each  suc¬ 
ceeding  principal  officer,  and  the  officer 
shall  affirm  or  discontinue  such  authority 
as  the  officer  deems  appropriate. 

(4)  The  employee’s  access  is  not  con¬ 
strued  to  mean  blanket  authority  to  re¬ 


ceive  administratively  controlled  infor¬ 
mation  or  material.  Select  local  em¬ 
ployees  authorized  to  have  access  to  ad¬ 
ministratively  controlled  material  shall 
be  permitted  access  only  to  that  type  of 
material  specified  in  subparagraph  (1) 
of  this  paragraph  on  a  strict  “need-to- 
know”  basis. 

(d)  Broadcasting  services  alien  per¬ 
sonnel:  When  it  is  essential  that  infor¬ 
mation  contained  in  classified  documents 
(excluding  Top  Secret)  be  disseminated 
to  the  broadcasting  services  alien  per¬ 
sonnel  resident  in  the  United  States,  in 
order  for  them  to  perform  their  duties, 
such  information  must  be  given  verbally. 
They  are  prohibited  access  to  Top  Secret 
information  and  are  not  authorized  vis¬ 
ual  access  to  classified  documents  or 
material. 

<e>  Foreign  Service  local  employees: 
Foreign  Service  local  employees  in  very 
limited  cases,  may  be  permitted  access 
to  Confidential  information  coming  from 
or  to  be  delivered  to  the  government  of 
the  host  country.  The  internal  proce¬ 
dures  for  granting  access  are  the  same 
as  those  provided  in  the  foregoing  parts 
of  §  9.21  with  regard  to  local  em¬ 
ployee  access.  Almost  all  instances  of 
use  of  this  authority  will  involve  neces¬ 
sary  translations.  Access  to  such  material 
should  be  allowed  only  after  considera¬ 
tion  of  the  host  government’s  reaction 
to  the  particular  Foreign  Service  local 
employee's  having  such  access.  When 
and  where  feasible,  the  local  employee 
should  be  given  such  access  only  after 
a  responsible  agency  of  the  host  country 
has  indicated  it  has  no  objection  to  the 
specific  local  employee’s  access  to  the 
information. 

§  9.22  Access  by  historical  researchers. 

Persons  outside  the  executive  branch 
who  are  engaged  in  historical  research 
projects  may  be  authorized  access  to 
classified  information  or  material  pro¬ 
vided  that  the  head  of  the  originating 
Department  determines  as  follows: 

(a)  The  project  and  access  sought 
conform  to  the  security  and  adminis¬ 
trative  requirements  of  the  originating 
Department. 

(b)  The  material  requested  is  reason¬ 
ably  accessible  and  can  be  located  and 
compiled  with  a  reasonable  amount  of 
effort. 

(c)  The  historical  researcher  agrees  to 
safeguard  the  information  in  a  manner 
consistent  with  NSC  Directives. 

<  d )  The  historical  researcher  agrees 
to  authorize  a  review  of  his  notes  and 
manuscript  for  the  sole  purpose  of  de¬ 
termining  that  no  classified  information 
is  contained  therein. 

(e)  An  authorization  for  access  shall 
be  valid  for  the  period  required  but  no 
longer  than  2  years  from  the  date  of  is¬ 
suance  unless  renewed  under  regulations 
of  the  originating  Department. 

§  9.23  Access  by  other  persons  outside 
the  exeeutive  brunch. 

(a>  Release  of  classified  information 
to  Congress  shall  be  approved  and  coor¬ 
dinated  by  the  Office  of  Congressional 
Relations  and  the  Office  of  Security. 


(b)  In  all  other  cases,  classified  mate¬ 
rial  will  not  normally  be  released  to  per¬ 
sons  outside  the  executive  branch  of  the 
U.S.  Government,  except  that  the  head 
of  the  Department  or  agency  or  designee 
may  authorize  a  person  outside  the  ex¬ 
ecutive  branch  to  have  access  to  classified 
information  or  material,  provided  that 
all  the  following  conditions  are  satisfied : 

(1)  Knowledge  or  possession  of  such 
information  or  material  is  required  by 
the  intended  recipient  and  is  consistent 
with  the  interest  of  national  security. 

(2)  The  intended  recipient  is  deter¬ 
mined  to  be  trustworthy  in  accordance 
with  established  standards  of  the  De¬ 
partment  concerned. 

(3)  The  intended  recipient  can  and 
will  safeguard  the  information  from  un¬ 
authorized  disclosure  in  a  manner  con¬ 
sistent  with  the  provisions  of  appropriate 
Executive  orders. 

(4)  The  information  or  material  in¬ 
volved  will  not  be  further  disseminated 
without  the  express  permission  of  the  De¬ 
partment  or  agency  concerned. 

(5)  Granting  access  to  the  person  in¬ 
volved  is  consistent  with  appropriate 
Executive  orders  and  with  applicable 
statutes  and  national  policy. 

The  Office  of  Security  must,  however, 
specify  the  manner  in  which  the  author¬ 
ized  access  or  release  is  to  be  effected 
to  insure  that  such  action  is  consistent 
with  the  provisions  of  the  appropriate 
Executive  order  and  NSC  Directives. 

§  9.21  Access  by  contractors  or  consult¬ 
ants. 

(a)  Contractors  or  consultants  may 
not  have  access  to  classified  material 
until  a  personnel  security  clearance  has 
been  authorized  in  writing  by  the  Office 
of  Security.  Such  clearances  shall  also 
be  administratively  withdrawn  when  the 
person  no  longer  requires  access  to  clas¬ 
sified  information  or  material  in  connec¬ 
tion  with  the  performance  of  his  official 
duties  or  contractual  obligations.  Like¬ 
wise,  when  a  person  no  longer  needs  ac¬ 
cess  to  a  particular  security  category,  the 
security  clearance  shall  be  adjusted  to 
the  classification  category  still  required 
for  the  performance  of  his  duties  and 
obligations.  In  both  instances,  such  ac¬ 
tion  shall  be  without  prejudice  to  the 
person’s  eligibility  for  a  security  clear¬ 
ance  should  the  need  again  arise. 

(b)  Employees  are  personally  respon¬ 
sible  for  obtaining  clearance  from  the 
Office  of  Security  prior  to  release  of  clas¬ 
sified  material  to  a  consultant  or  con¬ 
tractor.  For  requirements  for  storage  of 
classified  material  by  persons  not  regu¬ 
larly  employed,  see  §  9.47(e). 

§  9.25  Access  by  former  Presidential  ap¬ 
pointees. 

Persons  who  previously  occupied  poli¬ 
cy  making  positions  to  which  they  were 
appointed  by  the  President,  other  than 
those  referred  to  in  section  11  of  Execu¬ 
tive  Order  11652  may  be  authorized  ac¬ 
cess  to  classified  information  or  material 
which  they  originated,  reviewed,  signed, 
or  received  while  in  public  office.  Upon 
the  request  of  any  such  former  official, 
such  information  and  material  as  the 
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former  official  may  identify  shall  be  re¬ 
viewed  for  declassification  in  accordance 
with  the  provisions  of  these  regulations. 

§  9.26  Referral  of  public  request*. 

(a)  Requests  from  the  public  for  clas¬ 
sified  records,  whether  made  to  a  de¬ 
partment  or  agency  office  within  the 
United  States,  or  to  a  post  abroad,  must 
be  referred  to  the  Chief,  Records  Serv¬ 
ices  Division  (State) ;  Director,  Infor¬ 
mation  Staff  (AID) ;  or  Assistant  Di¬ 
rector,  Office  of  Public  Information 
(USIA),  as  appropriate. 

(b)  Unclassified  records  may  be  re¬ 
leased  upon  approval  by  chiefs  of  mis¬ 
sion  at  Foreign  Service  posts  in  accord¬ 
ance  with  5  FAM  482.2.  Unclassified  rec¬ 
ords  abroad  of  AID  and  of  USIA  may 
also  be  released  by  the  AID  country  mis¬ 
sion  director  and  by  the  USIA  country 
public  affairs  officer,  respectively.  (See 
M.O.  820.1  and  M.O.A.  m  524.) 

(c)  Requests  for  classified  records 
which  the  chief  of  mission  (for  AID,  the 
mission  director,  or  for  USIA,  the  pub¬ 
lic  affairs  officer)  has  declined  to  make 
available  on  such  officer's  own  authority, 
should  be  submitted  to  the  appropriate 
agency,  by  operations  memorandum  for 
USIA  and  by  airgram  for  State  and  AID, 
containing  sufficient  information  to  per¬ 
mit  consideration  of  the  request. 

(d)  Classified  records  to  be  made 
available  to  the  public  by  the  above- 
identified  authorized  officers  in  the 
United  States  and  abroad  must  first  be 
declassified  or  decontrolled  in  accord¬ 
ance  with  the  provision  of  §  9.1. 

For  more  detailed  procedures  on  re¬ 
leasing  records  to  the  public,  see  the 
appropriate  Department  or  agency  reg¬ 
ulations.  (State,  5  FAM  480;  AID.  M.O. 
820.1;  USIA,  M.O.A.  Ill  524.) 

§  9.27  Controlling  ami  safeguarding 
other  official  information. 

(a)  The  Freedom  of  Information  Act 
(5  U.S.C.  552)  and  earlier  legislation  rec¬ 
ognize  the  necessity  for  the  Government 
to  withhold  from  public  disclosure  cer¬ 
tain  categories  of  records  in  addition  to 
those  containing  information  specified 
in  Executive  Order  11652  and  other  Exec¬ 
utive  orders.  These  include,  but  are 
not  limited  to,  records,  the  disclosure  of 
which  would  be  a  clearly  unwarranted 
invasion  of  personal  privacy  or  would 
violate  a  privileged  relationship. 

(b)  The  absence  of  a  security  classi¬ 
fication  or  an  administrative  control 
designation  on  a  record  should  not  be 
regarded  as  authorizing  the  public  dis¬ 
closure  of  information  contained  therein 
without  independent  consideration  of  the 
appropriateness  of  the  disclosure.  In  this 
regard.  Department  and  agency  policy 
with  respect  to  disclosure  of  information 
under  the  Freedom  of  Information  Act, 
or  otherwise,  does  not  alter  the  individ¬ 
uals’  responsibility  arising  from  his  em¬ 
ployment  relationship  with  the  Depart¬ 
ment  or  agency. 

§  9.28  Administratively  controlled  infor¬ 
mation. 

(a)  Designation.  Certain  official  in¬ 
formation  and  material  which  is  not  na¬ 
tional  security  information  and,  there¬ 


fore,  cannot  be  classified,  is  nonetheless 
protected  by  law  against  disclosure.  Such 
information  and  material  includes, 
among  other  things,  information  received 
through  privileged  sources  and  certain 
personnel,  medical,  investigative,  com¬ 
mercial,  and  financial  records.  Such  in¬ 
formation  and  material  which  requires 
limited  dissemination  shall  be  afforded 
physical  protection  comparable  to  that 
given  “Confidential”  material  in  order 
to  safeguard  it  from  unauthorized  dis¬ 
closure.  Such  information  and  material 
shall  be  designated  and  marked  “Limited 
Official  Use”  by  officials  authorized  to 
classify  information  “Confidential,”  in 
which  case  it  shall  be  physically  handled, 
transmitted,  and  stored  as  if  it  were 
“Confidential.” 

(b)  Decontrol.  Unless  otherwise  pro¬ 
vided,  administratively  controlled  infor¬ 
mation  shall  be  automatically  decon¬ 
trolled  at  the  end  of  the  fourth  full  cal¬ 
endar  year  after  the  year  in  which  it  is 
originated.  If  physical  protection  is  not 
required  for  that  period  of  time,  the 
official  designating  a  document  “Limited 
Official  Use”  shall  specify  on  the  docu¬ 
ment  that  it  shall  be  decontrolled  upon 
the  occurrence  of  a  specified  event,  re¬ 
moval  of  controlled  attachments,  or  a 
passage  of  an  appropriate  period  of  time 
not  to  exceed  4  years.  If  physical  pro¬ 
tection  is  required  for  a  period  longer 
than  4  years,  the  official  designating  the 
document  “Limited  Official  Use”  shall 
specify  that  it  is  exempted  from  auto¬ 
matic  decontrol.  Information  and  ma¬ 
terial  not  exempted  by  statute  may  be 
exempted  from  automatic  decontrol  only 
with  the  approval  of  an  official  author¬ 
ized  to  classify  information  “Secret.” 

(c)  Decontrol  notations.  Administra¬ 
tively  controlled  information  and  ma¬ 
terial  shall  be  marked  with  the  "Limited 
Official  Use”  designation  in  the  same 
manner  as  classification  markings  are 
applied.  All  such  documents  and  material 
must  also  be  marked  with  a  decontrol 
notation. 

(1)  Information  which  may  be  decon¬ 
trolled  upon  the  conclusion  of  a  specific 
date,  action,  or  event  earlier  than  4  years 
shall  be  noted  to  read  as  follows : 

Decontrolled  following  _  (Date 

or  conclusion  of  specific  event,  or  action) 

(2)  Information  or  material  which  is 
exempt  from  automatic  decontrol  by 
statute  should  be  marked  as  follows: 

Exempt  from  Automatic  Decontrol  By 

Statute 

(3)  In  rare  instances  where  informa¬ 
tion  or  material  designated  “Limited 
Official  Use”  is  not  exempt  by  statute  or 
decontrolled  on  an  earlier  date  or  event 
but  requires  physical  protection  for  a 
period  longer  than  4  years,  the  official 
designating  the  material  “Limited  Offi¬ 
cial  Use”  shall  mark  it  as  follows: 

Exempt  from  Automatic  Decontrol  Au¬ 
thorized  by _ 

In  the  latter  category,  information 
and  material  may  be  exempted  from 
automatic  decontrol  only  with  the  ap¬ 
proval  of  an  official  authorized  to  classify 
information  “Secret.” 


(d)  Review  of  control  status.  The  ad¬ 
ministrative  control  status  of  any  infor¬ 
mation  or  material  shall  be  reviewed 
upon  request.  Such  information  or  ma¬ 
terial  shall  be  decontrolled  and  disclosed 
unless  the  office  of  origin  or  the  office  of 
primary  interest  or  action  determines, 
within  a  reasonable  period  of  time  after 
the  request  and  after  consultation  with 
legal  counsel,  that  the  information  is 
protected  by  law  against  disclosure. 

§  9.29  Other  Federal  agency  informa¬ 
tion. 

( a )  Classified  material  that  originated 
in  another  U.S.  department  or  agency 
must  not  be  communicated  outside  the 
receiving  agency  without  the  consent  of 
the  originating  department  or  agency, 
including  material  originated  in  State, 
USIA,  and  AID.  Such  approval  must  be 
obtained  in  writing,  and  a  record  of  the 
approval  and  communication  must  be 
maintained  by  the  communicator. 

(b)  Distribution  to  other  Federal 
agencies :  Classified  material  may  be  sent 
to  other  Federal  departments  or  agencies 
only  through  established  liaison  or  dis¬ 
tribution  channels.  An  exception  is  per¬ 
mitted  when  a  post  transmits  classified 
material  to  an  office  of  another  U.S. 
Government  agency  within  the  executive 
branch  located  outside  the  United  States. 

§  9.30  Control*  for  dissemination  and 
use  of  intelligence  information. 

(a) (1)  Information  contained  in  in¬ 
telligence  documents  (including  those 
produced  by  the  Bureau  of  Intelligence 
and  Research)  that  is  marked  with  spe¬ 
cific  control  markings  must  be  handled 
within  the  framework  of  the  limitations 
imposed  by  such  controls.  For  details 
and  definitions  of  these  controls,  refer 
to  11  FAM  418. 

(2)  Failure  to  comply  with  these  pro¬ 
visions  will  be  considered  a  violation  to 
be  handled  as  prescribed  under  §  9.62. 

(b)  Dissemination  of  sensitive  intel¬ 
ligence  information:  Information  or  ma¬ 
terial  bearing  the  notation  “WARNING 
NOTICE— SENSITIVE  INTELLIGENCE 
SOURCES  AND  METHODS  IN¬ 
VOLVED,”  shall  not  be  disseminated  in 
any  manner  outside  authorized  channels 
without  the  permission  of  the  originat¬ 
ing  department  and  an  assessment  by 
the  appropriate  intelligence  chief  as  to 
the  risk  to  the  national  security  and  to 
the  intelligence  sources  and  methods 
involved. 

§  9.31  Dissemination  ordered  or  re¬ 
quested  by  a  court  of  law  or  other 
official  body. 

(a)  Except  as  provided  in  8  9.29(b), 
any  subpena,  demand,  or  request  for 
classified  information  or  records  from  a 
court  of  law  or  other  official  body  shall 
be  handled  in  accordance  with  the  regu¬ 
lations  of  the  agency  concerned  which 
prescribe  procedures  for  responding  to 
subpenas  (State,  5  FAM  485;  USIA, 
M.O.A.  m  527  and  625.6). 

(b)  Testimony  involving  classified  in¬ 
formation  is  subject  to  the  procedures 
for  responding  to  subpenas  must  not  be 
given  before  a  court  or  other  official 
body  without  the  approval  required  by 
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those  procedures.  An  employee  called 
upon  to  give  such  testimony  without 
prior  authorization  shall  state  that  to 
disclose  the  information  desired  is  not 
authorized  and  that  a  written  request  for 
the  specific  information  should  be  trans¬ 
mitted  to  the  head  of  the  department  or 
agency  concerned.  Such  testimony,  when 
so  approved,  shall  be  given  only  under 
such  conditions  as  the  authorizing  offi¬ 
cer  may  prescribe. 

(c)  All  reports,  records,  and  files  rela¬ 
tive  to  the  loyalty  of  employees  or  pros¬ 
pective  employees  (including  reports  of 
such  investigative  agencies)  shall  be 
maintained  in  confidence,  and  shall  not 
be  transmitted  or  disclosed  except  as 
required  in  the  efficient  conduct  of  busi¬ 
ness,  and  then  only  in  accordance  with 
the  provisions  of  the  President’s  direc¬ 
tive  of  March  13,  1948. 

§  9.32  Dissemination  to  foreign  govern¬ 
ments. 

(a)  Dissemination  of  classified  infor¬ 
mation  to  foreign  governments  and  inter¬ 
national  organizations.  For  detailed  in¬ 
structions  governing  the  release  of  clas¬ 
sified  information  to  foreign  govern¬ 
ments  and  international  organizations, 
see  11  FAM  600.  (AID  M.O.  631.4.) 

(b)  Disclosure  of  classified  military  in¬ 
formation  to  foreign  governments  and 
international  organizations.  The  Na¬ 
tional  Disclosure  Policy  Committee 
establishes  the  procedures  governing  the 
release  of  classified  military  information 
to  foreign  governments  and  international 
organizations.  All  referrals  for  the  re¬ 
lease  of  such  information  shall  be  di¬ 
rected  to  the  National  Military  Informa¬ 
tion  Disclosure  Policy  Committee 
(NDPC) ,  National  Disclosure  Policy  Af¬ 
fairs,  Bureau  of  Politico-Military  Affairs, 
U.S.  Department  of  State,  Washington, 
D.C.  20520. 

(c)  Disclosure  of  communications 
security  information  to  foreign  govern¬ 
ments  and  international  organizations. 
The  U.S.  Communications  Security  Board 
(USCSB)  establishes  the  national  policy 
governing  the  release  of  communications 
security  information  and  the  procedure 
to  be  followed  when  communications 
security  assistance  is  requested  by  for¬ 
eign  governments  and  international  or¬ 
ganizations.  Requests  for  such  communi¬ 
cations  security  assistance  or  advice 
must  be  referred  to  the  Deputy  Assistant 
Secretary  for  Communications  (Depart¬ 
ment  of  State  member  of  the  USCSB). 

§  9.33  Restrictions  on  personal  use. 

(a)  Personal  interests.  Classified  in¬ 
formation  must  not  be  used  for  personal 
interests  of  any  employee  and  must  not 
be  entered  in  personal  diaries  or  other 
nonofflcial  records. 

(b)  In  conversation.  The  discussion  of 
classified  information  must  not  be  held 
in  the  presence  or  hearing  of  persons  who 
are  not  authorized  to  have  knowledge 
thereof.  Classified  information  must  not 
be  discussed  in  conversations  on  tele¬ 
phones  or  office  intercoms,  except  as  may 
be  authorized  over  approved  secure  com¬ 
munications  circuits. 


§  9.34  Special  dissemination  categories. 

(a)  Cryptomarking.  A  designation  of 
marking  of  “Crypto”  is  applied  to  crypto¬ 
graphic  material  and  cryptographic  in¬ 
formation  indicating  that  it  requires  spe¬ 
cial  consideration  with  respect  to  access, 
storage,  handling,  and  accounting.  Reg¬ 
ulations  and  procedures  governing  use 
and  disposition  of  documents  or  material 
so  marked  are  established  by  the  Com¬ 
munications  Security  Division  as  indi¬ 
cated  in  5  9.50  and  documented  in 
communications  security  publications. 

(b)  Authorized  special  distribution 
captions.  (1)  No  Distribution  (nodis) 
means  no  distribution  to  other  than  ad¬ 
dressee  without  the  approval  of  the 
Executive  Secretary.  (See  5  FAM  212.a.) 
This  caption  is  used  only  on  messages 
of  the  highest  sensitivity  between  the 
President,  the  Secretary  of  State,  and 
chiefs  of  mission. 

(2)  Exclusive  Distribution  (exdis) 
means  distribution  exclusively  to  offi¬ 
cers  with  essential  need  to  know.  This 
caption  is  used  only  for  highly  sensitive 
traffic  between  the  White  House,  the 
Secretary,  the  Under  Secretaries,  and 
chiefs  of  mission. 

(3)  Limited  Distribution  (limdis) 
means  distribution  strictly  limited  to  of¬ 
ficers,  offices,  and  agencies  with  need  to 
know.  This  caption  is  reserved  for  mes¬ 
sages  of  more  than  usual  sensitivity. 

(4)  No  Distribution  Outside  Depart¬ 
ment:  This  caption  precludes  initial  dis¬ 
tribution  to  other  Federal  agencies  and 
is  used  when  disclosure  of  certain  com¬ 
munications  to  other  agencies  would  be 
prejudicial  to  the  best  interests  of  the 
Department  of  State.  This  caption  may 
be  used  in  conjunction  with  the  captions 
“exdis”  and  “limdis.” 

(5)  For  specific  details  regarding  the 
procedures  to  be  followed  in  handling  a 
captioned  message,  see  5  FAM  212.  Within 
USIA,  M.O. A.  Ill,  section  352.2  (para¬ 
graphs  b,  c,  d),  identifies  authorized 
captions  used  in  communications  for 
special  distributions  and  handling  of 
message  copy.  These  captions  are  prop¬ 
erly  used  to  limit  the  distribution  of  cop¬ 
ies  of  particularly  sensitive  messages. 

§  9.35  Transmission  an<l  control  of  clas¬ 
sified  material. 

(a)  Top  secret  control  procedures — 
Requirements.  Executive  Order  11652 
and  NSC  Directives  require  the  designa¬ 
tion  of  Top  Secret  control  officers  to 
provide  positive  control  over  the  move¬ 
ment,  use,  and  disposition  of  all  Top 
Secret  documents.  The  use  of  Top  Secret 
Cover  Sheets  (JF-9)  and  a  system  of  Top 
Secret  control  numbers  and  receipts  are 
prescribed  to  insure  that  Top  Secret  doc¬ 
uments  are  fully  accounted  for  at  all 
times,  and  that  information  is  available 
on  the  identity  of  each  person  who  has 
had  access. 

(b)  Required  assignment  of  Top  Secret 
control  numbers.  (1)  A  Top  Secret  con¬ 
trol  number  must  be  marked  on  each 
copy  of  each  Top  Secret  document.  For 
telegrams  and  other  documents  to  which 
a  control  number  has  already  been  as¬ 
signed  prior  to  receipt,  no  additional  con¬ 


trol  number  is  necessary.  If  no  control 
number  appears  on  the  document  when 
it  is  received,  one  must  be  assigned. 

(2)  Draft  copies  should  be  destroyed 
when  a  final  version  is  reproduced  and 
distributed.  If  it  is  necessary  to  retain 
the  draft  copy  because  of  draft  clear¬ 
ances  or  for  other  reasons,  it  should  be 
assigned  a  control  and  copy  number  and 
included  in  the  original  series  designa¬ 
tion. 

(c)  Composition  of  Top  Secret  con¬ 
trol  numbers.  (1)  A  Top  Secret  control 
symbol  must  be  used  by  each  Top  Secret 
control  officer.  The  symbol  belongs  to 
the  post  or  organizational  element  and 
not  personally  to  the  designated  Top  Se¬ 
cret  control  officer.  Each  successive  Top 
Secret  control  officer  shall  use  the  same 
post  or  organizational  element  symbol. 

(2)  Control  symbols  for  organizational 
elements  in  AID  and  the  Department  are 
devised  and  issued  by  management  au¬ 
thority  having  responsibility  for  regula¬ 
tions  and  procedures  used  within  the 
respective  agency  or  Department.  In¬ 
formation  concerning  organizational 
changes  or  other  circumstances  which 
require  changes  in  assigned  symbols 
shall  be  submitted  immediately  to  such 
management  authority.  Posts  and  U.S. 
missions  should  route  such  requests 
through  the  responsible  bureau  execu¬ 
tive  office. 

(3)  The  control  symbol  plus  the  copy 
number,  series  designation,  and  capital 
letter  designating  the  Department  or 
agency  of  origin  constitute  the  Top  Sec¬ 
ret  control  number.  For  example: 

(i)  At  posts.  If  Top  Secret  control 
number  is  “LND-18-3A-S” — LND  is  the 
Top  Secret  control  symbol  for  London; 
18  indicates  this  is  the  18th  document 
numbered  under  that  symbol;  3  is  the 
copy  number;  A  is  the  series  designation; 
and  S  identifies  State  as  the  agency  of 
origin. 

(ii)  In  the  domestic  service,  (a)  If  the 
Top  Secret  control  number  is  “GC-6- 
1B-A” — GC  is  the  Top  Secret  control 
symbol  for  the  Office  of  the  General 
Counsel;  6  indicates  this  is  the  sixth 
document  numbered  under  that  symbol; 
1  is  the  copy  number;  B  is  the  series 
designation;  and  A  identifies  AID  as  the 
originating  agency. 

(b)  The  final  capital  letter  of  the  Top 
Secret  control  number  shall  be  S,  or  A, 
identifying  the  originator  as  the  State 
Department,  or  Agency  for  International 
Development,  respectively. 

(d)  Use  of  Top  Secret  control  num¬ 
bers.  Top  Secret  control  numbers  must 
be  assigned  to  all  Top  Secret  documents 
and  reproduced  on  all  forms  serving  to 
identify  Top  .Secret  documents.  The  Top 
Secret  Cover  Sheet  (JF-9),  Classified 
Material  Receipt  (JF-6),  Top  Secret 
Document  Inventory  Record  (JF-17), 
etc.,  must  be  completed  to  identify  the 
Top  Secret  document  by  its  control  num¬ 
ber  and  the  type  of  document,  subject 
matter,  date,  addressee,  and  originator. 

(e)  Assigning  Top  Secret  control  num¬ 
bers.  (1)  Upon  receipt  of  a  Top  Secret 
document  to  which  a  Top  Secret  control 
number  has  not  been  assigned,  regard¬ 
less  of  the  agency,  post,  or  area  of  origin, 
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the  receiving  Top  Secret  control  officer 
must  immediately  insert  the  Top  Secret 
control  number  on  each  copy  of  the  docu¬ 
ment  and  must  affix  a  Top  Secret  Cover 
Sheet  (JF-9)  to  each  copy  marked  with 
the  appropriate  Top  Secret  control  num¬ 
ber  on  it. 

(2)  The  Top  Secret  control  officer  dis¬ 
tributes  the  document  and  copies  thereof 
as  indicated  by  the  signing  officer  or  ac¬ 
cording  to  established  procedures  within 
control  officer’s  area  of  Top  Secret  con¬ 
trol  responsibility. 

(3)  In  AID,  these  functions  are  re¬ 
served  solely  to  the  central  Top  Secret 
control  officer.  In  USIA,  notify  the  Office 
of  Security  if  a  Top  Secret  document  is 
received  without  a  control  number. 

(f)  Maintenance  of  records  for  Top 
Secret  documents.  The  following  forms 
are  used  and  maintained  in  connection 
with  the  control  of  Top  Secret  material: 

(1)  Top  Secret  Cover  Sheet,  JF-9. 

(2)  Classified  Material  Receipt,  JF-6. 

(3)  Receipt  Manifest,  Form  DS-794. 

(4)  Record  of  Top  Secret  Material, 
JF-10. 

(5)  Top  Secret  Document  Inventory 
Record,  JF-17. 

(6)  Index  to  Consolidated  File  Num¬ 
ber  - .  JF-19. 

§  9.36  Distribution  of  Top  Secret  docu¬ 
ments  within  State,  AID,  and  USIA 
posts. 

(a)  Within  the  area  of  responsibility 
of  the  Top  Secret  control  officer:  Top 
Secret  documents  to  be  distributed  within 
the  area  of  the  Top  Secret  control  officer 
shall  be  distributed  by  the  Control  officer, 
the  officer’s  alternate,  or  a  U.S.  citizen 
employee  under  the  administrative 
supervision  of  either.  The  individual 
making  the  distribution  must  witness  the 
signature  of  the  recipient  on  each  Top 
Secret  Cover  Sheet  (JF-9).  The  trans¬ 
mitting  office  must  maintain  a  record  of 
the  transmission  of  each  copy  of  each 
Top  Secret  document.  For  account¬ 
ability  and  annual  inventory  purposes, 
the  record  must  be  maintained  sepa¬ 
rately  from  records  or  receipts  of  other 
classified  material.  Dependent  upon  the 
volume  of  Top  Secret  traffic  within  area 
of  responsibility,  the  Top  Secret  control 
officer  may  elect  to  account  for  internal 
distribution  by  using  JF-6,  JF-10,  or 
DS-794. 

<b)  Outside  the  area  of  responsibility 
of  the  Top  Secret  control  officer:  (1)  Top 
Secret  documents  to  be  distributed  out¬ 
side  the  area  of  the  Top  Secret  control 
officer  must  be  covered  by  their  indi¬ 
vidual  Top  Secret  Cover  Sheets  and 
either: 

(1)  Classified  Material  Receipt,  JF-6; 
or 

<ii)  Receipt  Manifest,  DS-794,  In 
duplicate. 

(2)  Top  Secret  documents  must  be 
transmitted  by  the  Top  Secret  control 
officer  or  alternate  to  the  receiving  Top 
Secret  control  officer  by  either: 

<i)  A  Top  Secret  messenger; 

(ii)  An  authorized  courier; 

(iii)  Electrical  means  in  encrypted 
form;  or 

(iv)  Pneumatic  tube. 


(c)  Top  Secret  documents  must  be 
enclosed  in  a  single,  sealed,  opaque  en¬ 
velope  addressed  to  the  agency,  post,  or 
area  concerned  and  to  the  attention  of 
the  appropriate  official  by  title,  if  known. 
The  envelope  must  be  marked  on  both 
sides.  These  requirements  are  mandatory 
for  the  transmission  of  all  Top  Secret 
material  outside  the  area  of  the  Top 
Secret  control  officer. 

(1)  The  envelope,  marked  “Top  Se¬ 
cret,”  must  be  transmitted  inside  another 
cover,  such  as  a  brief  case,  portfolio,  or 
diplomatic  pouch. 

(2)  Material  to  be  transmitted  in  the 
pneumatic  tube  need  only  be  enclosed  in 
a  single,  opaque  envelope  properly  ad¬ 
dressed  and  marked  “Top  Secret”  on 
both  sides. 

(d)  For  accountability  and  annual  in¬ 
ventory  purposes,  receipts  reflecting  the 
transmission  or  receipt  of  Top  Secret 
material  must  be  filed  separately  from 
receipts  concerned  with  material  of  a 
lesser  classification. 

<e)  Distribution  of  Top  Secret  docu¬ 
ments  outside  posts,  the  Department, 
AID,  and  USIA:  Top  Secret  documents 
to  be  distributed  to  another  Federal 
agency,  or  elsewhere,  are  prepared  for 
distribution  as  indicated  in  §  9.36  except 
that  the  Top  Secret  Cover  Sheet  is  re¬ 
moved  and  annotated  to  record  the  date, 
the  identity  of  the  addressee,  and  the 
preprinted  number  appearing  on  the 
JF-6.  When  the  Top  Secret  control  offi¬ 
cer  is  certain  that  the  addressee  has 
received  the  Top  Secret  document  (rec¬ 
onciliation  of  parts  I  and  IV  of  JF-6, 
or  other  notification),  the  officer  files 
the  Top  Secret  Cover  Sheet  in  Top  Se¬ 
cret  files  for  5  years.  At  the  end  of  the 
5 -year  period,  the  Top  Secret  Cover  Sheet 
should  be  destroyed  when  authorized  by 
Department  or  agency  records  disposal 
schedules. 

§  9.37  Top  secret  cover  sheets. 

(a)  The  original  and  each  copy  of  Top 
Secret  documents  must  be  covered  by  a 
Top  Secret  Cover  Sheet  (JF-9).  The 
cover  sheet  must  be  completed  by  the  Top 
Secret  control  officer  and  shall  include 
the  control  number,  the  type  of  docu¬ 
ment,  subject  matter,  date,  addressee, 
and  originator.  All  persons  having  access 
to  the  document  attached  to  the  Top 
Secret  Cover  Sheet  must  sign  and  date 
the  cover  sheet  before  accepting  respon¬ 
sibility  for  its  custody.  The  Top  Secret 
Cover  Sheet  must  remain  with  the  docu¬ 
ment  until  the  document  is: 

(1)  Transferred  to  another  depart¬ 
ment  or  agency,  outside  State,  AID,  and 
USIA. 

(2)  Destroyed. 

(3)  Retired. 

(4)  Downgraded  or  declassified. 

<b)  When  one  of  the  above-listed  ac¬ 
tions  is  taken,  the  Top  Secret  control 
officer  must  record  the  action  on  the 
Top  Secret  Cover  Sheet,  retain  it  in  the 
files  for  5  years,  and  then  destroy  it. 

§  9.38  Inventories  of  Top  Secret  docu¬ 
ments. 

(a)  As  of  October  31  of  each  year,  each 
Top  Secret  control  officer  assisted  by  a 


representative  of  the  Office  of  Security, 
must  make  a  physical  inventory  of  all 
Top  Secret  documents  for  which  he  is 
accountable.  Such  an  inventory  shall  re¬ 
flect  the  following  information:  (1)  Who 
authorized  the  original  classification; 
(2)  department  or  organization;  (3)  date 
of  classification;  (4)  subject;  (5) 
whether  the  material  is  subject  to  or 
exempt  from  the  General  Declassifica¬ 
tion  Schedule;  (6)  if  exempt,  which  ex¬ 
emption  category  is  claimed;  (7)  ad¬ 
dressee-current  holder;  (8)  Top  Secret 
control  number;  and  (9)  copy  number. 

(b)  As  an  exception,  repositories  or  li¬ 
braries  storing  large  volumes  of  classi¬ 
fied  material  may  request  from  the  ap¬ 
propriate  Office  of  Security  a  limitation 
of  their  annual  inventory  to  all  docu¬ 
ments  and  material  to  which  access  has 
been  given  in  the  past  12  months  and  10 
percent  of  the  remaining  inventory. 

(c)  It  is  mandatory  that  the  presence 
of  each  document  shown  must  be  phys¬ 
ically  verified.  A  report  of  this  inven¬ 
tory  is  prepared  on  the  Top  Secret  Doc¬ 
ument  Inventory  Record,  JF-17,  which 
must  be  retained  for  3  years  from  date 
of  the  inventory  by  the  Top  Secret  con¬ 
trol  officer.  A  copy  of  the  JF-17  also 
must  be  forwarded  to  the  appropriate 
Officer  of  Security.  The  JF-17  may  be 
destroyed,  when  authorized  by  Depart¬ 
ment  or  agency  records  disposal 
schedules. 

(d)  Any  documents  unreconciled  at 
the  time  of  the  annual  inventory,  must 
be  reported  immediately  to  the  appro¬ 
priate  Office  of  Security  or  regional  se¬ 
curity  office.  (See  S  9.44.) 

§  9.39  Consolidation  of  Top  Secret  doc¬ 
uments. 

(a)  Purpose  and  criteria:  In  order  to 
simplify  the  recordkeeping  required  for 
the  accountability  of  Top  Secret  docu¬ 
ments,  they  may  be  consolidated  under 
a  single  Top  Secret  control  number  when 
such  documents  may  be  physically  con¬ 
nected  because  of  their  relationship  to 
subject  matter,  their  similarity,  recur¬ 
rence  and  use,  or  other  features  which 
make  them  susceptible  to  consolidation. 
A  consolidation  of  Top  Secret  documents 
reduces  the  document-to-document  re¬ 
ceipts  and  signatures  required  for  the 
dissemination  of  individual  Top  Secret 
documents  and  permits  accountability, 
including  annual  inventories,  under  a 
single  control  number. 

(b)  Authority:  Top  Secret  control 

officers  or  higher  authority  shall  deter¬ 
mine  which  Top  Secret  documents  may 
be  consolidated  and  shall  effect  the  con¬ 
solidation,  utilizing  JF-19,  Index  to  Con¬ 
solidated  File  No. _ _ 

(c)  Identification:  A  consolidation  of 
Top  Secret  documents  is  assigned  a  new 
Top  Secret  control  number  in  the  same 
manner  as  an  original  Top  Secret  docu¬ 
ment  by  the  Top  Secret  control  officer 
making  the  consolidation. 

(d)  Assembly  and  indexing :  (1)  Each 
consolidation  should  be  permanently 
fastened  together  by  the  use  of  staples, 
by  inclusion  in  binders,  or  by  other 
equally  effective  means.  An  index  or  list 
of  the  control  numbers  originally 
assigned  to  each  controlled  document 
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included  therein  (or  its  subject,  if  no 
control  number  was  previously  assigned) 
should  be  affixed  to  the  front  of  the  con¬ 
solidation. 

(2)  Top  Secret  material  contained  in 
a  consolidation  is  shown  on  the  annual 
inventory  report  as  one  document.  The 
list  or  index  affixed  to  the  consolidation 
permits  the  dropping  of  previously  as¬ 
signed  control  numbers  for  inventory 
purposes. 

(e)  Top  Secret  COMSEC  material  is 
controlled  within  the  provisions  of  §  9.55. 

§  9.40  Authorized  channels  for  trans¬ 
mission  of  classified  material. 

(a)  Under  no  circumstances  shall 
classified  material  be  transmitted  phy¬ 
sically  across  international  boundaries 
except  by  diplomatic  courier  or  in  accord¬ 
ance  with  §  9.47(d). 

(1)  Classified  material  must  not  be 
transmitted  through  U.S.  mail  or  other 
postal  services  except  through  the  cen¬ 
tral  mail  or  pouch  unit  serving  the  post 
or  area  (in  the  department  or  agency)  of 
the  sender. 

(2)  The  “mail  stop’’  interagency  mail 
service  is  not  an  authorized  messenger 
for  delivery  of  classified  material. 

(3)  See  S  9.36  for  Top  Secret  material. 

(b)  Primary  methods  of  transmission 
for  Secret  material:  Secret  documents 
must  be  transmitted,  dependent  upon 
the  urgency  of  the  information,  the 
maximum  security  obtainable,  and  the 
medium  available,  by  one  of  the  follow¬ 
ing:  (1)  Electrical  means  in  encrypted 
form:  (2)  pneumatic  tube;  (3)  diplo¬ 
matic  courier  (see  §  9.47(d) ) ;  or  (4)  au¬ 
thorized  messenger  of  the  sending  or  re¬ 
ceiving  agency. 

(c)  Secondary  methods  of  transmis¬ 
sion:  Whenever  the  primary  methods  of 
transmission  (which  are  under  the  posi¬ 
tive  control  of  the  department  or  agency) 
are  not  readily  available  the  registered 
mail  facilities  of  the  United  States  and 
U.S.  military  postal  channels,  must  be 
used  as  follows: 

(1)  U.S.  registered  mail  within  and 
between  the  50  States  and  the  District 
of  Columbia,  the  Commonwrealth  of 
Puerto  Rico,  or  a  U.S.  possession. 

(2)  U.S.  registered  mail  facilities  of 
the  Army,  Navy,  Air  Force,  or  other  U.S. 
Post  Offices  outside  the  areas  enumerated 
in  subparagraph  (1)  of  this  paragraph: 
Provided,  That  the  information  or  mate¬ 
rial  does  not  at  any  time  pass  out  of 
U.S.  citizen  employee  control  and  does 
not  pass  through  a  foreign  postal  system. 

(d)  Preparation  for  transmission:  (1) 
Secret  documents  must  be  covered  by  a 
cover  sheet  or  folded  Inwards  and,  ex¬ 
cept  as  authorized  in  paragraph  b  of  this 
section,  be  enclosed  in  opaque  inner  and 
outer  envelopes.  The  inner  envelope 
should  be  addressed  to  the  appropriate 
official  by  title,  if  known.  It  must  be 
marked  “Secret”  on  both  sides.  (See 
§  9.41  (a)  for  registration  if  sent  by 
pouch.)  The  outer  envelope  should  be 
addressed  in  the  same  manner  but  shall 
not  bear  a  security  classification. 

(2)  Secret  documents  must  be  covered 
by  a  JF-6,  Classified  Material  Receipt, 
or  a  DS-794,  Receipt  Manifest,  or  other 
receipt  approved  by  the  Office  of  Security 


or  regional  security  officer  whenever  the 
transmission  is  from  one  area  serviced 
by  one  message  center  to  another,  from 
offices  and  areas  not  serviced  by  a  de¬ 
centralized  message  center  or  comparable 
communications  unit,  from  one  post  to 
another,  etc. 

( 3 )  The  transmission  or  distribution  of 
Secret  material  within  the  positive  con¬ 
trol  of  message  center  or  similar  com¬ 
munications  unit  need  not  be  covered 
by  a  receipt,  provided  that  adequate 
records  reflect  its  distribution  (such  as 
JF-7,  Register — Distribution  of  Classi¬ 
fied  Material,  or  other  logs  approved  by 
the  Office  of  Security  or  regional  se¬ 
curity  officer) . 

(4)  Secret  documents  transmitted  via 
pouch  (i.e.,  by  diplomatic  courier)  or  by 
authorized  messenger  or  by  pneumatic 
tube  need  not  be  enclosed  in  a  second  or 
outer  envelope.  The  pouch,  the  messen¬ 
ger’s  portfolio  or  briefcase,  and  the  pneu¬ 
matic  tube  carrier  are  considered  second 
or  outer  covers. 

(f)  Confidential  material:  (1)  Con¬ 
fidential  material  must  be  transmitted 
by  one  of  the  means  established  for 
Secret  material  or  by  certified  mail  fsee 
section  9.40(b)) :  Provided,  That  it  does 
not  at  any  time  pass  out  of  U.S.  Govern¬ 
ment  control  and  does  not  pass  through 
a  foreign  postal  system. 

(2)  Confidential  and  Limited  Official 
Use  material  must  be  prepared  for  trans¬ 
mission  in  the  manner  prescribed  for 
Secret  material  (see  section  9.40(d)  of 
this  section) .  The  only  exception  is  that  a 
receipt  is  not  required  unless  the  sender 
deems  one  necessary.  If  material  is 
transmitted  by  one  of  the  primary 
methods  (section  9.40(b)  of  this  section) 
without  a  JF-6,  the  classification  appears 
on  the  outer  envelope.  (See  also  §  9.41 
for  transmission  by  diplomatic  pouch.) 

(g)  Unclassified  material:  (1)  At  posts, 
Unclassified  material  may  be  trans¬ 
mitted  by  diplomatic  pouch,  U.S.  first- 
class  mail;  or  through  foreign  postal 
systems  according  to  instructions  issued 
by  principal  officers.  Unclassified  ma¬ 
terial  originating  in  the  United  States 
should  be  transmitted  through  the  official 
communications  center  serving  the  De¬ 
partment  or  agency  of  the  sender. 

(2)  Unclassified  material,  when  trans¬ 
mitted  by  diplomatic  pouch  facilities, 
must  be  enclosed  in  an  addressed  enve¬ 
lope  marked  “Unclassified”  on  both  sides. 
When  transmitted  by  postal  facilities,  it 
must  not  be  marked  “Unclassified.” 

(h)  Transmission  to  pouch  room: 
During  transmission  to  the  pouch  room 
the  same  safeguards  are  required  as 
those  prescribed  for  other  internal 
transfers. 

§  9.41  Registering  diplomatic  pouch 
mail. 

(a)  Each  piece  (envelope,  package,  or 
other  outer  cover)  of  classified  material 
must  be  registered  by  the  use  of  a  JF-14, 
Diplomatic  Pouch  Mall  Registration; 
JF-6,  Classified  Mail  Receipt;  or  other 
registry  system  approved  by  the  Diplo¬ 
matic  Pouch  and  Courier  Operations  Di¬ 
vision  for  items  sent  by  diplomatic  pouch. 
Normally,  JF-14  shall  be  utilized  to  reg¬ 


ister  Confidential  items,  leaving  JF-6  for 
Top  Secret  and  Secret  items. 

(b)  Receipts  for  classified  documents: 
Classified  Material  Receipt,  JF-6,  or 
Form  DS-794,  Receipt  Manifest,  or  other 
receipt  approved  by  the  Office  of  Security 
or  regional  security  officer,  must  be  used 
in  the  transmission  of  all  Top  Secret  and 
Secret  documents  when  transmitted  out¬ 
side  the  organizational  control  of  the 
sender.  These  receipts  may  be  used  for 
the  transmission  control  of  any  other 
document  at  the  discretion  of  the  sender. 

(1)  Use  of  JF-6.  Classified  Material 
Receipt,  JF-6,  is  prepared  so  that  all 
items  are  completed  and  signatures  are 
recorded  on  parts  I,  III,  arid  IV.  These 
parts,  together  with  part  V,  shall  be  re¬ 
tained  for  3  years.  If  the  addressee  or 
unit  maintaining  records  of  receipt  for 
the  addressee  does  not  receive  all  the 
items  identified  on  part  IV,  and  if  part 
IV  is  not  returned  promptly  to  the  sender 
or  unit  maintaining  records  of  transmis¬ 
sion  for  the  originator  respectively,  the 
sender  shall  follow  up  on  the  transmis¬ 
sion,  notifying  security  personnel  and 
Top  Secret  control  officers  when  appro¬ 
priate.  The  identity  of  enclosures  (on 
parts  I,  IV,  and  V)  shall  include  the  type 
of  document,  subject,  copy  number,  and 
series  and  date  of  document.  Several 
items  may  be  transmitted  in  the  same 
address  under  cover  of  a  single  JF-6,  pro¬ 
vided  a  listing  of  the  items  is  retained 
by  the  sender  and  a  copy  accompanies 
part  V  for  the  addressee’s  use.  Instruc¬ 
tions  for  the  preparation  and  disposition 
of  the  JF-6  are  contained  on  it. 

(2)  Use  of  Form  DS-794,  Receipt 
Manifest.  Form  DS-794,  Receipt  Mani¬ 
fest,  or  other  approved  receipt,  is  used 
to  cover  the  transmission  of  more  than 
one  Secret  document  between  the  sender 
and  a  single  addressee  such  as  occurs  in 
the  wide  distribution  of  Secret  telegrams, 
etc.,  reproduced  by  a  central  reproduction 
area.  Such  receipts  are  forwarded  in  du¬ 
plicate,  so  that  the  addressee  may  ac¬ 
knowledge  receipt  of  the  material  by 
signing  and  returning  a  copy  to  the 
transmitter,  retaining  the  original  for 
addressee’s  records.  Such  receipts  are  re¬ 
tained  for  3  years. 

(3)  Disposition  of  receipts.  Originat¬ 
ing  and  receiving  elements  or  employees 
are  not  required  to  maintain  additional 
logs  of  transmission  and  receipt  of  Se¬ 
cret  material  other  than  to  note  internal 
distribution  which  may  be  recorded  on 
part  V  of  the  JF-6,  the  original  of  DS- 
794,  or  other  approved  means.  Three 
years  after  the  date  of  transmission  or 
receipt  of  Secret  material,  receipts  cov¬ 
ering  the  transaction  may  be  destroyed. 

§  9.42  Reproduction  and  distribution  of 
classified  material. 

(a)  Top  Secret  and  Secret  material 
originated  in  another  Federal  agency 
must  not  be  reproduced  without  the  spe¬ 
cific  written  approval  of  the  originating 
agency.  The  authority  for  the  reproduc¬ 
tion  should  be  noted  on  the  copy  from 
which  the  reproduction  is  made. 

(b)  Reproduction  of  Top  Secret  docu¬ 
ments:  Permission  for  reproduction  of 
a  Top  Secret  document  must  be  obtained 
by  the  Top  Secret  control  officer  of  the 
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reproducing  office  from  the  Top  Secret 
control  officer  of  the  originating  office, 
or  the  Top  Secret  control  officer  of  the 
operating  element  authorized  to  make 
initial  distribution.  Both  the  originating 
and  reproducing  offices  must  maintain 
appropriate  records  to  reflect  the  num¬ 
ber  of  copies  reproduced  and  observe  all 
other  requirements  concerning  the  con¬ 
trol  of  distribution  of  such  copies.  Unau¬ 
thorized  reproduction  of  classified  ma¬ 
terial  (Top  Secret,  Secret,  Confidential) 
will  be  subject  to  appropriate  discipli¬ 
nary  action. 

(c)  Reproduction  of  Secret  docu¬ 
ments:  Permission  for  the  reproduction 
of  a  Secret  document  originated  by  State, 
AID,  or  USIA  is  granted  interchangeably 
to  their  employees  without  the  approval 
of  the  originating  Department  or  agency. 
However,  the  authority  to  approve  such 
reproductions  is  delegated  to  officers  of 
the  area  requiring  reproduction  who 
have  signing  authority  to  approve  the 
classification  Secret,  as  specified  in 
§  9.8.  Such  officers  are  responsible  for 
determining  that  reproduction  of  the 
document  is  essential  for  efficient  opera¬ 
tions  and  that  the  number  of  copies  re¬ 
produced  is  kept  to  the  absolute  mini¬ 
mum  required  to  meet  the  operational 
need. 

(d)  Marking  reproduced  Top  Secret 
and  Secret  documents:  When  reproduc¬ 
tion  beyond  the  initial  production  is  re¬ 
quired,  the  copy  from  which  reproduc¬ 
tion  is  made  must  show  the  authority 
for  reproduction,  the  officer  requesting 
the  reproduction,  and  the  number  of 
copies  made.  The  certification  should  be 
in  the  following  form: 

Reprod.  Authority  By:  John  Doe  (Depart¬ 
ment  or  Agency) . 

_ copies 

Robert  L.  Brown 
Department  or  Agency 

(e)  Reproduction  of  Confidential  doc¬ 
uments:  Confidential  documents  may  be 
reproduced  without  permission  of  the 
originator.  However,  all  material  shall  be 
reproduced  sparingly  and  any  stated  pro¬ 
hibition  against  reproduction  shall  be 
strictly  adhered  to. 

(f)  Protection  of  Classified  reproduc¬ 
tion  facilities:  Classified  reproduction 
facilities  should  be  controlled  and  kept 
separate  from  unclassified  operations  and 
must  be  monitored  periodically  during 
normal  working  hours  and  secured  within 
a  locked  room  during  nonworking  hours. 
Where  this  is  not  possible,  the  Office  of 
Security  or  regional  security  officer  must 
be  consulted  in  determining  the  proce¬ 
dures  necessary  to  protect  facilities  used 
for  classified  reproduction.  Classified 
material  should  only  be  produced  on 
those  reproduction  machines  under  the 
continual  control  of  U.S.  personnel. 

§  9.43  Destruction  of  classified  material. 

(a)  Disposable  classified  material 
must  be  carefully  and  completely  de¬ 
stroyed  in  the  presence  of  responsible 
U.S.  citizen  personnel.  Disposable  clas¬ 
sified  material  does  not  include  record 


material,  or  other  material  exempted 
from  destruction  by  agency  or  depart¬ 
ment  instructions.  It  does  comprise  in¬ 
formation  and  extra  copies  of  docu¬ 
ments,  cylinders,  discs,  tapes,  rough 
drafts,  shorthand  notes,  carbon  paper, 
and  any  other  nonrecord  material,  ex¬ 
cept  those  specifically  prohibited  by  in¬ 
structions  emanating  from  offices  re¬ 
sponsible  for  records  management.  Rec¬ 
ord  copies  of  classified  material  must 
not  be  burned  or  otherwise  destroyed  ex¬ 
cept  in  accordance  with  Federal  laws  and 
agency  regulations  governing  the  dis¬ 
position  of  records. 

<b)  Methods  of  destruction:  Normally, 
classified  material  is  destroyed  by  burn¬ 
ing.  Any  other  method  must  have  the 
specific  approval  of  the  Office  of  Security. 

(c)  Use  of  burnbags:  All  classified  ma¬ 
terial  to  be  destroyed  must  be  torn  and 
placed  in  containers  designated  as  bum- 
bags,  which  are  clearly  and  distinctly 
recognizable  as  burnbags.  Burnbags 
awaiting  destruction  must  be  protected 
by  safeguards  commensurate  with  the 
classification  or  control  designation  of 
the  material  involved. 

<d)  Record  of  destruction  for  Top 
Secret  material:  (1)  Requirement.  Each 
Top  Secret  control  officer  is  requested  to 
maintain  a  record  of  destruction  of  Top 
Secret  material  in  accordance  with  in¬ 
structions  printed  on  JF-9,  Top  Secret 
Cover  Sheet. 

<2)  Witness  to  destruction.  The  Top 
Secret  control  officer  in  recording  the 
destruction  of  a  Top  Secret  document, 
must  sign  form  JF-9  as  the  officer  de¬ 
stroying  the  document  and  one  other 
U.S.  citizen  employee  must  sign  as  wit¬ 
ness  to  the  actual  destruction;  or,  they 
must  sign  as  participants  in  preparing 
the  material  for  destruction;  i.e.,  tearing 
and  depositing  in  burnbags  and  securing 
the  burnbags  for  destruction. 

(e)  Destruction  of  Secret  and  Con¬ 
fidential  material:  (1)  Secret  and  Con¬ 
fidential  nonrecord  material  must  be  de¬ 
stroyed  by  burning  or  other  authorized 
means  with  the  same  degree  of  care  and 
protection  required  for  information  of 
higher  sensitivity.  A  record  of  destruc¬ 
tion  need  not  be  made  unless  the  mate¬ 
rial  bears  a  serialization  marking,  there 
is  special  need  to  record  its  destruction, 
or  recording  is  required  by  a  special  reg¬ 
ulation.  See  subparagraph  (3)  of  this 
paragraph. 

(2)  Destruction  of  serialized  Secret 
and  Confidential  material  must  be  re¬ 
corded  on  JF-8,  Register — Destruction  of 
Classified  Material,  or  other  form  or  log 
approved  by  the  Office  of  Security  or  the 
regional  security  officer.  The  reverse  of 
part  V  of  JF-6,  Classified  Material  Re¬ 
ceipt  may  also  be  used  as  a  destruction 
record  provided  it  bears  the  signatures 
of  destroying  and  witnessing  officers  and 
the  destruction  date.  All  records  of  de¬ 
struction  must  be  retained  for  3  years 
following  the  destruction  date. 

(3)  Documents  subject  to  special  reg¬ 
ulations,  such  as  NATO,  SEATO,  Re¬ 
stricted  Data,  etc.,  must  be  destroyed  and 
destruction  recorded  in  accordance  with 
requirements  of  the  applicable  special 
regulation. 


§  9.44  Report  of  missing  or  compromised 
classified  documents. 

Any  employee  who  discovers  that  a 
classified  document  is  missing  must 
make  a  prompt  report  to  the  Office  of 
Security  or  regional  security  officer  via 
the  unit  or  post  security  officer.  In  the 
case  of  a  known  or  suspected  compromise 
of  a  Top  Secret  document  or  crypto¬ 
graphic  material,  the  report  must  be 
made  immediately.  Telegraphic  or  oral 
reports  must  be  followed  by  a  prompt 
submission  of  a  memorandum  addressed 
to  the  Office  of  Security  or  regional  secu¬ 
rity  officer,  which  includes  the  following 
information: 

(a)  Complete  identification  of  the  ma¬ 
terial,  including,  when  possible,  the  date, 
subject,  originator,  address,  serial  or 
legend  markings,  classification,  and  type 
of  material  (i.e.,  telegram,  memorandum, 
airgram,  etc.) . 

(b)  Where  compromise  is  believed  to 
have  occurred,  a  narrative  statement  de¬ 
tailing  the  circumstances  which  gave  rise 
to  the  compromise,  the  unauthorized 
person  who  had  or  may  have  had  access 
to  the  material,  the  steps  taken  to  deter¬ 
mine  whether  compromise  in  fact  oc¬ 
curred,  and  the  office  or  post  evaluation 
of  the  importance  of  the  material  com¬ 
promised. 

(c)  Where  a  document  is  lost  or  miss¬ 
ing,  the  narrative  statement  should  de¬ 
tail  the  movements  of  the  material  from 
the  time  it  was  received  by  the  post  or 
office,  including  to  whom  it  was  ini¬ 
tially  delivered;  later  routings;  the  per¬ 
sons  having  access  to  the  material;  the 
time,  date,  and  circumstances  under 
which  loss  was  realized;  and  the  steps 
taken  to  locate  the  material. 

(d)  When  material  is  either  compro¬ 
mised  or  missing,  identify  if  possible  the 
person  responsible  and  state  the  action 
taken  with  regard  to  the  person  and/or 
procedures  to  prevent  a  recurrence. 

(e)  Where  cryptographic  material  is 
involved,  a  report  is  also  to  be  made  to 
the  Office  of  Communications  using  FS- 
507,  Report  of  Violation  of  Communica¬ 
tions  Security. 

§  9.45  Physical  protection  of  classified 
material. 

(a)  Storage  repositories  for  classified 
material.  Classified  material  must  be 
stored  in  prescribed  repositories.  Person¬ 
nel  must  assure  that  such  repositories  are 
locked  prior  to  leaving  the  room  un¬ 
attended.  Any  question  concerning  the 
approval  of  the  type  of  repository  to  be 
used  must  be  referred  to  the  Office  of 
Security  or  regional  security  officer. 
These  minimum  security  requirements 
for  the  storage  of  classified  material  may 
be  supplemented  by  additional  safe¬ 
guards  which,  at  the  discretion  of  the 
Office  of  Security  or  regional  security  offi¬ 
cer,  may  be  necessitated  by  unusual  or 
changing  conditions.  Classified  docu¬ 
ments  must  not  be  routinely  stored  over¬ 
night,  at  overseas  facilities,  unless  there 
is  present  a  satisfactory  emergency  de¬ 
struction  capability. 

(b)  Top  Secret  documents.  (1)  Top 
Secret  documents  must  be  stored  In  a 
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security-approved  safe-file  cabinet,  safe, 
or  vault,  equipped  with  a  three-way  dial 
combination  lock  and  located  in  a  re¬ 
stricted  area.  Other  supplemental  safe¬ 
guards,  as  justified  by  individual  circum¬ 
stances,  will  be  prescribed  by  the  Office 
of  Security  or  regional  security  officer. 

(2)  At  AID  overseas  facilities,  Top 
Secret  documents  must  be  stored  in 
security  approved  safe-file  containers 
located  within  a  vault,  in  an  area  con¬ 
trolled  by  security  cleared  American 
personnel  on  a  24-hour  basis. 

(3)  At  those  AID  installations  where 
diplomatic  status  and  recognition  have 
not  been  negotiated.  Top  Secret  docu¬ 
ments  must  not  be  stored  routinely  at 
USAID. 

(c)  Secret  documents.  (1)  Secret 
documents  may  be  stored  in  a  repository 
authorized  for  Top  Secret  documents  or 
in  a  barlock  cabinet  located  in  a  re¬ 
stricted  area.  Other  supplemental  safe¬ 
guards,  as  justified  by  individual  circum¬ 
stances,  may  be  prescribed  by  the  Office 
of  Security  or  regional  security  officer. 
In  the  domestic  service.  Secret  docu¬ 
ments  need  not  be  stored  in  restricted 
areas  if  the  building  where  such  docu¬ 
ments  are  stored  is  protected  by  security 
cleared  guards. 

(2)  At  AID  overseas  facilities  all  safe- 
files  or  barlock  cabinets,  containing 
Secret  documents,  must  be  located  in  a 
vault  unless  area  access  is  controlled  by 
security  cleared  American  personnel  on 
a  24-hour  basis. 

(d)  Confidential  documents.  Confi¬ 
dential  documents  must  be  stored  in  the 
same  manner  prescribed  for  Secret  mate¬ 
rial  in  a  safe-file  container  or  in  a  bar- 
lock  cabinet  located  in  a  vault  if  the  area 
is  not  controlled  by  security-cleared 
American  personnel  on  a  24-hour  basis. 
In  the  United  States,  barlock  cabinets 
containing  Confidential  documents  need 
not  be  located  in  a  restricted  area.  Other 
supplemental  safeguards,  as  justified  by 
individual  circumstances,  will  be  pre¬ 
scribed  by  the  Office  of  Security  or  re¬ 
gional  security  officer. 

§  9.46  Keys  and  combination  to  reposi¬ 
tories. 

(a)  Security  keys  must  be  stored  in  a 
security  approved  repository  equipped 
with  a  three-way  dial  combination  lock. 
Any  duplication  of  keys  required  shall 
be  made  only  by  the  Office  of  Security  or 
regional  security  officer.  Under  no  cir¬ 
cumstances  are  such  keys  to  be  removed 
from  the  premises. 

(b)  The  Office  of  Security  or  regional 
security  officer  will  furnish  only  two  keys 
with  each  padlock  and  will  determine  the 
number  of  keys  to  be  issued  for  other 
locks  used  for  the  protection  of  classified 
operations. 

(c)  Combination  locks:  Combinations 
to  security  equipment  and  devices  shall 
be  changed  only  by  persons  having  ap¬ 
propriate  security  clearance. 

(1)  When  setting  combinations  of 
three-way  combination  locks,  the  com¬ 
bination  of  each  repository  must  be  set 
in  such  a  fashion  as  to  require  the  use 
of  three  different  numbers.  In  selecting 
combinations,  multiples  and  simple 


ascending  or  descending  arithmetical 
series  must  be  avoided.  The  combination 
of  each  lock  must  be  changed: 

(1)  When  the  lock  is  initially  put  into 
use: 

(ii)  When  an  employee  knowing  the 
combination  terminates  employment  or 
is  permanently  transferred  to  duties 
which  no  longer  require  employee’s 

access : 

(iii)  Upon  knowledge  or  suspicion  that 
the  combination  has  become  known  to  an 
unauthorized  person; 

(iv)  At  least  once  every  year. 

Security  officers  must  insure  that  com¬ 
binations  are  changed  as  required.  Rec¬ 
ords  of  combination  shall  be  classified 
no  lower  than  the  highest  category  of 
classified  information  or  material  au¬ 
thorized  for  storage  in  the  security  equip¬ 
ment  concerned. 

(2)  Combinations  must  be  recorded 
on  a  JF-5,  Safe  Card.  Such  cards  must 
be  completed  in  their  entirety  and  filed 
in  central  repositories  in  the  custody  of 
unit,  post,  or  other  security  officers  ac¬ 
cording  to  distribution  instructions 
printed  on  the  card.  At  a  minimum,  they 
must  be  stored  in  repositories  authorized 
for  the  storage  of  material  at  the  high¬ 
est  combined  classification  level  to  which 
the  combinations  permit  access.  How¬ 
ever,  in  the  domestic  service  they  must 
be  stored  in  safes  or  safe-file  cabinets 
whenever  feasible  and  at  posts  they  must 
be  afforded  maximum  available  security 
storage. 

(3)  Defects  in  or  malfunctioning  of 
storage  equipment  or  locking  devices 
must  be  reported  immediately  to  the 
Office  of  Security  or  regional  security 
officer. 

(4)  Combinations  to  repositories  con¬ 
taining  official  funds  are  subject  to  the 
requirements  and  the  instructions  of  the 
responsible  regional  security  officer. 

(d)  Data  to  be  posted  on  each  reposi¬ 
tory:  On  the  inside  of  the  drawer  with 
the  combination  lock  on  a  safe-file  cab¬ 
inet,  on  the  inside  door  to  a  vault  or 
safe,  and  on  the  inside  of  the  top  drawer 
of  a  barlock  cabinet,  the  names  and  home 
telephone  numbers  of  personnel  respon¬ 
sible  for  custody  of  the  combination  must 
be  posted.  Part  3  of  JF-5  is  designated 
for  this  purpose.  Persons  on  the  list  may 
be  called  after  normal  working  hours. 
A  security  officer  will  determine  when 
it  is  necessary  to  have  an  individual  re¬ 
turn  to  check  contents  of  an  open  and 
unattended  repository.  Identifying  data 
described  above  may  be  posted  on  the 
outside  of  repositories  in  lieu  of  the 
inside,  provided  the  Office  of  Security  or 
regional  security  officer  has  authorized 
the  substitution. 

(e)  Cautions  involving  safe  combina¬ 
tions  :  Except  for  JF-5,  Combination  Safe 
Card,  and  cards  posted  inside  reposi¬ 
tories  listing  combinations  in  the  imme¬ 
diate  area,  the  recording  of  combinations 
is  prohibited.  Combination  numbers  must 
be  committed  to  memory.  When  closing 
a  combination  lock,  the  dial  must  be 
turned  at  least  four  complete  revolu¬ 
tions  in  the  same  direction  after  closing. 
It  is  not  sufficient  to  manipulate  the  dial 


in  a  to-and-from  motion  to  clear  the 
combination. 

§  9.47  Removal  of  classified  material 
from  official  premises. 

(a)  Where  overnight  custody  is  not 
involved.  Classified  material  must  not 
be  removed  from  official  premises  except 
when  necessary  in  the  conduct  of  official 
meetings,  conferences,  or  consultations 
and  must  be  returned  to  safe  storage 
facilities  immediately  upon  the  conclu¬ 
sion  of  the  meeting,  conference,  or  con¬ 
sultation.  Residences  are  not  considered 
official  premises  except  as  specifically 
authorized  in  writing  by  the  Office  of 
Security.  Classified  material  must  not 
be  removed  for  reasons  of  personal  con¬ 
venience  or  be  kept  overnight  in  per¬ 
sonal  custody. 

(b)  Where  overnight  custody  is  re¬ 
quested.  Under  normal  circumstances, 
classified  material  must  not  be  removed 
from  official  premises  and  kept  in  over¬ 
night  personal  custody.  In  unusual  cir¬ 
cumstances,  requiring  the  overnight  re¬ 
moval  of  such  material  from  official 
premises,  prior  approval  from  the  Office 
of  Security  or  the  regional  security 
officer  is  mandatory.  This  is  to  ensure 
adequate  storage  measures  and  compli¬ 
ance  with  the  Executive  Order  11652  and 
applicable  NSC  Directives. 

(c)  Certification  upon  permanent  de¬ 
parture  from  post.  When  departing  a 
post  upon  transfer,  resignation,  or  retire¬ 
ment,  each  employee,  irrespective  of 
rank,  must  certify  as  part  of  the  post 
clearance  procedure  that:  (1)  Classified 
material  is  not  being  taken  from  the  post 
through  other  than  authorized  means; 
(2)  such  material  is  not  in  their  house¬ 
hold  or  personal  effects;  (3)  such  ma¬ 
terial  will  not  be  mailed  or  otherwise 
transmitted  in  violation  of  paragraph 

(d)  of  this  section. 

(d)  Transporting  classified  material 
across  international  borders.  Classified 
material  is  carried  across  international 
border  by  professional  diplomatic  cou¬ 
riers.  Nonprofessional  diplomatic  couriers 
are  given  such  material  for  international 
transmission  only  in  emergencies  when 
the  professional  service  will  not  cover  the 
area  into  which  the  pouch  must  be  car¬ 
ried  or  the  post  to  which  the  pouch  is 
addressed  within  the  time  that  official 
business  must  be  conducted.  In  such 
isolated  cases,  the  nonprofessional  diplo¬ 
matic  courier  must  be  in  possession  of  a 
diplomatic  passport  and  a  courier  letter, 
and  material  must  be  enclosed  In  sealed 
diplomatic  pouches  until  delivered  to  its 
official  destination. 

(e)  Storage  of  classified  material  by 
persons  not  regularly  employed.  Au¬ 
thorized  consultants  and  contractors  en¬ 
gaged  in  work  involving  classified  ma¬ 
terial  may  not  store  such  material  over¬ 
night  on  their  premises  unless  the  Office 
of  Security  has  granted  approval  for 
such  storage.  No  classified  material  may 
be  made  available  to  consultants  or  con¬ 
tractors  off  the  official  premises  or  trans¬ 
mitted  to  such  persons  off  the  premises 
except  with  the  approval  of  the  Office  of 
Security  and  in  conformity  with  Exec¬ 
utive  Order  11652. 
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§9.48  Physical  security;  safeguarding 
classified  information. 

Employees  using  classified  material  or 
responsible  for  its  custody,  must  take 
every  precaution  to  prevent  deliberate  or 
casual  inspection  of  it  by  unauthorized 
persons. 

(a)  Precautions.  (1)  Employees  re¬ 
sponsible  for  the  custody  of  such  ma¬ 
terials  should  complete  JF-15,  Security 
Check  Sheet,  columns  1  and  2,  respec¬ 
tively,  when  opening  and  closing  security 
repositories.  JF-15  is  to  be  posted  on  all 
security  repositories  (vault  doors,  safes, 
safe-file,  and  barlock  cabinets)  housing 
classified  documents. 

(2)  “Open”  signs  should  be  placed  on 
the  outside  handle  or  drawer-pull  of 
each  safe  or  file  cabinet  which  contains 
classified  material  when  the  repository 
is  unlocked.  When  such  equipment  is 
locked,  the  sign  should  be  reversed  to 
read  “closed.” 

(3)  Classified  material  must  not  be  de¬ 
livered  to  unoccupied  rooms,  or  be  left 
inadequately  protected  in  an  occupied 
office  or  one  occupied  by  other  than  se¬ 
curity-cleared  U.S.  citizen  employees. 

(b)  After  working  hours  and  during 
lunch  periods.  (1)  Classified  material 
must  not  be  stored  in  desks  or  anywhere 
other  than  in  approved  storage 
containers. 

(2)  Copies  of  classified  documents,  in¬ 
cluding  disposable  material  such  as 
rough  drafts,  shorthand  notes,  extra 
carbon,  or  tissue  copies,  used  carbon 
paper,  hectograph  masters,  and  mimeo¬ 
graph  stencils,  must  be  safeguarded  and 
locked  in  appropriate  security  reposi¬ 
tories  whenever  unattended.  Typewriter 
ribbons  must  be  removed  and  appropri¬ 
ately  stored  at  the  close  of  business  and 
whenever  the  office  is  unattended  if  the 
ribbon  is  a  so-called  one-time  tape  or  a 
cloth  ribbon  which  has  not  been  used  a 
sufficient  number  of  times  to  make  it  il¬ 
legible.  Recording  discs,  spools,  tapes, 
etc.,  must  also  be  removed  from  record¬ 
ing  machines  and  locked  in  appropriate 
security  repositories  whenever  the  ma¬ 
chines  are  unattended.  Compliance  with 
this  requirement  is  a  sound  security 
practice  and  is  advantageous  to  efficient 
administrative  operations  regardless  of 
whether  the  recording  media  contain 
classified  information. 

(3)  All  keys  to  doors  kept  locked  after 
working  hours  must  be  turned  in  to  the 
U.S. -citizen  guard  force  and  released 
only  to  authorized  personnel.  Where  no 
U.S.-citizen  guard  force  is  assigned,  per¬ 
sonal  custody  of  keys  may  be  authorized 
by  the  Office  of  Security  or  regional  se¬ 
curity  officer.  Such  instances  should  be 
held  to  an  absolute  minimum. 

(c)  Closing  hours  security  check — (1) 
Report  of  closing  hours  security  check. 
A  system  of  security  checks  prior  to  those 
conducted  by  security  guards  should  be 
instituted  at  the  close  of  each  working 
day,  or  as  soon  thereafter  as  administra¬ 
tive  operations  permit,  to  ascertain  that 
classified  materials  have  been  properly 
stored  and  that  containers  are  locked; 
that  windows  and  doors,  where  appropri¬ 
ate,  are  locked;  and  that  the  area  is 
otherwise  secure  and  not  susceptible  to 


overt  penetration  or  compromise.  In 
order  to  fulfill  this  fundamental,  man¬ 
datory  requirement  in  all  areas,  at  all 
echelons,  supervisory  officers  in  the 
United  States  and  at  posts  must  designate 
employees,  on  a  weekly  basis,  to  conduct 
a  closing  hours  security  inspection  of 
offices  within  a  specifically  defined  area 
of  responsibility.  Such  designees  will 
utilize  JF-16,  Report  of  Closing  Hours 
Security  Check,  to  record  the  results  of 
the  closing  hours  security  check  and  for¬ 
ward  it  to  the  unit  or  post  security  offi¬ 
cer  upon  completion  of  the  final  check. 

(2)  Reporting  infractions.  An  infrac¬ 
tion  of  the  regulations  discovered  by  an 
employee  designated  to  conduct  the  clos¬ 
ing  security  check  is  not  to  be  construed 
as  a  security  violation  in  itself.  It  should 
not  be  reported  on  JF-11,  Notice  of  Se¬ 
curity  Violation,  unless  higher  adminis¬ 
trative  authority  determines  otherwise 
or  the  closing  hour  security  check  is,  in 
fact,  the  final  inspection  where  building 
guards  or  U.S.  Marines  are  not  on  duty. 
Custodians  of  classified  material  are  re¬ 
sponsible  for  its  safekeeping.  Conse¬ 
quently,  a  violation  which  is  discovered 
after  the  closing  hours  security  check, 
if  it  is  the  final  inspection  after  normal 
working  hours,  will  be  charged  to  the  in¬ 
dividual  personally  responsible  for  the 
violation. 

(3)  Employee  responsibility.  Employ¬ 
ees  designated  to  conduct  closing 
hours  security  checks  will,  as  a  mini¬ 
mum;  (i)  Insure  that  all  repositories 
containing  classified  and  controlled  ma¬ 
terial  are  secured;  (ii)  check  the  tops 
of  all  desks,  including  “in”  and  “out” 
boxes,  and  repositories  to  insure  that 
all  classified  and  controlled  material 
has  been  put  away;  (iii)  make  a 
visual  check  of  the  remainder  of  the 
office.  This  section  imposes  a  direct  and 
important  security  responsibility  on 
employees  conducting  closing  hours 
checks,  even  though  primary  responsi¬ 
bility  remains  with  the  custodian. 
Consequently,  when  a  security  violation 
is  discovered  by  a  security  guard  after 
closing  hour  check  and  involving  an 
area  over  which  a  checker  is  responsi¬ 
ble,  the  post  unit  or  regional  security 
officer  will  inquire  into  the  circum¬ 
stances  and  include  comments  regard¬ 
ing  the  delinquency  of  the  checker. 
The  Office  of  Security  will  then  deter¬ 
mine  total  responsibility  and  recom¬ 
mend  the  appropriate  disciplinary  ac¬ 
tion  to  be  taken. 

(d>  Exceptions  to  requirements.  Ex¬ 
ceptions  to  the  foregoing  requirements, 
based  upon  physical  or  personnel  con¬ 
siderations  such  as  the  unusual  num¬ 
ber  of  repositories  located  in  a  specific 
area,  communications  areas,  alarmed 
rooms,  posts,  and  areas  with  few 
assigned  employees  and  other  opera¬ 
tions  imponderables,  must  be  re¬ 
quested  in  writing  to  the  Office  of 
Security  or  regional  security  officer. 

(e)  Conferences.  (1)  In  conducting 
conferences  where  classified  informa¬ 
tion  or  material  may  be  involved,  every 
precaution  should  be  observed  to  ensure 
that: 


(1)  In  the  interests  of  technical 
security  classified  conferences  are 
held  on  official  premises. 

(ii)  Proper  physical  security  meas¬ 
ures  are  implemented  to  provide  equal 
or  better  protection  for  such  infor¬ 
mation  or  material  than  the  measures 
required  during  normal  operations. 

(iii)  Participants  are  entitled  to  ac¬ 
cess  to  such  information. 

(2)  Advance  notice  to  (and  coordina¬ 
tion  with)  the  appropriate  post  or  re¬ 
gional  security  office  or  Office  of 
Security  should  be  given  by  the  opera¬ 
tions  element  calling  or  conducting 
the  conference  whenever : 

(i)  Classified  material  is  to  be  re¬ 
moved  from  its  normal  place  of 
storage  and  transmitted  or  carried  to 
the  conference  site. 

(ii)  Participants  are  not  personally 
known  to  have  appropriate  security 
clearance  by  the  officer  calling  or  con¬ 
ducting  the  classified  meetings  except 
when  the  participants  are  U.S.  citizen 
employees  of  the  Department,  AID,  or 
USIA,  or  regularly  assigned  U.S.  person¬ 
nel  at  diplomatic  and  consular  posts. 

(f)  Cameras.  Cameras  are  not  per¬ 
mitted  in  restricted  areas  or  restricted 
buildings  or  in  rooms  containing  classi¬ 
fied  material  without  prior  approval  from 
the  Office  of  Security  or  regional  security 
officer. 

(g)  Package  control.  In  unusual  or 
emergency  circumstances,  the  Office  of 
Security  or  regional  security  officer,  with 
the  approval  of  higher  authority,  may 
impose  such  restrictions  as  deemed  ap¬ 
propriate  to  insure  that  foreign  objects 
are  not  introduced  into  U.S.  Government 
facilities  or  classified  materials  are  not 
removed. 

(h)  Identification  of  employees.  Offi¬ 
cial  employee  identification  cards  are 
issued  and  controlled  by  the  Office  of 
Security  or  regional  security  officer. 

(i)  Entry  of  employees  in  buildings. 
Employees  must  present  authorized 
identification  cards  to  guards,  recep¬ 
tionists,  and/or  other  employees  on  re¬ 
quest  when  entering  buildings  or  re¬ 
stricted  areas  at  any  time. 

( j )  After  hours  access  to  buildings.  ( 1  > 
In  addition  to  showing  proper  identifica¬ 
tion,  all  employees  may  be  required  to 
sign  a  register  when  entering  or  leaving 
a  building  outside  of  regular  working 
hours. 

(2)  When  local  employees  are  required 
to  work  after  hours  in  post  buildings  and 
when  nonregular  employees,  contractors, 
etc.,  are  required  to  enter  or  remain  in 
buildings  after  working  hours,  the  U.S. 
officer  authorizing  the  work  must  obtain 
the  concurrence  of  the  Office  of  Security 
or  regional  security  officer  or  the  post 
security  officer.  Such  persons  must  sign 
in  and  out  on  the  appropriate  register. 
Nonregular  employees  and  contractors 
must  be  escorted. 

(k)  Loss  of  identification  cards.  When 
an  employee  identification  card  is  lost  in 
Washington,  a  memorandum  report  must 
be  submitted  immediately  to  the  Identifi¬ 
cation  Unit,  Office  of  Security.  A  card  lost 
at  a  post  must  be  reported  immediately 
to  the  Identification  Unit,  Office  of  Secu- 
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rity,  through  the  post's  administrative 
officer.  In  each  case,  the  report  should 
include  a  statement  of  the  circumstances 
surrounding  the  loss  and  the  details  of 
any  efforts  to  recover  the  card. 

(1)  Entry  of  visitors.  Visitors  are  not 
permitted  in  any  building  housing  classi¬ 
fied  material  or  operations  after  work¬ 
ing  hours,  unless  they  are  escorted  in 
and  out  of  the  building  by  a  U.S.  citizen 
employee.  Normally,  visitors  who  are 
escorted  in  and  out  of  a  building  after 
working  hours  are  required  to  register 
at  the  guard  desk. 

§  9.49  Security  plan*  for  office  moves. 

A  security  plan  must  be  devised  by  the 
unit  or  post  security  officer  concerned  to 
insure  that  proper  security  measures  are 
observed  during  office  moves.  The  Secu¬ 
rity  plan  must  then  be  forwarded  to  the 
Office  of  Security  or  regional  security  offi¬ 
cer  well  in  advance  of  the  intended  move. 
It  should  include  provisions  for  assuring 
that  repositories  of  classified  material  are 
securely  locked,  and  that  a  means  is  pro¬ 
vided  for  accounting  for  their  dispatch 
and  receipt  by  a  designated  U.S.  citizen 
employee.  While  in  transit,  repositories 
containing  classified  material  must  be 
accompanied  by  a  U.S.  citizen  employee. 

§  9.50  Communications  security 
(COMSEC). 

(a)  The  National  Security  Council 
Communications  Security  Directive  dated 
August  26,  1968,  affirms  that  the  security 
of  Federal  telecommunications  is  a 
national  responsibility,  “and  the  activ¬ 
ities  pertaining  thereto  must  be  so 
organized  and  managed  as  to  satisfy  the 
requirements  of  the  National  Security 
Council  and  the  departments  and  agen¬ 
cies  of  the  Government.’’  In  addition  to 
establishing  and  prescribing  specific  re¬ 
sponsibilities  and  authorities,  the  direc¬ 
tive  states  that  “Nothing  in  this  Directive 
shall  relieve  the  heads  of  the  individual 
departments  and  agencies  of  their  re¬ 
sponsibilities  for  executing  all  measures 
required  to  assure  the  security  of  Federal 
telecommunications .’  ’ 

(b)  Communications  security  regula¬ 
tions  are  authorized  by  section  9  of 
Executive  Order  11652,  which  states  in 
part: 

The  originating  Department  *  *  *  may 
impose,  in  conformity  with  the  provisions  of 
this  order,  special  requirements  with  respect 
to  access,  distribution  and  protection  of 
classified  information  and  material,  includ¬ 
ing  those  which  presently  relate  to  *  •*  * 
cryptography. 

(c)  Cryptographic  information  and  all 
material  used  in  the  encryption  or 
decryption  of  telegrams  are  protected  by 
law.  (See  18  U.S.C.  798  and  952,  quoted 
in  Appendix  III.) 

(d)  Responsibilities:  The  Office  of 
Communications,  Communications  Se¬ 
curity  Division  is  responsible  for  the 
development  of  regulations  and  proce¬ 
dures  for  the  control  of  communications 
security  and  is  responsible  for  prescrib¬ 
ing  or  approving  all  systems  and  tech¬ 
niques  used  in  any  manner  to  assure  the 
security  of  telecommunications.  Included 
are  the  application  of  protective  meas¬ 


ures  to  telecommunications  systems  and 
facilities  and  establishment  of  regula¬ 
tions  and  procedures  governing  the 
operation,  use,  modification,  or  removal 
from  use  of  such  systems  and  techniques. 

(e)  COMSEC  (Communications  Se¬ 
curity)  Officer: 

(1)  Designation.  The  principal  officer 
at  each  post  and  the  officer  in  charge  of 
a  major  functional  area  at  Washington, 
D.C.,  holding  cryptographic  or  other 
communications  security  must  appoint  a 
COMSEC  officer  or  personally  act  in  that 
capacity.  A  current  cryptographic  clear¬ 
ance  is  a  prerequisite  to  appointment. 

(2)  Responsibilities,  (i)  The  COMSEC 
officer  is  responsible  for  insuring  that  the 
communications  security  regulations  and 
procedures  are  observed  at  the  post  or 
unit,  and  for  the  prompt  investigation 
and  submission  of  reports  regarding 
violations.  The  detailed  responsibilities 
of  the  COMSEC  officer  are  contained  in 
the  current  edition  of  the  COMSEC  pub¬ 
lication  titled  “S/KAG-1”  and/or  “8/ 
KAO-150”  obtainable  from  the  COMSEC 
custodian. 

(ii)  Any  violation  of  communications 
regulations,  or  procedures  which  may  af¬ 
fect  the  security  of  telecommunications 
is  a  communications  security  violation 
and  must  be  reported  by  COMSEC  offi¬ 
cers  to  the  Communications  Security 
Division  on  Form  FS-507,  Report  of  Vio¬ 
lation  of  Communications  Security. 
When  such  a  violation  may  have  resulted 
in  the  compromise  of  classified  or  ad¬ 
ministratively  controlled  information, 
the  initial  report  must  be  by  official  tele¬ 
gram  from  posts,  or  by  telephone  from 
those  units  at  Washington,  D.C.  Detailed 
instructions  on  the  reporting  of  crypto¬ 
graphic  and  other  communications  secu¬ 
rity  violations  are  contained  in  the  cur¬ 
rent  edition  of  the  COMSEC  publication 
titled  “S/KAO— 150”  obtainable  from  the 
COMSEC  custodian  (See  also  §§  9.44, 
and  9.62.) 

(f)  COMSEC  (Communications  Secu¬ 
rity)  Custodian: 

(1)  Designation.  The  principal  officer 
at  each  post  and  the  officer  in  charge  of 
a  major  functional  area  at  Washington, 
D.C.,  holding  cryptographic  or  other 
communications  security  material  must 
appoint  an  employee  to  serve  as  COMSEC 
custodian  and  one  or  more  employees  to 
to  serve  as  alternates  or  must  personally 
act  as  COMSEC  custodian  and  appoint 
an  alternate  (s) .  A  current  cryptographic 
clearance  is  a  prerequisite  to  appoint¬ 
ment.  The  appointment  is  to  be  docu¬ 
mented  on  Form  DS-1657,  Crypto¬ 
custodian  and  Alternate  Cryptocus¬ 
todian;  the  completed  form  is  to  be  for¬ 
warded  to  the  Communications  Security 
Division  and  a  copy  retained  with 
COMSEC  account  records.  Personnel  of 
other  Departments  or  agencies  are  not 
to  be  appointed  either  COMSEC  cus¬ 
todian  or  alternate. 

(2)  Responsibilities.  The  COMSEC 
custodian  is  held  personally  responsible 
for  all  material  issued  to  the  COMSEC 
account.  The  detailed  responsibilities  of 
the  COMSEC  custodian  are  contained  in 
the  current  edition  of  the  COMSEC  pub¬ 
lication  titled  “S/KAG-1”  and/or  “S/ 


KAO-150”  obtainable  from  the  COMSEC 
custodian. 

(3)  Transfer  of  custody:  At  least  30 
days  prior  to  a  custodian's  departure 
from  the  assignment,  a  new  custodian  is 
to  be  appointed.  Both  the  incoming  and 
outgoing  custodian  are  to  conduct  an 
inventory  by  sight-checking  all  mate¬ 
rial  and  are  to  submit  a  report  on  SF- 
153,  COMSEC  Material  Report,  to  docu¬ 
ment  the  transfer  of  accountability  in 
accordance  with  §  9.55(c)(6).  The 
COMSEC  Central  Office  of  Record  is  to 
verify  the  report  with  its  records  and  is 
to  relieve  the  custodian  formally  of  ac¬ 
countability  for  the  material  when  any 
discrepancies  have  been  resolved.  The 
new  custodian  assumes  responsibility  for 
all  material  present  in  the  account  as  of 
the  time  the  new  custodian  signs  the 
report. 

§  9.51  Transmission  of  classified  and  ad¬ 
ministratively  controlled  telegrams. 

(a)  Electrical  transmission.  Classified 
or  administratively  controlled  telegrams 
must  be  encrypted  prior  to  transmission 
by  any  exposed  communications  chan¬ 
nel. 

(b)  Transmission  by  pouch  or  mail. 
(1)  Plain  text  copies  of  classified  or  ad¬ 
ministratively  controlled  telegrams 
must  be  transmitted  in  accordance  with 
the  regulations  for  other  documents  of 
similar  classification  or  control  designa¬ 
tion. 

(2)  A  cipher  text  may  be  transmitted 
by  unaccompanied  pouch  or  by  any 
postal  facilities.  Delivery  can  frequently 
be  expedited  by  this  means  when  courier- 
accompanied  pouch  service  is  not  avail¬ 
able.  Inquiries  regarding  this  type  of 
transmission  must  be  made  to  the  De¬ 
partment  or  post  communications  cen¬ 
ter. 

§  9.52  Protecting  classified  and  admin¬ 
istratively  controlled  telegrams. 

Sections  9.27,  9.35,  and  9.45  contain 
the  regulations  regarding  safeguarding 
and  dissemination  of  classified  and  ad¬ 
ministratively  controlled  information  in 
any  form.  No  special  regulations  are  ap¬ 
plied  to  the  handling,  use,  physical  stor¬ 
age,  downgrading,  and  declassification, 
dissemination,  or  reproduction  of  tele¬ 
grams. 

§  9.53  Cryptographic  clearance. 

(a)  Cryptographic  material  holds  the 
key  to  the  information  contained  in 
classified  or  administratively  controlled 
telegrams  and  requires  a  high  degree  of 
protection.  Authorization  for  access  to 
and/or  use  of  cryptographic  material, 
therefore,  must  be  limited  and  con¬ 
trolled. 

(b)  Cryptographic  clearance  is  the 
necessary,  specific  formal  authorization 
for  access  to  cryptographic  information. 

(c)  Principal  officers,  by  virtue  of  ap¬ 
pointment  and  office,  have  cryptographic 
clearance  and  no  formal  grant  of  clear¬ 
ance  is  necessary. 

(d)  Persons  possessing  cryptographic 
clearance  have  such  access  on  a  “need- 
to-know”  basis  only. 

(e)  Responsibility  for  clearances :  The 
Office  of  Communications  will  grant  the 
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formal  clearance  and  forward  necessary 
notification  for  those  employees  requir¬ 
ing  cryptographic  clearance  provided 
they  meet  the  established  criteria.  Cryp¬ 
tographic  clearances  remain  valid  as  in¬ 
dicated  in  paragraph  (h)  of  this  section 
except  that  they  may  be  revoked  for 
cause. 

(f)  Criteria  for  clearance:  Each  em¬ 
ployee  who  is  to  use  and/or  have  access  to 
cryptographic  systems  and  cryptographic 
information  must  be  a  U.S.  citizen  and 
must  have  a  clearance  for  access  to  Top 
Secret  information  based  on  a  full  field 
investigation. 

(g)  Categories  of  clearance:  Crypto¬ 
graphic  clearance  falls  into  two  cate¬ 
gories. 

(1)  Cryptographic  clearance  for  use. 
Cryptographic  Clearance  for  Use”  is  the 
prerequisite  to,  and  authorization  for 
operation,  keying,  and  maintenance  of 
cryptographic  systems  and  equipment  is¬ 
sued  by  the  Department  of  State. 

(2)  Cryptographic  clearance  for  access 
only.  “Cryptographic  Clearance  for  Ac¬ 
cess  Only”  is  the  prerequisite  to  and  au¬ 
thorization  for  access  to  crypto  informa¬ 
tion,  but  does  not  constitute  authoriza¬ 
tion  for  use  of  crypto  keying  material 
issued  by  the  Department. 

(h)  Effective  period: 

(1)  Cryptographic  clearance  granted 
by  the  Department  is  valid  only  for  the 
duration  of  the  assignment  of  the  indi¬ 
vidual  to  a  given  post,  except  that  it  may 
be  revoked  for  cause.  For  this  purpose, 
consecutive  tours  of  duty  at  the  same 
post  will  be  considered  one  assignment. 

(2)  Temporary  cryptographic  clear¬ 
ance  granted  by  a  principal  officer  is 
valid  only  for  the  duration  of  the  emer¬ 
gency.  The  Department  must  be  advised 
when  such  temporary  clearance  is  with¬ 
drawn. 

(i)  Cryptographic  clearance  for  use: 
All  clearances  in  this  category  must  be 
formally  granted  by  the  Department, 
except  that  in  an  emergency  the  princi¬ 
pal  officer  may  grant  temporary  “Crypto¬ 
graphic  Clearance  for  Use”  in  accordance 
with  paragraph  (k)  of  this  section.  Each 
employee  cleared  for  use  must  be  ade¬ 
quately  trained  in  the  cryptographic  sys¬ 
tems  to  be  used  and  must  maintain  a 
working  familiarity  with  communica¬ 
tions  duties  as  long  as  a  “use”  category 
clearance  is  held.  Failure  to  do  so  con¬ 
stitutes  just  cause  for  revocation  of 
clearance. 

(j)  Employees  trained  for  crypto¬ 
graphic  duties: 

(1)  The  Department  initiates  action 
covering  an  employee  trained  in  the  De¬ 
partment  for  cryptographic  duties  and 
notifies  the  post  or  the  appropriate 
operational  unit  in  the  United  States 
that  “Cryptographic  Clearance  for  Use” 
has  been  granted. 

(2)  The  post  should  request  Depart¬ 
mental  training  for  personnel  who  are  or 
will  be  designated  by  the  principal  officer 
to  serve  as  part-time  or  relief  communi¬ 
cators  prior  to  arrival  at  post  so  as  to 
avoid  on-the-job  training. 

(k)  Regional  communications  officers 
and  communications  technicians.  The 
Department  initiates  action  covering  re¬ 


gional  communications  officers  and  com¬ 
munications  technicians  and  notifies  the 
post  of  assignment,  and  all  posts  to  be 
visited  in  line  of  duty,  that  “Crypto¬ 
graphic  Clearance  for  Use”  has  been 
granted. 

(1)  Temporary  cryptographic  clear¬ 
ance  for  use.  The  principal  officer  in  an 
emergency  may  grant  a  temporary 
“Cryptographic  Clearance  for  Use”  in 
writing  to  any  U.S.  citizen  employee  of 
the  executive  branch  of  the  U.S.  Gov¬ 
ernment  who  is  cleared  for  access  to  Top 
Secret  information.  The  principal  officer 
must  inform  the  Communications  Se¬ 
curity  Division  by  telegram  designated 
“Limited  Official  Use”  at  the  time  clear¬ 
ance  is  granted.  The  notification  must 
provide  the  name  and  date  of  birth  and 
justification  for  such  authorization  ar»H 
the  anticipated  duration. 

(2)  Requests  for  “ Cryptographic  clear¬ 
ance  for  use.”  (i)  Requests  for  “Crypto¬ 
graphic  Clearance  for  Use”  for  those  per¬ 
sons  not  specifically  assigned  to  com¬ 
munications  duties,  but  who  may  be  re¬ 
quired  to  key  cryptographic  equipment, 
are  directed  to  the  Communications  Se¬ 
curity  Division.  No  person  can  be  allowed 
to  key  such  equipment  prior  to  receipt 
of  “Cryptographic  Clearance  for  Use.” 
When  clearance  is  received,  such  em¬ 
ployees  must  be  trained  in  keying  by 
qualified  personnel. 

(ii)  The  principal  officer  at  a  post  hav¬ 
ing  no  more  than  two  employees  assigned 
to  cryptographic  duties  may,  within  the 
limits  of  post  resources,  designate  at 
least  one  other  person  for  part-time  or 
relief  cryptographic  work.  He  must  re¬ 
quest  “Cryptographic  Clearance  for  Use” 
for  personnel  so  designated.  Part-time 
or  relief  cryptographic  personnel  may 
not  assume  these  duties  prior  to  receipt 
of  “Cryptographic  Clearance  for  Use” 
from  the  Communications  and  Security 
Division.  When  such  clearance  is  re¬ 
ceived  they  must  be  trained  on  the  job 
by  qualified  cryptographic  personnel  and 
be  required  to  maintain  a  working  fa¬ 
miliarity  with  their  cryptographic  duties. 
Continuation  of  clearance  is  contingent 
upon  successful  completion  of  on-the- 
job  training.  At  the  conclusion  of  the 
training,  the  post  must  certify  to  Com¬ 
munications  Security  Division  whether 
or  not  a  satisfactory  level  of  proficiency 
in  communications  operations  has  been 
reached. 

(iii)  Requests  for  “Cryptographic 
Clearance  for  Use”  are  to  be  submitted 
to  the  Communications  Security  Division 
giving  the  full  name,  date,  date  of  birth, 
grade,  and  function  of  the  person  for 
whom  clearance  is  requested. 

§  9.54  Cryptographic  clearance  for  ac¬ 
cess  only. 

Clearances  in  this  category  must  be 
formally  granted  by  the  Communications 
Security  Division  except  as  specified  in 
paragraph  (f )  of  this  section. 

(a)  Foreign  Service  Inspectors,  public 
members  of  inspection  teams,  profes¬ 
sional  security  officers,  and  auditors.  The 
Department  initiates  action  covering  au¬ 
ditors,  Foreign  Service  Inspectors,  public 
members  of  inspection  teams,  and  repre¬ 


sentatives  of  the  Office  of  Security,  such 
as  regional  security  officers,  technical  se¬ 
curity  officers,  etc.,  and  notifies  the  post 
of  assignment  (and/or  posts  to  be  visited 
in  line  of  duty)  that  “Cryptographic 
Clearance  for  Access  Only”  has  been 
granted. 

(b)  Personnel  of  the  Office  of  Com¬ 
munications  and  the  Office  of  Security. 
The  Department  initiates  action  covering 
personnel  of  the  Office  of  Security  a.  ad 
the  Office  of  Communications  wTho  do 
not  have  “Cryptographic  Clearance  for 
Use.”  These  persons  may  not  have  access 
to  cryptographic  material  and/or  infor¬ 
mation  until  formal  “Cryptographic 
Clearance  for  Access  Only”  is  forwarded 
to  the  office  or  division  in  which  they  are 
employed. 

(c)  Post  security  and  COM  SEC  of¬ 
ficers.  In  order  to  perform  their  assigned 
functions,  the  designated  post  security 
and  COMSEC  officers  require  crypto¬ 
graphic  clearance.  If  they  do  not  al¬ 
ready  possess  either  of  the  two  categories 
of  cryptographic  clearance,  “Crypto¬ 
graphic  Clearance  for  Access  Only”  must 
be  requested  for  them  in  accordance  with 
paragraph  (f)  of  this  section. 

(d)  Other  persons.  Requests  for 
“Cryptographic  Clearance  for  Access 
Only”  for  other  persons  whose  duties 
require  access  to  cryptographic  mate¬ 
rial  and/or  information  are  to  be  di¬ 
rected  to  the  Communications  Security 
Division. 

(e)  Requests  for  ‘‘Cryptographic  Clear¬ 
ance  for  Access  Only.”  Requests  for 
“Cryptographic  Clearance  for  Access 
Only”  are  to  be  submitted  to  the  Com¬ 
munications  Security  Division  giving  the 
full  name,  date  of  birth,  grade,  and  func¬ 
tion  of  the  person  for  whom  clearance  is 
requested  and  a  justification  for  the  re¬ 
quest. 

(f)  Temporary  “Cryptographic  Clear¬ 
ance  for  Access  Only.”  (1)  The  principal 
officer  in  an  emergency  may  grant  a  tem¬ 
porary  “Cryptographic  Clearance  for 
Access  Only”  in  writing  to  any  U.S.  citi¬ 
zen  employee  of  the  executive  branch  of 
the  U.S.  Government  who  is  cleared  for 
access  to  Top  Secret  information.  The 
principal  officer  must  inform  the  Com¬ 
munications  Security  Division  by  tele¬ 
gram  designated  “Limited  Official  Use” 
at  the  time  clearance  is  granted.  The 
notification  must  provide  the  name 
and  date  of  birth  and  justification  for 
such  authorization  and  the  anticipated 
duration. 

(2)  Concurrent  with  a  request  to  the 
Communications  Security  Division  for 
formal  clearance,  the  principal  officer 
may  grant  temporary  “Cryptographic 
Clearance  for  Access  Only”  to  personnel 
having  management  or  supervisory  re¬ 
sponsibility  for  communications,  pro¬ 
vided  such  employees  meet  the  criteria 
in  §  9.53(f).  When  such  a  clearance  has 
been  granted,  so  state  in  the  request  to 
the  Communications  Security  Division 
for  formal  clearance. 

§  9.55  COMSEC  material  control. 

The  COMSEC  material  control  sys¬ 
tem  is  designed  to  afford  maximum 
physical  security  consistent  with  maxi- 
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mum  utilization  of  communications  se- 
surity  material  through  positive  and 
continuing  control  during  its  production, 
storage,  handling,  physical  transmission, 
and  disposition.  The  systems  manage¬ 
ment  function  and  the  special  measures 
prescribed  governing  access  to  and  phys¬ 
ical  transmission  of  storage,  destruction, 
and  accountability  of  COMSEC  material 
are  the  means  by  which  the  control  is  to 
be  established  and  maintained. 

(a)  Management  of  COMSEC  Sys¬ 
tems.  The  Communications  Security 
Division  (OC/S)  is  responsible  for  man¬ 
aging  the  COMSEC  assets  of  the  Depart¬ 
ment  of  State  to  ensure  the  proper  and 
most  effective  use  of  the  equipment  and 
materials  involved.  Requests  must  be 
submitted  to  and  approved  by  OC/S  prior 
to  a  transfer  or  issue  of  new  or  existing 
equipment  or  material  accounted  for  in 
the  COMSEC  material  control  system  ex¬ 
cept  in  an  emergency  involving  safety 
of  human  life  or  the  COMSEC  material. 
Requests  for  a  change  in  types  of  COM¬ 
SEC  equipment  or  material  or  services 
to  satisfy  new  or  changing  requirements 
are  to  be  submitted  to  OC/S  for  approval. 
Specific  information  can  be  found  in  the 
current  edition  of  the  publication  title 
“S/KAG-1”  and/or  “S/KAO-150”  ob¬ 
tainable  from  the  COMSEC  custodian. 

(b)  Access  to  COMSEC  material.  Ac¬ 
cess  to  COMSEC  material  or  informa¬ 
tion  requires  that  the  individual  possess 
a  security  clearance  equivalent  to  the 
level  of  classification  of  the  material,  and 
a  need-to-know.  In  addition,  access  to 
cryptographic  information  requires  for¬ 
mal  authorization  in  the  form  of 
cryptographic  clearance  granted  in  ac¬ 
cordance  with  §  9.53. 

(c)  Transmission  of  COMSEC  mate¬ 
rial — (1)  Authorization  for  transfer.  Ex¬ 
cept  in  an  emergency  only  the  COMSEC 
custodian  or  alternate,  with  prior  OC/S 
approval  is  to  transfer  COMSEC  mate¬ 
rial  either  within  or  outside  the  post  or 
unit  of  assignment  or  responsibility.  In 
an  emergency,  preferably  the  COMSEC 
custodian  or  alternate  should  transfer 
COMSEC  material. 

(2)  Package  preparation.  All  packages 
or  envelopes  containing  accountable 
COMSEC  material  are  to  be  marked  or 
stamped  “To  Be  Opened  Only  by  the 
COMSEC  Custodian”  and  are  to  be  reg¬ 
istered  (JF-14) .  Packages  or  envelopes 
containing  cryptographic  material  (that 
is,  COMSEC  material  bearing  the  mark¬ 
ing  “CRYPTO”)  or  other  classified 
COMSEC  material  bearing  an  account¬ 
ing  or  register  number  are  to  be  stamped 
or  marked  “Top  Secret”  if  the  material 
is  Top  Secret,  or  stamped  or  marked  “Re¬ 
quires  Handling  as  Top  Secret”  if  the 
material  is  classified  lower  than  Top  Se¬ 
cret.  Packages  or  envelopes  containing 
accountable  COMSEC  material  that  does 
not  bear  an  accounting  or  register  num¬ 
ber  are  to  be  marked  or  stamped  with  a 
classification  reflecting  the  classification 
of  the  contents.  Additional  information 
is  found  in  the  current  edition  of  the 
COMSEC  publication  titled  “S/KAG-1” 
and/or  “S/KAO-150”  obtainable  from 
the  COMSEC  custodian. 

(3)  Method  of  transportation  ( ship¬ 
ment) .  Cryptographic  material  (that  is. 


COMSEC  material  bearing  the  marking 
“Crypto”)  and  other  classified  COMSEC 
material  bearing  an  accounting  or  reg¬ 
ister  number  are  to  be  transmitted  in  the 
custody  of  and  under  constant  surveil¬ 
lance  of  a  courier  designated  or  approved 
by  the  department  for  the  handling  of 
Top  Secret  material,  using  handling  pro¬ 
cedures  specified  for  Top  Secret  mate¬ 
rial  in  §  9.40.  Accountable  COMSEC 
material  that  does  not  bear  an  account¬ 
ing  or  register  number  is  to  be  transmit¬ 
ted  using  the  same  method  as  for  other 
information  of  equal  classification  except 
that  the  package  is  to  be  registered 
(using  JF-14,  Diplomatic  Pouch  Mail 
Registration) .  Additional  information  is 
found  in  the  current  edition  of  the  COM 
SEC  publication  titled  “S/KAG-1”  and/ 
or  “S/KAO-150”  obtainable  from  the 
COMSEC  custodian. 

(4)  Storage  of  COMSEC  Material.  All 
cryptographic  material  (that  is,  COM 
SEC  material  bearing  the  marking 
“Crypto”)  and  other  COMSEC  mate¬ 
rial  bearing  an  accounting  or  register 
number  must  be  stored  as  specified  in 
the  current  edition  of  the  COMSEC 
publication  titled  “S/KAG-1”  and/or 
“S/KAO-150”  obtainable  from  the  COM¬ 
SEC  custodian.  All  other  COMSEC  mate¬ 
rial  is  to  be  stored  in  the  same  manner 
as  non- COMSEC  material  of  equal 
classification. 

(5)  Destruction  of  COMSEC  ma¬ 
terial — (i)  Routine.  When  destruction  is 
authorized,  accountable  COMSEC  ma¬ 
terial  is  to  be  destroyed  beyond  any 
possibility  of  recovery  by  two  persons 
possessing  a  current  cryptographic  clear¬ 
ance  and  the  destruction  is  to  be  docu¬ 
mented  (subparagraph  (5)).  The  de¬ 
struction  of  certain  types  of  COMSEC 
material  requires  that  the  COMSEC  cus¬ 
todian  be  one  of  the  persons.  Additional 
information  is  found  in  the  current  edi¬ 
tion  of  the  COMSEC  publication  titled 
“S/KAG-1”  and/or  “S/KAO-150”  ob¬ 
tainable  from  the  COMSEC  custodian. 

(ii)  Emergency.  All  activities  conduct¬ 
ing  cryptographic  operations  and/or 
holding  classified  COMSEC  material 
must  consider  and  plan  for  the  possi¬ 
bility  of  an  emergency  which  could 
expose  COMSEC  material  to  possible 
compromise.  Plans  must  be  made,  and 
facilities  provided,  which  will  prevent 
entirely,  or  at  least  minimize,  the  ex¬ 
tent  and  effects  of  such  a  compro¬ 
mise.  A  destruction  plan  must  be 
formulated  by  the  COMSEC  officer  in 
conjunction  with  the  security  officer 
at  each  post,  and  the  necessary  equip¬ 
ment  must  be  readily  available  to  effect 
the  destruction  of  COMSEC  material 
and  equipment  in  an  emergency.  Specific 
guidelines  pertinent  to  all  aspects  of 
emergency  planning  and  execution,  in¬ 
cluding  types  of  emergencies,  the  emer¬ 
gency  plan,  precautionary  destruction 
priorities,  and  necessary  reports,  are 
found  in  the  current  edition  of  the 
COMSEC  publication  titled  “S/KAG-1” 
and/or  “S/KAO-150”  obtainable  from 
the  COMSEC  custodian. 

(6)  Accountability  of  COMSEC  Ma¬ 
terial—  (i)  COMSEC  Central  Office  of 
Record  (COR).  A  COMSEC  accounting 


system  is  to  be  maintained  by  the  COR 
in  the  Communciations  Security  Divi¬ 
sion  (OC/S)  to  provide  rapid  and  ac¬ 
curate  identification  and  location  of  all 
COMSEC  material  held  by  any  organi¬ 
zation  element  within  the  Department  of 
State. 

(ii)  COMSEC  accounts.  A  COMSEC 
account  is  to  be  established  and  main¬ 
tained  by  the  COMSEC  custodian  and 
one  or  more  alternates  at  each  post  and 
major  functional  area  at  Washington, 
D.C.,  holding  communications  security 
material.  The  COR  is  to  establish  regu¬ 
lations  and  procedures  for  operation  of 
each  COMSEC  account  to  provide  a  uni¬ 
form  reporting  and  inventory  system 
which  will  permit  a  complete  “audit 
trail”  of  every  item  of  COMSEC  mate¬ 
rial.  The  detailed  regulations  and  pro¬ 
cedures  are  located  in  the  current  edition 
of  the  COMSEC  publication  titled  “S/ 
KAG-1”  and/or  “S/KAO-150”  obtainable 
from  the  COMSEC  custodian. 

(iii)  COMSEC  transaction  reports.  In 
order  that  a  complete  record  may  be 
maintained  of  each  COMSEC  item,  re¬ 
ports  must  be  made  on  SF-153,  COMSEC 
material  report,  or  other  form  specified 
by  the  COR  to  record  each  transaction 
(e.g.,  shipment,  inventory,  destruction, 
transfer  of  custodian)  involving  the  ma¬ 
terial.  The  reports  are  to  be  prepared  and 
forwarded  to  the  COR  in  OC/S  in  ac¬ 
cordance  with  instructions  detailed  in 
the  current  edition  of  the  COMSEC  pub¬ 
lication  titled  “S/KAG-1”  and/or  “S/ 
KAO-150”  obtainable  from  the  COMSEC 
custodian. 

(iv)  Periodic  physical  inventory.  In¬ 
ventories  are  required  for  physical  se¬ 
curity  and  COMSEC  material  manage¬ 
ment  reasons.  In  accordance  with  the 
detailed  instructions  in  the  current  edi¬ 
tion  of  the  COMSEC  publication  titled 
“S/KAG-1”  and/or  “S/KAO-150”  ob¬ 
tainable  from  the  COMSEC  custodian,  a 
complete  physical  inventory  of  each 
COMSEC  account  is  to  be  conducted 
periodically,  whenever  there  is  a  change 
in  COMSEC  custodians  (see  also  §  9.50) 
during  regularly  scheduled  security  sur¬ 
veys  by  the  regional  security  officer  or 
as  directed  by  the  COR.  The  periodic 
inventory,  on  the  specified  date,  is  to 
be  conducted  by  the  COMSEC  cus¬ 
todian  of  the  account  and  another  in¬ 
dividual  possessing  a  current  crypto¬ 
graphic  clearance.  In  any  inventory,  both 
individuals  are  to  sight  check  each  item 
in  the  account  as  the  basis  for  signing 
the  certification  required  by  the  instruc¬ 
tions  in  the  effective  edition  of  the 
COMSEC  publication  titled  “S/KAG-1” 
and/or  “S/KAO-150”  obtainable  from 
the  COMSEC  custodian. 

§  9.56  Access  to  code  room. 

(a)  Only  individuals  whose  duties  re¬ 
quire  it  and  who  have  been  specifically 
authorized  by  the  principal  officer  may 
enter  the  code  room.  The  names  of  per¬ 
sonnel  authorized  to  enter  this  room  dur¬ 
ing  normal  operations  must  be  posted 
inside  the  code  room  entrance.  The  list 
must  include  all  regular  employees  as¬ 
signed  to  the  code  room  as  well  as  those 
whose  duties  may  require  occasional  ad- 
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mittance  during  normal  operations.  In¬ 
dividuals  listed  must  have  a  Department 
of  State  cryptographic  clearance;  or  be 
a  U.S.  citizen  employee  of  the  executive 
branch  of  the  U.S.  Government  with  Top 
Secret  clearance  and  be  formally  author¬ 
ized  access  to  cryptographic  information 
by  the  employing  department  or  agency. 
Verification  of  Top  Secret  clearance  and 
verification  of  authorization  for  access 
to  cryptographic  information  must  be 
obtained  in  writing  prior  to  allowing 
those  individuals  access  to  the  code  room. 
Such  employees  of  other  agencies  are 
not  to  have  access  to  telegrams,  partic¬ 
ularly  those  bearing  restrictive  captions, 
or  physical  access  to  cryptographic  key¬ 
ing  material  issued  by  the  Department 
of  State  on  the  basis  of  being  granted  ac¬ 
cess  to  the  code  room. 

(b)  U.S.  citizen  employees  of  the  exec¬ 
utive  branch  of  the  UJS.  Government  not 
included  on  the  authorized  entrance  list 
must  meet  access  requirements  pre¬ 
scribed  in  appropriate  communications 
security  publications,  and  additionally 
must  be  specifically  authorized  by  the 
principal  officer  to  enter  the  code  room. 

(c)  Non-U.S.  citizen  personnel  access 
to  code  rooms  is  covered  in  appropriate 
communications  security  documents  ob¬ 
tainable  from  the  COMSEC  custodian. 

$  9.57  Unauthorized  material. 

Equipment,  devices,  materials,  or  codes 
and  authentication  schemes  intended  to 
provide  security,  privacy,  or  authentica¬ 
tion  to  information  transmitted  by  elec¬ 
trical  means  (radio,  telephone,  wireline, 
etc.)  not  furnished  or  authorized  for  use 
by  the  Communications  Security  Divi¬ 
sion  are  not  to  be  used. 

§  9.58  Administration  of  security  regu¬ 
lations. 

(a)  Office  of  Security.  The  Office  of 
Security  is  responsible  for  developing, 
defining,  inspecting,  and  advising  on  fa¬ 
cilities,  procedures,  and  controls  for  safe¬ 
guarding  classified  material,  and  for  the 
enforcement  of  these  regulations  as  they 
pertain  to  such  material  in  the  domest.c 
and  field  services.  It  establishes  inspec¬ 
tion  programs  and  maintains  active 
training  and  orientation  programs  for 
employees  concerned  with  classified  in¬ 
formation  and  material  to  impress  upon 
each  employee  his  individual  responsi¬ 
bility  for  exercising  vigilance  and  care 
in  complying  with  the  provisions  of  these 
regulations.  These  programs  Include  a 
continuing  review  of  the  implementation 
of  these  regulations  to  insure  that  na¬ 
tional  security  material  is  properly  safe¬ 
guarded. 

(b)  Office  of  Communications.  The 
Office  of  Communications,  Department 
of  State,  is  responsible  for  providing  fa¬ 
cilities  to  afford  protection  in  transit  of 
classified  information  transmitted  elec¬ 
trically.  It  establishes  and  maintains 
communications  security  procedures  and 
controls  for  the  use  of  these  facilities. 
It  administers  a  training  program  for 
personnel  assigned  to  communications 
duties. 

(c)  Regional  security  officers.  Under 
the  direction  of  the  Deputy  Assistant 
Secretary  for  Security,  regional  security 


officers  assist  and  advise  principal  offi¬ 
cers  in  discharging  security  responsibil¬ 
ities.  They  assist  and  advise  post  security 
officers  and  conduct  security  surveys  of 
all  overseas  establishments,  including 
facilities  occupied  by  personnel  of  other 
Federal  agencies  under  the  jurisdiction 
of  the  principal  officer. 

§  9.59  Post  security  program. 

(a)  Designation  of  post  security  offi¬ 
cers.  A  post  security  officer  and  deputy 
must  be  designated  by  the  principal  offi¬ 
cer  at  each  post  to  assist  in  carrying  out 
the  post’s  security  responsibilities.  At  a 
post  where  a  regional  security  officer  is 
stationed  that  officer  assumes  the  func¬ 
tions  of  the  post  security  officer,  in  addi¬ 
tion  to  regional  security  responsibilities. 
At  a  post  where  a  regional  security  offi¬ 
cer  is  not  stationed  the  administrative 
officer  should  generally  be  designated  as 
the  post  security  officer.  Written  notifi¬ 
cation  of  post  deputy  post  security  officer 
designations  and  changes  must  be  made 
to  the  appropriate  regional  security 
office. 

(b)  Designation  of  post  unit  security 
officer.  At  each  post,  the  post  security 
officer  determines  the  number  of  unit  se¬ 
curity  officers  required  and  their  individ¬ 
ual  areas  of  jurisdiction.  Such  designa¬ 
tions  must  be  made  in  writing  and  for¬ 
warded  to  the  regional  security  officer. 
Designation  of  AID  overseas  unit  secu¬ 
rity  officers  must  be  made  with  the  con¬ 
currence  of  the  principal  AID  officer  and 
the  AID  Office  of  Security. 

(c)  Responsibilities  of  post  and  unit 
security  officers.  Employees  designated 
as  post  or  unit  security  officers  perform 
the  security  duties  prescribed  for  them 
in  addition  to  the  duties  of  their  regular 
positions.  Each  post  security  officer  main¬ 
tains  active  training  and  orientation 
program  at  the  post  to  impress  each  em¬ 
ployee  w.th  individual  responsibility  for 
exercising  vigilance  and  care  in  comply¬ 
ing  with  the  provisions  of  the  security 
regulations.  The  post  security  officer 
maintains  liaison  with  the  regional  secu¬ 
rity  officer  and  otherwise  assists  in  the 
general  administration  of  the  security 
program  within  the  assigned  area  of 
jurisdiction.  In  addition  to  the  general 
duties  and  responsibilities  set  forth 
above,  the  post  or  unit  security  officer 
performs  the  specific  duties  prescribed 
in  the  various  parts  of  these  regulations 
and  such  other  security  duties  as  may  be 
required  by  the  regional  security  officer. 
Unit  security  officers  assist  the  post 
security  officer  within  their  areas  of 
jurisdiction. 

(d)  Designation  of  Top  Secret  control 
officer  and  alternate  at  posts.  At  each 
po6t,  a  Top  Secret  control  officer  and  at 
least  one  alternate  are  designated  to 
control  and  maintain  accountability 
records  of  material  classified  Top  Secret 
(except  COMSEC)  in  the  custody  of  the 
posts.  At  diplomatic  missions,  the  Top 
Secret  control  officer  normally  is  the  dep¬ 
uty  chief  of  mission  and  the  primary 
alternate  is  the  communications  and  rec¬ 
ords  supervisor.  At  consular  establish¬ 
ments,  the  Top  Secret  control  officer 
normally  Is  the  principal  officer  and  the 
primary  alternate  is  the  officer  or  em¬ 


ployee  with  primary  responsibility  for 
communications.  The  number  of  alter¬ 
nates  should  be  limited  to  the  minimum 
required  to  meet  operational  needs.  When 
Top  Secret  control  officers  and  alternates 
are  designated  by  the  principal  officer,  no 
action  other  than  written  notification  to 
the  regional  security  officer  is  required. 
The  written  notification  should  include 
the  names  and  functional  titles  of  the 
designees  and  the  date  of  designation. 

§  9.60  Domestic  security  program. 

( a)  Designation  of  principal  unit  secu¬ 
rity  officers  in  the  domestic  service.  Each 
officer  in  charge  of  a  major  functional 
area  may  designate  two  officers,  for  the 
concurrence  of  the  Office  of  Security,  to 
serve  as  the  principal  unit  security  officer 
and  alternate.  They  assist  the  nominat¬ 
ing  officer  in  carrying  out  day-to-day 
operational  responsibilities  for  the  secu¬ 
rity  of  the  area. 

(b)  Responsibilities  of  the  principal 
unit  security  officer  in  the  domestic 
service.  The  principal  unit  security  officer 
nominates  two  officers  each  for  the  unit 
security  officer  and  Top  Secret  control 
officer  positions  required  in  component 
organizational  elements,  or  one  officer  to 
fill  more  than  one  of  the  primary  posi¬ 
tions.  The  Office  of  Security  designates 
one  of  the  two  nominees  as  the  unit  secu¬ 
rity  officer  and,  unless  requested  other¬ 
wise,  another  as  the  Top  Secret  control 
officer,  and  the  remainder  as  alternates. 
The  principal  unit  security  officer  is  re¬ 
sponsible  for  submitting  the  names  of 
nominees  to  the  Office  of  Security  to  en¬ 
sure  that  the  designations  are  made,  and 
that  the  unit  area  is  otherwise  effectively 
organized  and  equipped  to  carry  out  its 
security  responsibilities. 

(c)  Duties  and  responsibilities  of  unit 
security  officers  in  the  domestic  services. 
Employees  designated  as  unit  security 
officers  and  alternates  perform  the  duties 
prescribed  for  them  in  addition  to  the 
duties  of  their  regular  positions.  Each 
unit  security  officer  maintains  an  active 
training  and  orientation  program  for 
employees  of  the  unit  area  and  impresses 
each  such  employee  with  individual  re¬ 
sponsibility  for  exercising  vigilance  and 
care  in  complying  with  the  provisions  of 
the  security  regulations.  The  unit'  secu¬ 
rity  officer  maintains  liaison  with  the  ap¬ 
propriate  security  officer  in  the  Office  of 
Security  and  otherwise  assists  in  the 
general  administration  of  the  security 
program  within  the  assigned  area  of 
jurisdiction.  In  addition  to  the  general 
duties  and  responsibilities  set  forth 
above,  such  officer  performs  the  specific 
security  duties  prescribed  in  the  various 
parts  of  these  regulations  and  such  other 
security  duties  as  may  be  prescribed. 

(d)  Duties  and  responsibilities  of  Top 
Secret  control  officer  and  alternate.  Top 
Secret  control  officers  formally  desig¬ 
nated  according  to  §§  9.59(d)  and  para¬ 
graph  (a)  of  this  section  have  the  follow¬ 
ing  responsibilities  and  duties: 

(1)  Assign  appropriate  Top  Secret 
control  numbers  to  Top  Secret  docu¬ 
ments  originating  or  received  within 
their  area  without  a  control  number.  In 
USIA,  see  8  9.35(e). 
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(2)  Maintain  required  records  of  in¬ 
coming  and  outgoing  Top  Secret 
documents. 

(3)  Maintain  a  permanent  register  to 
account  for  all  Top  Secret  documents 
either  originating  in  or  used  in  the  area 
(using  JF-10  Record  of  Top  Secret  ma¬ 
terial,  or  similar  log,  or  JF-9  Top  Secret 
cover  sheet,  or  JF-6,  Classified  Material 
Receipt,  and  prepare  annual  inventories 
of  Top  Secret  documents. 

(4)  Consolidate  Top  Secret  docu¬ 
ments  when  desirable  to  simplify  work 
procedures. 

(5)  Exercise  stringent  controls  on  the 
reproduction  of  Top  Secret  documents. 

(6)  Change  classification  when  di¬ 
rected  by  appropriate  authority. 

(7)  Destroy  or  arrange  for  the  de¬ 
struction  of  Top  Secret  documents. 

(8)  Retire  or  arrange  for  the  retire¬ 
ment  of  Top  Secret  documents. 

(9)  Maintain  liaison  with  the  Office  of 
Security  or  regional  security  officer  on 
all  matters  relating  to  the  account¬ 
ability  for  the  safeguarding  of  Top 
Secret  documents. 

§  9.61  Security  briefing  of  employees. 

(a)  New  employees.  All  new  U.S.  citi¬ 
zen  employees  must  be  afforded  indepth 
security  briefings  concerning  Executive 
Order  11652  and  National  Security  Coun¬ 
cil  Directives.  Each  employee  is  provided 
with  a  copy  of  the  security  regulations  or 
told  where  these  regulations  are  avail¬ 
able.  Each  new  employee  is  also  required 
to  read  and  sign  JF-4,  Security  Acknowl¬ 
edgement,  at  the  time  of  initial  security 
briefing.  In  addition,  it  is  the  responsibil¬ 
ity  of  the  post  concerned  to  insure  that 
all  newly  assigned  or  newly  employed 
U.S.  citizen  personnel  are  given  security 
briefings. 

(b)  Terminating  personnel.  Personnel 
at  all  levels  of  employment  and  without 
exception,  when  terminating  employ¬ 
ment  or  contemplated  separation  for  60 
days  or  more,  are  given  security  briefing 
concerning  their  continued  responsibility 
to  safeguard  classified  information.  The 
briefing  includes  information  pertinent 
to  laws  and  regulations  concerned  with 
the  protection  and  disclosure  of  classified 
information  and  the  execution  of  JF-3, 
Separation  Statement. 

§  9.62  Enforcement  of  security  regula¬ 
tions. 

Section  13  of  Executive  Order  11652 
directs  that  the  head  of  each  Department 
take  prompt  and  stringent  administra¬ 
tive  action  against  any  officer  or  em¬ 
ployee  of  the  United  States,  at  any  level 
of  employment,  determined  to  have  been 
knowingly  responsible  for  any  release  or 
disclosure  of  national  security  informa¬ 
tion  or  material,  except  in  manner  au¬ 
thorized  by  the  order  and,  where  a  viola¬ 
tion  of  criminal  statutes  may  be  involved, 
to  refer  any  such  case  promptly  to  the 
Department  of  Justice. 

(a)  Reports  of  violation:  Guards  and 
other  persons  specifically  designated  are 
responsible  for  making  inspections  dur¬ 
ing  and  after  working  hours  to  ensure 
that  these  regulations  for  safeguarding 
classified  material  are  being  properly  ob¬ 
served.  Their  official  duties  authorize 


their  entry  into  any  unprotected  office  at 
any  time.  In  addition,  each  employee 
must  inform  the  appropriate  security 
officer  orally  or  in  writing  of  any  im¬ 
proper  observance  or  poor  security  prac¬ 
tice  which  comes  to  the  employee’s 
attention  in  order  that  remedial  action 
may  be  taken. 

(b) (1)  Guards  and  employees  specifi¬ 
cally  designated  for  security  functions 
(excluding  the  closing  hours  security 
check,  when  subsequent  inspection  will 
be  conducted)  must  submit  JF-11,  No¬ 
tice  of  a  Security  Violation,  identifying 
apparent  violations  to  the  next  higher 
level  in  the  chain  of  security  operations. 
Reports  of  security  violations  are  pre¬ 
pared  on  JF-12,  Record  of  Violation,  and 
should  include,  at  a  minimum,  the  infor¬ 
mation  required  to  respond  to  the  in¬ 
structions  printed  on  the  reverse  side. 

(2)  If  any  violation  of  the  security 
regulations  results  in  the  loss,  theft,  or 
unauthorized  viewing  of  cryptographic 
material  or  the  transmission  of  an  un¬ 
encrypted  classified  telegram  by  an  ex¬ 
posed  communication  channel,  a  report 
must  also  be  made  immediately  by  tele¬ 
gram  to  the  Office  of  Communicntions, 
Department  of  State.  (See  §  9.44  for  re¬ 
porting  missing  or  compromised  ma¬ 
terial.)  It  is  mandatory  that  the  JF-12  be 
unclassified.  If  material  is  considered 
compromised,  or  if  for  other  reasons  a 
classified  report  is  advisable,  the  report 
should  be  submitted  in  a  separate  memo¬ 
randum  and  be  referred  to  in  the  JF-12. 

(c)  Violations  by  employees  of  other 
agencies.  Violations  are  reported  and 
processed  for  employees  of  other  Fed¬ 
eral  agencies  in  the  same  manner  as 
above. 

(d>  Evaluation  of  security  violations. 
(1)  All  reports  of  infractions  of  the  se¬ 
curity  regulations  will  be  evaluated  ini¬ 
tially  by  the  post  or  unit  security  officer 
(except  communications  security  viola¬ 
tions)  to  determine  whether  or  not  a 
violation  may  have  occurred.  If  a  viola¬ 
tion  has  occurred,  appropriate  remarks 
will  be  included  on  the  JF-12,  Record  of 
Violation,  and  it  will  be  forwarded  to 
the  Office  of  Security  through  the  unit 
security  officer  or  the  regional  security 
officer.  While  the  presumption  of  re¬ 
sponsibility  for  a  violation  will  be  guided 
by  the  principle  of  primary  and  indi¬ 
vidual  responsibility  as  defined  in  5  9.2 
(a)  and  (b),  supervisors  may  be  held 
responsible  for  failure  to  provide  effec¬ 
tive  organizational  security  procedures, 
particularly  when  other  than  normal 
conditions  cause  the  interruption  of  rou¬ 
tine  security  procedures  or  controls  that 
are  not  normally  the  sole  responsibility 
of  any  individual.  Substantive  conflict¬ 
ing  disclaimer  or  statement  of  mitiga¬ 
tion  in  section  2  of  the  JF-12  must  be 
resolved  or  responded  to  by  the  investi¬ 
gating  officer  before  the  form  is  for¬ 
warded  for  adjudication. 

(2)  Violation  reports  in  all  cases  will 
be  made  a  matter  of  record  pending 
final  adjudication  and,  at  posts,  a  copy 
of  the  report  will  be  placed  in  the  em¬ 
ployee’s  personnel  file.  If,  after  adjudi¬ 
cation,  it  is  determined  that  a  security 
violation  should  not  be  charged  to  the 
employee,  the  Office  of  Security  will  so 


notify  the  employee  and  instruct  the 
unit,  post,  or  regional  security  officers 
concerned  to  amend  their  records  ac¬ 
cordingly,  after  the  foregoing  period.  The 
Office  of  Security  will  determine  whether 
first  violations  should  be  submitted  with 
recommendations  to  the  responsible 
personnel  office.  All  subsequent  viola¬ 
tions  will  be  forwarded  with  recommen¬ 
dations  for  appropriate  action  to  the 
personnel  office  unless  2  years  have 
elapsed  or  in  AID  and  USIA,  unless  1 
year  has  elapsed.  The  Office  of  Security 
may,  in  its  discretion,  treat  a  subsequent 
violation  as  a  first  violation. 

§  9.63  Disciplinary  action  for  security 
violations. 

(a)  For  State  and  AID.  After  an  af¬ 
firmative  adjudication  of  a  violation  one 
of  the  following  actions  may  be  taken 
under  applicable  personnel  rules  and 
regulations: 

(1)  Letter  of  warning; 

(2)  Letter  of  reprimand; 

(3)  Administrative  action  less  than 
dismissal;  or 

(4)  Dismissal. 

As  the  occasions  demand,  reports  of 
charged  security  violations  may  be  placed 
in  the  employee’s  permanent  personnel 
and  security  files.  The  Office  of  Security 
will  recommend  to  the  responsible  per¬ 
sonnel  office  that  disciplinary  action  be 
taken  when  such  action  is  indicated.  The 
responsible  personnel  office  has  final  au¬ 
thority  and  responsibility  to  take  disci¬ 
plinary  action  with  respect  to  security 
violations-.  However,  should  circum¬ 
stances  warrant,  the  department  may 
take  action  under  the  provisions  of  sec¬ 
tion  13  of  Executive  Order  11652  and 
Executive  Order  10450. 

(b)  U.S.  Information  Agency.  (1)  After 
an  affirmative  adjudication  of  a  violation 
the  following  actions  may  be  taken 
under  applicable  personnel  rules  and 
regulations : 

(a)  First  violation — Letter  of  Warn¬ 
ing; 

(b)  Second  violation — Letter  of  Rep¬ 
rimand  ; 

(c)  Third  violation — Suspension  with¬ 
out  pay  for  1  day. 

The  above  progression  of  penalties  is 
normally  followed  for  a  succession  of 
violations  that  result  from  unintentional 
errors  of  omission.  Where  particularly 
serious  violations  result  from  errors  of 
commission,  more  severe  penalties  may 
be  recommended,  including  more  than  1 
day’s  suspension  without  pay,  reassign¬ 
ment  to  a  nonsensitive  position,  or 
dismissal. 

(2)  Report  of  a  first  violation  is  filed 
in  the  employee’s  permanent  security 
file,  but  is  not  forwarded  for  inclusion 
in  the  employee’s  permanent  personnel 
file  unless  it  is  to  be  considered  along 
with  a  subsequent  violation*  for  disci¬ 
plinary  action  of  a  letter  of  reprimand 
or  greater  penalty.  Reports  of  violation 
that  result  in  disciplinary  action  greater 
than  a  letter  of  warning  are  forwarded 
for  inclusion  in  the  employee’s  perma¬ 
nent  personnel  file  as  well  as  the  security 
file.  The  Office  of  Personnel  has  final 
authority  and  responsibility  to  take  dis- 
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ciplinary  action  with  respect  to  security 
violations.  However,  should  circum¬ 
stances  warrant,  the  Office  of  Security 
may  initiate  action  under  the  provisions 
of  Executive  Order  10450  and  section  13 
of  Executive  Order  11652. 

§  9.64  Abuse  of  classification  and  de¬ 
classification  policies. 

The  Council  on  Classification  Policy  is 
responsible  for  recommending  appropri¬ 
ate  administrative  action  against  any 
officer  or  employee  who  unnecessarily 
classifies  or  overclassifies  information  or 
material,  including  warning  letter,  for¬ 
mal  reprimand,  and  to  the  extent  per¬ 
mitted  by  law  suspension  without  pay, 
and  removal. 

§  9.65  Applicable  criminal  laws. 

Penalties  of  fine  and  imprisonment 
are  established  by  statute  for  the  un¬ 
authorized  disclosure,  dissemination, 
communication,  furnishing,  transmis¬ 
sion,  or  other  unlawful  release  of  classi¬ 
fied  information,  and  for  making  false  or 
fraudulent  statements  to  an  agency  of 
the  Government. 

Appendix  A — Definitions 

The  following  definitions  are  applicable  to 
this  part: 

Access.  The  ability  and  opportunity  to 
obtain  knowledge  of  classified  or  adminis¬ 
tratively  controlled  information. 

Administrative  Control  Designation.  The 
label  “Limited  Official  Use”  is  used  to  safe¬ 
guard  certain  privileged  and  other  nonclas- 
ei  tied  Information  from  indiscriminate 
disclosure. 

Airgram.  A  message  form  used  by  State 
and  AID  for  written  communications  on 
matters  of  policy,  economic,  and  political 
reporting  and  other  subjects  requiring  multi¬ 
ple  distribution.  An  airgram  is  not  encrypted. 
(See  also  Field  Message.) 

Chief  of  Mission.  The  principal  diplomatic 
representative  of  the  United  States  in  charge 
of  a  U.S.  mission,  who  is  an  ambassador, 
minister,  minister  resident,  charge  d’affaires, 
commissioner,  or  diplomatic  agent.  Report¬ 
ing  directly  to  the  Secretary  of  State,  the 
Chief  of  Mission  directs  all  programs  and 
operations  of  the  entire  U.S.  mission  within 
the  country  to  which  accredited,  including 
those  of  other  U.S.  agencies  exceDt.  the  mili¬ 
tary  commands. 

Classification.  The  determination  that  offi¬ 
cial  information  requires,  in  the  interest  of 
national  security,  a  specific  degree  of  pro¬ 
tection  against  unauthorised  disclosure, 
coupled  with  the  designation  of  the  appro¬ 
priate  category:  Top  Secret,  Secret,  or 
Confidential. 

Classified  Information.  Official  informa¬ 
tion  which  has  been  determined  to  require, 
in  the  Interest,  of  national  security,  protec¬ 
tion  against  unauthorized  disclosure  and  to 
which  the  appropriate  category,  Top  Secret, 
Secret,  or  Confidential  has  been  applied. 

Code  Room.  The  designated  area  in  which 
cryptographic  operations  are  conducted. 

Communications  Security  (COMSEC) . 
Measures  designated  to  protect  information 
during  electrical  transmission  or  associated 
processing. 

Communications  Security  ( COMSEC )  Ma¬ 
terial.  All  material  associated  with  the  secu¬ 
rity  of  telecommunications.  Term  used  to 
cover  both  cryptographic  and  noncrypto¬ 
graphic  items. 

Compromise.  Loss  of  security  enabling 
unauthorized  access  to  classified  or  adminis¬ 
tratively  controlled  Information.  Affected 


material  is  not  automatically  declassified. 
Possible  Compromise  means  unauthorized 
access  physically  possible  but  it  cannot  be 
established  that  an  unauthorized  person  took 
advantage  of  the  opportunity.  Considered 
Compromise  means  circumstances  indicate 
a  strong  likelihood  that  unauthorized  access 
was  attained.  Countermeasures  or  special 
precautions  may  be  appropriate  to  minimize 
effects  of  the  security  loss. 

Courier.  A  U.S.  citizen  employee  of  the 
Department  of  State  whose  chief  function  is 
to  transport  diplomatic  pouches  across  inter¬ 
national  frontiers  between  the  Department 
and  posts  and  between  posts. 

Cryptographic  material.  All  COMSEC  ma¬ 
terial  bearing  the  marking  “Crypto”  or 
otherwise  designated  as  Incorporating  crypto¬ 
graphic  information. 

Declassification.  The  determination  that 
particular  classified  information  no  longer 
requires  protection  against  unauthorized  dis¬ 
closure  in  the  interest  of  national  security. 
Such  determination  shall  be  by  specific  action 
or  automatically  after  the  lapse  of  a  requisite 
period  of  time  or  the  occurrence  of  a  specified 
event.  If  such  determination  is  by  specific 
action,  the  material  shall  be  bo  marked  with 
the  new  designation. 

Decontrol.  The  authorized  removal  of  an 
assigned  administrative  control  designation. 

Department.  The  term  also  Includes  any 
agency  or  other  Government  unit  and  their 
contractors,  unless  the  text  Indicates 
otherwise. 

Document.  Any  recorded  information  re¬ 
gardless  of  its  physical  form  or  character¬ 
istics,  including,  but  not  limited  to,  the 
following: 

(a)  Written  material,  whether  handwrit¬ 
ten,  printed,  or  typed. 

(b)  Painted,  drawn,  or  engraved  material. 

(c)  Sound  or  voice  recordings. 

(d)  Printed  photographs  and  exposed  or 
printed  film,  still  or  motion  picture. 

(e)  Reproductions  of  the  foregoing,  by 
whatever  process  reproduced. 

Downgrading.  The  determination  that  par¬ 
ticular  classified  information  requires  a  less¬ 
er  degree  of  protection  against  unauthorized 
disclosure  than  currently  provided.  Such  de¬ 
termination  shall  be  by  specific  action  or  au¬ 
tomatically  after  lapse  of  the  requisite  period 
of  time  or  the  occurrence  of  a  specified  event. 
If  such  determination  is  by  specific  action, 
the  material  shall  be  so  marked  with  the  new 
designation. 

Field  Message.  A  nonencrypted,  multiple 
copy  message  from  a  USIS  po6t  abroad  to 
USIA  headquarters,  Washington,  D.C.  (See 
also  Airgram.) 

Formerly  Restricted  Data.  Information  re¬ 
moved  from  the  Restricted  Data  category 
upon  determination  Jointly  by  the  Atomic 
Energy  Commission  and  Department  of  De¬ 
fense  that  such  information  relates  primarily 
to  the  military  utilization  of  atomic  weapons 
and  that  such  information  can  be  adequately 
safeguarded  as  classified  defense  Information 
subject  to  the  restrictions  on  transmission  to 
other  countries  and  regional  defense  organi¬ 
zations  that  apply  to  Restricted  Data. 

Information.  Knowledge  which  can  be  com¬ 
municated  by  any  means. 

Material.  Any  document,  product,  sub¬ 
stance,  equipment,  supplies,  or  apparatus. 

Rational  Security.  Refers  to  national  de¬ 
fense  or  foreign  relations  matters  of  the 
United  States. 

Nonrecord  Material.  Extra  and/or  duplicate 
copies  that  are  only  of  temporary  value,  in¬ 
cluding  shorthand  notes,  used  carbon  paper, 
preliminary  drafts,  and  other  material  of 
similar  nature. 

Office  of  Security.  The  offices  which  have 
been  designated  in  State,  AID,  and  U.S.I.A. 
to  administer  their  respective  security 
programs. 


Official  Information.  Information  which  is 
owned,  produced,  or  subject  to  the  control 
of  the  U.S.  Government. 

Original  Classifier.  An  authorized  individ¬ 
ual  in  the  executive  branch  who  initially  de¬ 
termines  that  particular  official  information 
requires  a  specific  degree  of  protection 
against  unauthorized  disclosure  in  the  in¬ 
terest  of  national  security  and  applies  the 
appropriate  category.  Top  Secret,  Secret,  or 
Confidential. 

Paraphrasing.  A  restatement  of  text  in  dif¬ 
ferent  phraseology  without  alteration  of  its 
meaning. 

Post  Security  Officer.  A  U.S.  citizen  em¬ 
ployee  of  the  Foreign  Service  who  is  a  non¬ 
professional  security  officer  designated  to 
perform  security  functions. 

Pouch  Message.  A  nonencrypted,  multiple 
copy  message  from  headquarters  to  a  U.S.I.S. 
post. 

Principal  Officer.  As  defined  by  the  Foreign 
Service  Act  of  1946,  as  amended,  "the  officer 
in  charge  of  an  embassy,  legation,  or  other 
diplomatic  mission  or  a  consulate  general, 
consulate,  or  vice  consulate  of  the  United 
States.”  Principal  officers,  other  than  chiefs 
of  mission,  are  responsible  for  the  effective 
organization,  operation,  and  supervision  of 
programs  within  their  jurisdiction  at  sub¬ 
ordinate  post.  (See  also  Chief  of  Mission.) 

Product  and  Substance.  Any  item  of  ma¬ 
terial  (other  than  a  document)  in  all  stages 
of  development,  processing,  or  construction 
and  including  elements,  ingredients,  com¬ 
ponents,  accessories,  fixtures,  dies,  models, 
and  mock  ups  associated  with  such  items. 

Record  Material.  All  books,  papers,  maps, 
photographs,  or  other  documentary  ma¬ 
terials,  regardless  of  physical  form  or  char¬ 
acteristics,  made  or  received  by  the  U.S. 
Government  in  connection  with  the  trans¬ 
action  of  public  business  and  preserved  or 
appropriated  by  any  agency  or  its  legitimate 
successor  as  evidence  of  the  organization, 
functions,  policies,  decisions,  procedures,  or 
other  activities  of  any  agency  of  the  Govern¬ 
ment,  or  Decause  of  the  informational  data 
contained  therein. 

Regional  Security  Officer.  The  officer  who 
has  been  designated  to  administer  the  secu¬ 
rity  program  for  a  specific  area  or  post. 

Restricted  Area.  A  specifically  designated 
and  posted  area  in  which  classified  or  ad¬ 
ministratively  controlled  information  or  ma¬ 
terial  is  located  or  in  which  sensitive  func¬ 
tions  are  performed,  access  to  which  is  con¬ 
trolled  and  to  which  only  authorized  person¬ 
nel  are  admitted. 

Restricted  Data.  All  data  (information) 
concerning:  (1)  Design,  manufacture,  or 
utilization  of  atomic  weapons;  (2)  the  pro¬ 
duction  of  special  nuclear  material;  or  (3) 
the  use  of  special  nuclear  material  in  the 
production  of  energy,  but  not  to  include  data 
declassified  or  removed  from  the  Restricted 
Data  category  pursuant  to  section  142  of  the 
Atomic  Energy  Act.  (See  section  llw,  Atomic 
Energy  Act  of  1954,  as  amended;  42  U.S.C. 
2014(y).) 

Security  Classification  Categories.  Refers 
to  Top  Secret,  Secret,  and  Confidential  desig¬ 
nations  on  classified  information  or  material 
as  defined  in  section  1  of  Executive  Order 
11652. 

Sensitive  Intelligence  Information. — Such 
intelligence  information,  the  unauthorized 
disclosure  of  which  could  lead  to  counter¬ 
action:  (a)  Jeopardizing  the  continued  pro¬ 
ductivity  of  intelligence  sources  or  methods 
which  provide  intelligence  vital  to  the  na¬ 
tional  security,  or  (b)  offsetting  the  value  of 
intelligence  vital  to  the  national  security. 

Telegram. — Any  document  recording  in¬ 
formation  or  for  transmission  by  telegraphic, 
telephone,  cable,  radio,  or  other  electrical 
means.  An  airgram  or  field  message  is  not 
transmitted  by  electrical  means. 
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Unit  Security  Officer. — A  U.S.  citizen  em¬ 
ployee  who  Ls  nonprofessional  security 
officer  designated  within  a  specific  or  homo¬ 
geneous  working  unit  to  assist  the  Office  of 
Security  In  carrying  out  functions  prescribed 
In  these  regulations. 

Upgrading. — The  determination  and  desig¬ 
nation  that  particular  classified  information 
or  material  falls  within  a  higher  security 
classification  category.  In  the  interests  of 
national  security,  than  currently  provided. 

U.S.  AID  Director. — The  senior  officer  In 
charge  of  the  AID  program  In  designated 
countries. 

U.S. I. A.  Field  Establishment,  Head  of. — 
The  senior  U.S.I.A.  officer  at  a  post,  or  at  an 
Installation  or  activity  located  outside  Wash¬ 
ington,  D.C. 

[PR  Doc.72-12079  Filed  8-2-72; 8: 45  am] 

Title  28— JUDICIAL 
ADMINISTRATION 

Chapter  I — Department  of  Justice 

[Order  489-72] 

PART  17— regulations  relating 
TO  THE  CLASSIFICATION  AND  DE- 
CLASSIFICATION  OF  NATIONAL 
SECURITY  INFORMATION  AND  MA¬ 
TERIAL  PURSUANT  TO  EXECUTIVE 
ORDER  NO.  11652 

The  following  regulations  govern  the 
classification  and  declassification  of  na¬ 
tional  security  information  and  material 
originating  in  or  coming  under  the  juris¬ 
diction  or  control  of  the  Department  of 
Justice  (the  “Department”) . 

By  virtue  of  the  authority  vested  in 
me  by  Executive  Order  No.  11652  of 
March  8,  1972  (the  “Order”),  sections 
509  and  510  of  title  28,  United  States 
Code,  Chapter  I  of  Title  28  of  the  Code 
of  Federal  Regulations  is  amended  by 
adding  the  following  new  Part  17. 

Subpart  A — General  Provisions 

See. 

17.1  Purpose  and  effect. 

17.2  Applicability. 

17.3  Responsibility. 

17.4  Orientation. 

17.5  Construction. 

17.6  Interpretation. 

17.7  Penalties  for  violation  and  administra¬ 

tive  action. 

17.8  Tire  Atomic  Energy  Act:  Restricted 

data;  and  intelligence  and  cryptog¬ 
raphy. 

Subpart  B— Definitions 
17.8a  Definitions. 

Subpart  C — Classification  Categories 

17.9  Classification  categories. 

17.10  Scope  of  categories. 

17.11  Top  secret. 

17.12  Secret. 

17.13  Confidential. 

Subpart  D— Classification  Procedures 

17.14  Documents. 

17.15  Unnecessary  and  over-classification. 

17.16  Physically  connected  documents. 

17.17  Multiple  classification 

17.18  Extracts  and  compUations. 

17.19  Information  originated  by  a  foreign 

government  or  organization. 

17.20  Observance  of  classification. 


Sec. 

17.21  Identification  of  classifying  authority. 

17.22  Resolution  of  doubts. 

Subpart  E — Authority  for  Classification  and 
Declassification 

17.23  Top  secret. 

17.24  Secret  and  confidential. 

17.25  Classifying  authority:  Personal  and 

nondelegable. 

17.26  Authority  to  downgrade  and  declas¬ 

sify. 

17.27  Authority  to  exempt. 

17.28  Procedure. 

Subpart  F — Downgrading  and  Declassification 

17.29  Earlier  downgrading  and  declassifica¬ 

tion. 

17.30  General  declassification  schedule. 

17.31  Exemptions  from  general  declassifica¬ 

tion  schedule. 

17.32  Declassification  of  classified  material 

after  10  years. 

17.33  Declassification  of  classified  material 

after  30  years. 

17.34  Notification  of  change  in  classification. 

Subpart  <5 — Review  of  Classified  Material 

17.35  Systematic  reviews. 

17.36  Mandatory  review  of  material  over  10 

years  old. 

17.37  Mandatory  review  of  material  over  30 

years  old. 

17.38  Department  Review  Committee. 

17.39  Burden  of  proof. 

Subpart  H — Marking  Requirements 

17.40  Face  markings. 

17.41  Security  classification  markings. 

17.42  General  declassification  schedule 

markings. 

17.43  Downgrading,  declassification  and  up¬ 

grading  markings. 

17.44  Additional  warning  notice  markings. 

17.45  Origin,  date  of  preparation  and  classi¬ 

fication. 

17.46  Uniform  abbreviations. 

Subpart  I — Custody  and  Safekeeping  of  Classified 
Information  and  Material 

17.47  General. 

17.48  Storage  requirements. 

17.49  Changes  of  combinations. 

17.50  Knowledge  of  combinations. 

17.51  Classification  of  combinations. 

17  52  Responsibilities  of  custodians. 

17.’53  Telecommunications  conversations. 

17.54  Inspections. 

17.55  Loss  or  compromise  of  classified  In¬ 

formation. 

17.56  Removal  of  classified  material. 

Subpart  J — Dissemination 

17.57  Security  clearance. 

17.58  Determination  of  trustworthiness. 

17.59  Determination  of  need-to-know. 

17.60  Exception  from  need-to-know  re¬ 

quirement  for  historical  researchers 
and  presidential  appointees. 

17.61  Consent  of  originating  department  to 

dissemination  by  recipient. 

17.62  Dissemination  of  sensitive  intelligence 

information. 

17.63  Special  departmental  requirements. 

17.64  Dissemination  outside  the  Executive 

Branch.  „ 

Subpart  K — Accountability 

17.65  Designation  of  Top  Secret  Control 

Officers. 

17.66  Top  Secret  Control. 

17.67  Control  of  secret  and  confidential  In¬ 

formation  and  material. 

17.68  Physical  Inventory:  restraint  on  re¬ 

production  and  number  of  copies . 


Subpart  L — Transmission  of  Classified  Information 
and  Material 

Sec. 

17.69  Preparation  and  receipting. 

17.70  Transmission  of  Top  Secret. 

17.71  Transmission  of  Secret. 

17.72  Transmission  of  Confidential. 

17.73  Transmission  within  the  Department. 

Subpart  M — Destruction  of  Classified  Information 
and  Materials 

17.74  Record  material. 

17.75  Nonrecord  material. 

17.76  Method  of  destruction. 

17.77  Records  of  destruction. 

Subpart  N — Data  Index  System  and  Records 

17.78  Central  data  index  system. 

17.79  Records. 

Subpart  O — Security  Officers 

17.80  Department  Security  Officers. 

17.81  Division  Security  Officers. 

Authority  :  The  provisions  of  this  Part  17 
issued  under  Executive  Order  No.  11652  of 
March  8,  1972  (the  "Order”),  sections  609 
and  510  of  title  28,  United  States  Code. 

Subpart  A — General  Provisions 

§17.1  Purpose  and  effect. 

(a)  The  purpose  of  these  regulations 
is  to  insure  that  official  information  and 
materials  originating  in  or  coming  under 
the  control  or  jurisdiction  of  the  Depart¬ 
ment  which  requires  classification  or 
which  is  classified  in  the  interest  of  na¬ 
tional  security,  in  accordance  with  pro¬ 
visions  of  the  Executive  order,  is  pro¬ 
tected  against  unauthorized  disclosure, 
but  only  to  the  extent  and  for  such  period 
as  is  necessary. 

(b)  No  information  or  material  origi¬ 
nated  within  the  Department  shall  be 
classified  in  the  interest  of  national  se¬ 
curity  except  in  accordance  with  these 
regulations,  the  order,  directives  issued 
pursuant  to  the  order  through  the  Na¬ 
tional  Security  Council  (the  "Direc¬ 
tives”)  ,  or  the  Atomic  Energy  Act  of  1954, 
as  amended  (the  “Atomic  Energy  Act”). 

§  17.2  Applicability. 

(a)  These  regulations  apply  to  classi¬ 
fied  information  and  material  relating  to 
national  security  as  defined  herein,  and 
no  information  or  material  shall  be 
classified  hereunder  unless  it  requires 
protective  safeguarding  in  the  interest  of 
national  security. 

(b)  The  assignment  of  a  classification 
under  these  regulations  to  information 
or  material  which  does  not  require  safe¬ 
guarding  in  the  interest  of  national 
security  is  hereby  strictly  prohibited. 

(c)  Information  and  material  shall 
only  be  classified  under  these  regula¬ 
tions  in  accordance  with  the  tests  for 
assigning  a  classification  category  set 
forth  in  Subpart  C  of  this  part.  Under  no 
circumstances  shall  information  or  ma¬ 
terial  be  classified  under  these  regula¬ 
tions  to  conceal  inefficiency  or  admin¬ 
istrative  error,  to  prevent  embarrassment 
to  an  individual  or  the  Department,  to 
restrain  competition  or  independent 
initiative  or  to  prevent  for  any  other 
reason  the  release  of  information  or  ma¬ 
terial  which  does  not  require  protection 
in  the  interest  of  national  security.  Each 
person  possessing  classifying  authority 
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pursuant  to  Subpart  E  of  this  part,  shall 
be  held  accountable  for  the  propriety  of 
the  classifications  attributable  to  him. 

§  17.3  Responsibility. 

Responsibility  for  observance  of  the 
rules  governing  classification,  declassi¬ 
fication,  and  protection  of  national  se¬ 
curity  information  and  material  originat¬ 
ing  in  or  coming  under  the  control  or 
jurisdiction  of  the  Department  shall  be 
the  obligation  and  duty  of  each  individ¬ 
ual  officer  or  employee  of  the  Department 
having  such  information  or  knowledge 
thereof,  no  matter  how  that  information 
or  material  was  obtained;  and  in  meet¬ 
ing  that  responsibility  each  officer  or  em¬ 
ployee  shall  comply  with  the  provisions 
of  the  Order,  the  directives,  and  these 
regulations.  If  an  officer  or  employee 
holding  classified  information  or  mate¬ 
rial  believes  that  the  information  or  ma¬ 
terial  is  unnecessarily  or  improperly  clas¬ 
sified,  or  that  the  information  or  ma¬ 
terial  is  subject  to  declassification  under 
the  Order,  the  directives  or  these  regula¬ 
tions,  he  shall  so  inform  the  classifying 
authority  who  shall  thereupon  reex¬ 
amine  the  classification. 

§  17.4  Orientation. 

It  shall  be  the  duty  of  each  officer  and 
employee  of  the  Department  having 
knowledge  of  classified  information  or 
material  relating  to  the  national  security 
no  matter  how  such  knowledge  was  ob¬ 
tained  to  familiarize  himself  with,  and 
adhere  to  these  regulations  relating  to 
the  classification,  declassification,  and 
protection  of  national  security  informa¬ 
tion  and  material.  It  shall  be  the  duty  of 
the  Security  Office  of  the  Department 
to  establish  an  orientation  program 
throughout  the  Department  for  the  in¬ 
struction  and  familiarization  of  em¬ 
ployees  with  these  regulations.  Such  pro¬ 
gram  shall  initially  emphasize  the 
changes  in  the  rules  governing  classifi¬ 
cation,  declassification,  and  protection 
of  national  security  information  and  ma¬ 
terial  resulting  from  the  Order,  the  di¬ 
rectives  and  these  regulations.  In  addi¬ 
tion,  the  Security  Office  shall  establish 
a  continuing  program  for  the  instruc¬ 
tion  of  employees  regarding  national  se¬ 
curity  information  or  material  and  the 
requirements  of  these  regulations. 

§  17.5  Construction. 

Nothing  in  these  regulations  shall  be 
construed  to  authorize  or  permit  the  dis¬ 
semination,  handling,  or  transmission  of 
classified  information  or  material  in  a 
manner  contrary  to  the  provisions  of  any 
Federal  statute,  Executive  order  or  direc¬ 
tive. 

§  17.6  Interpretation. 

The  Attorney  General,  upon  the  re¬ 
quest  of  the  head  of  a  Division  made 
through  the  Security  Office  of  the  De¬ 
partment,  shall,  personally  or  through 
the  Department  Review  Committee, 
render  an  interpretation  of  these  regula¬ 
tions  in  connection  with  any  problem 
arising  out  of  the  administration  thereof. 


§  17.7  Penalties  for  violation  and  ad¬ 
ministrative  action. 

Any  officer  or  employee  who  violates 
any  provision  of  the  order,  of  the  direc¬ 
tives,  or  of  these  regulations  shall  be  sub¬ 
ject  to  appropriate  disciplinary  action. 
The  Department  Review  Committee  es¬ 
tablished  by  $  17.38  hereof  shall  recom¬ 
mend  to  the  Attorney  General  such 
prompt  and  stringent  administrative  ac¬ 
tion  as  it  deems  appropriate  to  be  taken 
against  any  officer  or  employee  deter¬ 
mined  to  have  been  knowingly  respon¬ 
sible  for  any  failure  to  classify,  or  re¬ 
lease  or  disclosure  of  classified  national 
security  information  or  material  except 
in  the  manner  authorized  by  these  regu¬ 
lations,  or  knowingly  responsible  for 
classification  of  information  or  ma¬ 
terial  not  related  to  the  national  se¬ 
curity,  or  not  meeting  the  tests  for 
assigning  a  classification  set  forth  in 
Subpart  C  of  this  part,  or  knowingly 
responsible  for  overclassifying  infor¬ 
mation  or  material  relating  to  the  na¬ 
tional  security.  Such  action  may  include, 
but  shall  not  be  limited  to,  notifications 
by  warning  letter,  formal  reprimand,  and 
to  the  extent  permitted  by  law,  suspen¬ 
sion  without  pay  and  removal.  In  all 
cases,  upon  receipt  of  such  a  recom¬ 
mendation,  the  Attorney  General  shall 
act  promptly  and  advise  the  Department 
Review  Committee  of  his  action.  When¬ 
ever  a  violation  of  criminal  statutes  may 
be  involved  in  a  deliberate  unauthorized 
release  or  disclosure  of  classified  national 
security  information  or  material,  crimi¬ 
nal  prosecution,  in  an  appropriate  case, 
shall  also  be  instituted. 

§  17.8  The  Atomic  Energy  Act:  Re¬ 
stricted  data;  and  intelligence  and 
cryptography. 

Nothing  in  these  regulations  shall 
supersede  any  requirements  made  by 
or  under  the  Atomic  Energy  Act. 
“Restricted  Data’’  and  material 
designated  as  “Formerly  Restricted 
Data”  shall  be  handled,  protected, 
classified,  downgraded,  and  declassi¬ 
fied  in  conformity  with  the  provi¬ 
sions  of  the  Atomic  Energy  Act  and  the 
regulations  of  the  Atomic  Energy  Com¬ 
mission.  Further,  nothing  in  these  regu¬ 
lations  shall  prohibit  compliance  with 
any  special  requirements  that  another 
department  or  agency  may  impose  as 
to  classified  information  or  material 
relating  to  communications  intelligence, 
cryptography,  and  related  matters 
originated  by  that  department  or 
agency. 

Subpart  B — Definitions 

§  17.8a  Definitions. 

As  used  in  these  regulations  the 
following  terms  shall  have  the  mean¬ 
ings  indicated: 

(a)  Classification.  The  determina¬ 
tion  that  official  information  requires, 
in  the  interest  of  national  security,  a 
specific  degree  of  protection  against 
unauthorized  disclosure,  coupled  with 
the  designation  of  the  appropriate 
classification  category. 


(b>  Classification  categories.  The 
“Top  Secret,”  “Secret,”  and  “Confi¬ 
dential”  designations  of  classified  in¬ 
formation  or  material  as  defined 
herein. 

(c)  Classified  information.  Official  in¬ 
formation  which  has  been  determined 
to  require,  in  the  interest  of  national 
security,  protection  against  unauthor¬ 
ized  disclosure  and  to  which  an  ap¬ 
propriate  classification  category  has 
been  applied. 

(d)  Classifying  authority.  Any  offi¬ 
cer  or  employee  of  the  Department 
who  is  authorized  in  writing  to  assign 
a  classification  to  information  or  ma¬ 
terial  pursuant  to  Subpart  E  of  this 
part,  and,  with  respect  to  specific  clas¬ 
sified  national  security  information 
or  material,  an  officer  or  employee  of 
the  Department  who  assigned  the 
classification  thereto. 

(e)  Compromise.  The  known  or  sus¬ 
pected  exposure  of  classified  material 
to  an  unauthorized  person. 

(f)  Custodian.  An  individual  who  has 
possession  of  or  is  otherwise  charged 
with  the  responsibility  for  safe¬ 
guarding  and  accounting  for  classified 
information  or  material. 

(g)  Cryptographic  system.  Any 
method  or  system  employed  to  change 
information  from  plain  language  fonn 
into  coded  form,  or  from  coded  form 
into  plain  language  form. 

(h)  Declassification.  The  determina¬ 
tion  that  particular  classified  informa¬ 
tion  or  material  no  longer  requires,  in 
the  interest  of  national  security,  protec¬ 
tion  against  unauthorized  disclosure, 
coupled  with  a  removal  or  cancellation  of 
the  classification  designation.  Such  de¬ 
termination  and  removal  or  cancellation 
shall  be  by  specific  action  or  automati¬ 
cally  on  a  specified  date,  upon  the  oc¬ 
currence  of  a  specified  event,  under  the 
General  Declassification  Schedule,  or 
after  30  years.  If  such  determination  and 
removal  or  cancellation  is  by  specific  ac¬ 
tion  the  material  shall  be  so  marked. 

(i)  Department.  The  Department  of 
Justice,  including  all  Divisions,  Bureaus, 
Services,  Offices,  Administrations  and 
Boards  of  the  Department,  as  well  as  the 
offices  of  the  U.S.  Attorneys  and  U.S. 
Marshals. 

(j)  Division.  All  Divisions,  Bureaus, 
Services,  Offices,  Administrations  and 
Boards  of  the  Department,  and  includes 
offices  of  the  U.S.  Attorneys  and  U.S. 
Marshals. 

(k)  Document.  Any  recorded  official  in¬ 
formation  regardless  of  its  physical  form 
or  characteristics,  including,  without 
limitation,  written  or  printed  material; 
data  processing  cards  and  tapes;  maps 
and  charts:  paintings;  drawings;  en¬ 
gravings;  sketches;  working  notes  and 
papers;  reproductions  of  such  things  by 
any  means  or  process ;  and  sound,  voice, 
or  electronic  recordings  in  any  form. 

(l)  Downgrading.  The  determination 
that  particular  classified  information  or 
material  requires  a  lowrer  degree  of  pro¬ 
tection  against  unauthorized  disclosure 
than  currently  provided,  coupled  with  a 
changing  of  the  classification  designa- 
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tion  to  reflect  such  lower  degree.  Such 
determination  and  changing  shall  be  by 
specific  action  or  automatically  on  a 
specified  date,  upon  the  occurrence  of  a 
specified  event,  under  the  General  De¬ 
classification  Schedule,  or  after  30  years. 
If  such  determination  and  changing  is 
by  specific  action  the  information  or 
material  shall  be  so  marked. 

(m)  Formerly  Restricted  Data.  Infor¬ 
mation  or  material  removed  from  the 
“Restricted  Data”  category  upon  deter¬ 
mination  jointly  by  the  Atomic  Energy 
Commission  and  Department  of  Defense 
that  such  information  or  material  re¬ 
lates  primarily  to  the  military  utiliza¬ 
tion  of  atomic  weapons  and  that  such 
information  or  material  can  be  ade¬ 
quately  safeguarded  as  classified  na¬ 
tional  security  information  or  material. 

(n)  Information.  Knowledge  which 
can  be  communicated  by  any  means. 

<o)  Material.  Any  document,  product 
or  substance,  on  or  in  which  information 
may  be  recorded  or  embodied. 

(p)  National  security.  Any  matters 
relating  to  the  national  defense  or  the 
foreign  relations  of  the  United  States. 

(q)  Nonrecord  material.  Extra  copies 
and  duplicates,  and  shall  also  include 
shorthand  notes,  preliminary  drafts,  used 
carbon  paper,  onetime  typewriter  rib¬ 
bons,  and  other  material  of  similar  tem¬ 
porary  nature. 

(r)  Official  information.  Information 
which  is  owned  by,  produced  by,  or  sub¬ 
ject  to  the  control  of  the  U.S.  Govern¬ 
ment. 

(s)  Record  material.  All  documentary 
material  made  or  received  by  a  depart¬ 
ment  or  agency  of  the  Government  in 
connection  with  transaction  of  public 
business  and  preserved  as  evidence  of  the 
organization,  functions,  policies,  opera¬ 
tions.  decisions,  procedures,  or  other  ac¬ 
tivities  of  any  department  or  agency  of 
the  Government,  or  because  of  the  in¬ 
formational  value  of  the  data  contained 
therein. 

(t)  Restricted  data.  All  data,  informa¬ 
tion,  and  material  concerning  ( 1 )  design, 
manufacture,  or  utilization  of  atomic 
weapons;  (2)  the  production  of  special 
nuclear  material;  or  (3)  the  use  of  spe¬ 
cial  nuclear  material  in  the  production  of 
energy,  but  not  to  include  data  declassi¬ 
fied  or  removed  from  the  “Restricted 
Data”  category  pursuant  to  section  142 
of  the  Atomic  Energy  Act. 

(u)  Sensitive  intelligence  information. 
Such  intelligence  information,  the  un¬ 
authorized  disclosure  of  which  could  lead 
to  counteraction  (1)  jeopardizing  the 
continued  productivity  of  intelligence 
sources  or  methods  which  provide  intel¬ 
ligence  affecting  the  national  security,  or 
(2)  offsetting  the  value  of  intelligence 
affecting  the  national  security. 

(v)  Upgrading.  The  determination  that 
particular  classified  information  or 
material  requires,  in  the  interest  of  na¬ 
tional  security,  a  higher  degree  of  pro¬ 
tection  against  unauthorized  disclosure 
than  currently  provided,  coupled  with  a 
changing  of  the  classification  designa¬ 
tion  to  reflect  such  higher  degree.  Such 
material  shall  be  marked  to  reflect  the 
change  pursuant  to  the  requirements  of 
§  17.40. 


Subpart  C — Classification  Categories 

§  17.9  Classification  categories. 

Official  information  or  material  which 
requires  protection  against  unauthorized 
disclosure  in  the  interest  of  national  se¬ 
curity  shall  be  limited  to  three  categories 
of  classification,  which,  in  descending 
order  of  importance,  shall  carry  one  of 
the  following  designations:  “Top  Secret,” 
“Secret,”  or  “Confidential.” 

§  17.10  Scope  of  categories. 

No  other  categories  shall  be  used  to 
classify  official  information  or  material 
as  requiring  protection  in  the  interest  of 
national  security  except  as  otherwise 
provided  by  statute  or  in  these  regula¬ 
tions.  Additional  warning  notices  as 
specified  in  §  17.44  or  other  limitations 
on  access  promulgated  under  §  17.63 
hereof  may  be  placed  on  any  classified 
official  information  or  material. 

§17.11  Top  Secret. 

Except  as  may  be  otherwise  expressly 
provided  by  statute,  the  use  of  the  classi¬ 
fication  “Top  Secret”  shall  be  authorized 
by  the  appropriate  classifying  authority 
only  for  national  security  information 
or  material  which  requires  the  highest 
degree  of  protection.  The  “Top  Secret” 
classification  shall  be  applied  only  to  that 
information  or  material  the  national  se¬ 
curity  aspect  of  which  is  paramount,  and 
the  unauthorized  disclosure  of  which 
could  reasonably  be  expected  to  cause 
exceptionally  grave  damage  to  the  na¬ 
tional  security.  Examples  of  “exception¬ 
ally  grave  damage”  include,  but  are  not 
limited  to,  disruption  of  foreign  rela¬ 
tions  vitally  affecting  the  national  se¬ 
curity;  armed  hostilities  against  the 
United  States  or  its  allies;  the  com¬ 
promise  of  vital  national  defense  plans 
or  complex  cryptologic  and  communica¬ 
tions  intelligence  systems;  the  revela¬ 
tion  of  sensitive  intelligence  operations; 
or  the  disclosure  of  scientific  or  tech¬ 
nological  developments  vital  to  the  na¬ 
tional  security.  This  classification  shall 
be  used  with  utmost  restraint. 

§  17.12  Sterol. 

_ Except  as  may  be  otherwise  expressly 

provided  by  statute,  the  use  of  the  clas¬ 
sification  “Secret”  shall  be  authorized 
by  the  appropriate  classifying  authority 
only  for  national  security  information  or 
material  which  requires  a  substantial 
degree  of  protection.  The  “Secret”  clas¬ 
sification  shall  be  applied  only  to  that 
information  or  material  the  unauthor¬ 
ized  disclosure  of  which  could  reason¬ 
ably  be  expected  to  cause  serious  dam¬ 
age  to  the  national  security.  Examples 
of  “serious  damage”  include,  but  are  not 
limited  to,  disruption  of  foreign  rela¬ 
tions  significantly  affecting  the  national 
security;  significant  impairment  of  a 
program  or  policy  directly  related  to  the 
national  security;  revelation  of  signifi¬ 
cant  military  plants  or  intelligence  oper¬ 
ations;  or  compromise  of  significant  sci¬ 
entific  or  technological  developments  re¬ 
lating  to  national  security.  This  classi¬ 
fication  shall  be  sparingly  used. 


§  17.13  Confidential. 

Except  as  may  be  otherwise  expressly 
provided  by  statute,  the  use  of  the  clas¬ 
sification  “Confidential”  shall  be  author¬ 
ized  by  the  appropriate  classifying  au¬ 
thority  only  for  national  security  in¬ 
formation  or  material  which  requires 
protection.  The  “Confidential”  classifi¬ 
cation  shall  be  applied  only  to  that  in¬ 
formation  or  material  the  unauthorized 
disclosure  of  which  could  reasonably  be 
expected  to  cause  damage  to  the  national 
security. 

Subpart  D — Classification  Procedures 
§  17.14  Documents. 

Each  document  or  other  material  con¬ 
taining-  national  security  information  re¬ 
quiring  protection  under  the  order  shall 
be  marked  with  its  assigned  classifica¬ 
tion  at  the  time  of  origination.  Docu¬ 
ments  shall  be  classified  according  to 
their  own  content  and  not  merely  ac¬ 
cording  to  their  relationship  to  other 
documents  or  to  a  classified  file.  Infor¬ 
mation  or  material  containing  refer¬ 
ences  to  classified  information  or  ma¬ 
terial,  which  references  do  not  reveal 
classified  national  security  information 
or  material,  shall  not  be  classified. 

§  17.15  Unnecessary  and  ovcrclassifica- 
lion. 

Information  or  material  shall  be  as¬ 
signed  to  the  lowest  classification  cate¬ 
gory  consistent  with  its  proper  protec¬ 
tion.  Unnecessary  classification  and 
overclassification  shall  be  scrupulously 
avoided  in  order  to  prevent  depreciation 
of  the  importance  of  properly  classified 
information  or  material,  to  eliminate  un¬ 
necessary  withholding  from  the  public 
and  to  prevent  unnecessary  delay  and 
expense  in  the  handling,  transmission, 
storage,  and  downgrading  and  declassifi¬ 
cation  of  documents  and  other  material. 

§  17.16  Physically  connected  documents. 

The  classification  of  a  file  or  group  of 
physically  connected  documents  shall  be 
at  least  as  high  as  that  of  the  highest 
classified  document  therein.  Documents 
separated  from  a  file  or  group  shall  be 
handled  in  accordance  with  the  individ¬ 
ual  classification. 

§17.17  Multiple  classification. 

A  document,  product,  or  substance 
shall  bear  a  classification  at  least  as  high 
as  that  of  its  highest  classified  compo¬ 
nent.  The  document,  product,  or  sub¬ 
stance  shall  bear  only  one  overall  clas¬ 
sification,  notwithstanding  that  pages, 
paragraphs,  sections,  or  components 
thereof  bear  different  classifications. 

§17.18  Extracts  and  compilations. 

When  classified  information  or  mate¬ 
rial  from  more  than  one  source  is  incor¬ 
porated  into  a  new  document  or  other 
material,  the  new  document  or  material 
shall  be  classified  at  least  as  high  as  the 
most  highly  classified  information  or  ma¬ 
terial  incorporated  into  such  document 
or  material.  If  an  extract  or  paraphrase 
is  based  upon  information  or  material  in 
a  classified  document,  and  the  informa¬ 
tion  or  material  extracted  or  para- 
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phrased  was  not  in  and  of  itself  a  basis 
for  assigning  a  classification,  such  ex¬ 
tract  or  paraphrase  shall  be  classified 
only  in  accordance  with  its  own  content. 

§  17.19  Information  originated  by  a 
foreign  government  or  organization. 

Classified  information  or  material 
furnished  to  the  United  States  by  a  for¬ 
eign  government  or  international  orga¬ 
nization  shall  either  retain  its  original 
classification  or  be  assigned  an  appro¬ 
priate  classification  under  Subpart  C  of 
this  part.  In  either  case  the  classifica¬ 
tion  shall  assure  a  degree  of  protection 
equivalent  to  that  required  by  the  foreign 
government  or  international  organiza¬ 
tion  which  furnished  the  classified 
information  or  material. 

§  17.20  Observance  of  classification. 

Whenever  classified  information  or 
material  is  incorporated  in  another  doc¬ 
ument  or  other  material  by  any  person 
other  than  the  classifying  authority,  the 
previously  assigned  classification  shall 
be  reflected  thereon  together  with  the 
identity  of  the  classifying  authority  and 
all  other  markings  relevant  to  such  in¬ 
corporated  information  or  material. 

§  17.21  Identification  of  classifying  au¬ 
thority. 

The  highest  level  officer  or  employee 
authorizing  a  classification  must  be 
identified  on  the  face  of  the  information 
or  material  classified,  unless  the  identity 
of  such  person  might  disclose  sensitive 
intelligence  information.  In  the  latter 
instance,  the  Security  Officer  of  the  di¬ 
vision  shall  establish  procedures  and 
maintain  records  by  which  the  classify¬ 
ing  authority  can  readily  be  identified. 

§17.22  Resolution  of  doubts. 

If  the  classifying  authority  has  any 
substantial  doubt  as  to  which  classifica¬ 
tion  category  is  appropriate  or  as  to 
whether  the  information  or  material 
should  be  classified  at  all,  he  should 
designate  the  less  restrictive  treatment. 

Subpart  E — Authority  for  Classification 
and  Declassification 

§17.23  Top  Secret. 

National  security  information  or  ma¬ 
terial  may  be  classified  “Top  Secret”  only 
by  the  Attorney  General  and  such  other 
officials  and  employees  of  the  Depart¬ 
ment  as  he  has  designated  in  writing 
pursuant  to  the  provisions  of  section 
2(A)  of  the  order.  Such  designations 
shall  be  by  title  and  shall  also  authorize 
“Top  Secret"  classification  by  an  official 
or  employee  serving  in  an  acting  capacity 
in  the  designated  office.  The  Attorney 
General  shall  designate  the  minimum 
number  absolutely  required  for  efficient 
conduct  of  the  business  of  the  Depart¬ 
ment. 

§17.24  Secret  and  Confidential. 

The  Attorney  General  and  those  per¬ 
sons  he  has  designated  in  writing  pur¬ 
suant  to  §  17.23  hereof  are  authorized  to 
classify  national  security  Information  or 
material  in  the  “Secret”  and  “Confiden¬ 
tial”  categories.  The  Attorney  General 
or  the  head  of  a  division  of  the  Depart¬ 


ment  with  “Top  Secret”  classification 
authority  pursuant  to  $  17.23  hereof  may 
designate  in  writing  a  minimum  number 
of  subordinates  to  have  the  authority  to 
originally  classify  national  security  in¬ 
formation  or  material  in  the  “Secret” 
and  “Confidential”  categories  or  in  the 
“Confidential”  category.  As  in  the  case 
of  “Top  Secret”  designations,  these  des¬ 
ignations  shall  be  by  title  and  shall  also 
authorize  classification  by  an  official 
serving  in  an  acting  capacity  in  the  des¬ 
ignated  office.  The  designation  of  such 
positions  shall  be  limited  to  the  mini¬ 
mum  number  absolutely  required  for  the 
efficient  conduct  of  the  business  of  the 
Department. 

§  17.25  nassifjinc  authority:  Personal 
and  nondelegable. 

Classifying  authority  of  national  secu¬ 
rity  information  or  material  vests  in 
and  may  only  be  exercised  by  those  per¬ 
sons  authorized  and  designated  in  writ¬ 
ing  under  §§  17.23  and  17.24.  Such  per¬ 
sons  may  only  classify  information  or 
material  at  the  level  authorized  or  be¬ 
low,  and  such  authority  may  not  be 
delegated. 

§  17.26  Authority  to  downgrade  and 
declassify. 

Classified  national  security  informa¬ 
tion  or  material  may  be  downgraded 
or  declassified  by  the  official  authorizing 
the  original  classification,  by  a  successor 
in  the  same  capacity  or  by  a  supervisory 
official  of  either.  In  addition,  national 
security  information  or  material  may  be 
downgraded  or  declassified  by  any  per¬ 
son  designated  in  writing  for  that  pur¬ 
pose  by  the  Attorney  General  or  by  the 
head  of  the  originating  division,  and  by 
the  Department  Review  Committee. 

§17.27  Authority  to  exempt. 

Classified  national  security  informa¬ 
tion  or  material  may  be  exempted  from 
downgrading  and  declassification  within 
the  time  periods  set  by  the  General  De- 
classification  Schedule  only  by  a  person 
with  “Top  Secret”  classifying  authority 
as  provided  in  §  17.23.  Such  person  may 
exempt  only  classified  information  or 
material  originated  by  him  or  under  his 
supervision,  and  only  if  it  falls  within 
one  of  the  categories  specified  in  §  17.31. 
The  use  of  the  exemption  authority  shall 
be  kept  to  the  absolute  minimum  con¬ 
sistent  with  national  security  require¬ 
ments. 

§  17.28  Procedure. 

National  security  information  or  ma¬ 
terial  shall  be  classified  in  the  manner 
provided  in  Subpart  H  by  the  appropri¬ 
ate  classifying  authority.  In  extreme 
circumstances  which  require  national 
security  information  or  material  to  be 
classified  immediately  when  an  appro¬ 
priate  classifying  authority  is  not  avail¬ 
able,  an  unauthorized  officer  or  employee 
of  the  department  may  place  a  tenta¬ 
tive  classification  thereon.  Such  tenta¬ 
tively  classified  information  or  material 
shall  be  safeguarded  in  accordance  with 
these  regulations.  The  tentative  clas¬ 
sifier  thereof  shall  at  the  earliest 
possible  time,  and  in  no  event  later 


than  5  days,  assure  that  the  classifica¬ 
tion  is  reviewed,  and  confirmed  or  re¬ 
vised,  by  the  appropriate  classifying  au¬ 
thority.  When  a  document  is  marked 
with  a  classification  only  because  it  con¬ 
tains  information  or  material  which 
was  previously  classified  within  or  out¬ 
side  the  department,  the  classification 
of  that  document  need  not  be  submitted 
to  a  classifying  authority  for  review. 

Subpart  F — Downgrading  and 
Declassification 

§  17.29  Earlier  downgrading  and  de¬ 
classification. 

Classified  national  security  informa¬ 
tion  and  material  shall  be  downgraded 
or  declassified  as  soon  as  there  are  no 
longer  any  grounds  for  continued  classi¬ 
fication  within  the  classification  cate¬ 
gories  set  forth  in  Subpart  C  hereof.  At 
the  time  of  classification,  whenever  pos¬ 
sible,  the  classifying  authority  shall 
clearly  mark  on  the  information  or  ma¬ 
terial  a  specific  date  or  event,  earlier 
than  that  called  for  in  the  General  De- 
classification  Schedule  set  forth  in 
§  17.30  hereof,  upon  which  downgrading 
or  declassification  shall  occur.  Such 
dates  or  events  shall  be  as  early  as  is 
possible  without  causing  damage  to  the 
national  security. 

§  17.30  General  declassifieatiun  sched¬ 
ule. 

Classified  information  and  material, 
unless  downgraded  and  declassified 
earlier  under  the  provisions  of  8  17.29  or 
exempted  from  the  General  Declassifi¬ 
cation  Schedule  under  8  17.31,  shall  be 
assigned  a  date  or  event  on  which  down¬ 
grading  and  declassification  shall  occur 
within  the  prescribed  limits  outlined  be¬ 
low: 

(a)  Top  Secret.  Information  or  mate¬ 
rial  originally  classified  “Top  Secret” 
shall  become  automatically  down¬ 
graded  to  “Secret”  at  the  end  of  the 
second  full  calendar  year  following  the 
year  in  which  it  was  originated,  down¬ 
graded  to  “Confidential”  at  the  end  of 
the  fourth  full  calendar  year  following 
the  year  in  which  it  was  originated,  and 
declassified  at  the  end  of  the  10th  full 
calendar  year  following  the  year  in 
which  it  was  originated. 

(b)  Secret.  Information  and  material 
originally  classified  “Secret”  shall  be¬ 
come  automatically  downgraded  to  “Con¬ 
fidential”  at  the  end  of  the  2d  full  cal¬ 
endar  year  following  the  year  in  which 
it  was  originated,  and  declassified  at  the 
end  of  the  8th  full  calendar  year  fol¬ 
lowing  the  year  in  which  it  was 
originated. 

(c)  Confidential.  Information  and  ma¬ 
terial  originally  classified  “Confidential” 
shall  become  automatically  declassified 
at  the  end  of  the  6th  full  calendar  year 
following  the  year  in  which  it  was 
originated. 

The  rules  of  this  section  apply  to  in¬ 
formation  or  material  classified  before 
June  1,  1972,  which  is  assigned  to  Group 
4  under  Executive  Order  No.  10501,  as 
amended.  Unless  exempted,  the  appli¬ 
cation  of  the  General  Declassification 
Schedule  to  such  information  and  ma- 
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terial  will  commence  beginning  Decem¬ 
ber  31,  1972.  All  other  information  or 
material  classified  before  June  1,  1972, 
whether  or  not  assigned  to  Groups  1,  2, 
or  3  under  Executive  Order  No.  10501,  as 
amended,  shall  be  excluded  from  the 
General  Declassification  Schedule. 

§  17.31  Exemptions  from  general  de¬ 
classification  schedule. 

Certain  classified  information  or  ma¬ 
terial  may  warrant  some  degree  of  pro¬ 
tection  for  a  period  exceeding  that  pro¬ 
vided  in  the  General  Declassification 
Schedule  in  §  17.30  above.  An  official  au¬ 
thorized  to  classify  information  or  ma¬ 
terial  “Top  Secret”  may  exempt  from 
the  General  Declassification  Schedule 
any  level  of  classified  information  or  ma¬ 
terial  originated  by  him  or  under  his 
supervision  if  it  falls  within  one  of  the 
categories  described  below.  In  each  case 
such  official  shall  specify  in  writing  on 
the  material  the  exemption  category  be¬ 
ing  claimed  and,  unless  impossible,  a 
date  or  event  for  automatic  declassifica¬ 
tion  of  the  information  or  material  in¬ 
volved.  The  use  of  the  exemption  author¬ 
ity  shall  be  kept  to  the  absolute  mini¬ 
mum  consistent  with  national  security 
requirements  and  shall  be  strictly  limited 
to  information  or  material  in  the  follow¬ 
ing  categories: 

(a)  Classified  information  or  material 
furnished  by  foreign  governments  or  in¬ 
ternational  organizations  and  held  by 
the  United  States  on  the  understanding 
that  it  be  kept  in  confidence. 

(b)  Classified  information  or  material 
specifically  covered  by  statute,  or  per¬ 
taining  to  cryptography,  or  disclosing 
intelligence  sources  or  methods. 

(c)  Classified  information  or  material 
disclosing  a  system,  plan,  installation, 
project  or  specific  foreign  relations  mat¬ 
ter  the  continuing  protection  of  which 
is  essential  to  the  national  security. 

(d)  Classified  information  or  material 
the  disclosure  of  which  would  place  a 
person  in  immediate  jeopardy. 

§  17.32  Declassification  of  classified  ma¬ 
terial  after  10  years. 

All  classified  information  or  material, 
whether  classified  before  or  after  June  1, 
1972,  shall  be  subject  to  mandatory  clas¬ 
sification  review  pursuant  to  the  provi¬ 
sions  of  Subpart  G  of  this  part  at  any 
time  after  the  expiration  of  10  years  from 
the  date  of  origin. 

§  17.33  Declassification  of  classified  ma¬ 
terial  after  30  years. 

All  classified  information  or  material 
which  is  30  years  old  or  more,  is  subject 
to  automatic  declassification  as  follows: 

(a)  All  information  and  material  clas¬ 
sified  by  the  Department  after  June  1, 
1972,  shall  become  automatically  declas¬ 
sified  at  the  end  of  30  full  calendar  years 
after  the  date  of  its  original  classifica¬ 
tion  except  for  such  specifically  identi¬ 
fied  information  or  material  as  the  At¬ 
torney  General  personally  determines  in 
writing  at  that  time  to  require  con¬ 
tinued  protection  because  such  continued 
protection  is  essential  to  the  national 
security,  or  when  disclosure  would  place 
a  person  in  immediate  jeopardy.  In 


either  such  case  the  Attorney  General 
shall  also  specify  the  period  of  continu¬ 
ing  classification. 

Cb)  All  information  and  material 
classified  before  June  1,  1972,  and  more 
than  30  years  old  shall  be  systematically 
reviewed  for  declassification  by  the 
Archivist  of  the  United  States  by  the  end 
of  the  30th  full  calendar  year  following 
the  year  it  was  originated.  All  such  in¬ 
formation  and  material  shall  be  de¬ 
classified  except  that  specifically  identi¬ 
fied  by  the  Attorney  General  for  con¬ 
tinued  classification  as  set  forth  in  para¬ 
graph  (a)  of  this  section. 

§  17.34  Notification  of  change  in  clas¬ 
sification. 

When  classified  information  or  mate¬ 
rial  is  downgraded  or  declassified  in  a 
manner  other  than  that  originally  speci¬ 
fied,  the  classifying  authority  shall,  to 
the  extent  practicable,  promptly  notify 
all  recipients  of  the  classified  informa¬ 
tion  or  material.  In  turn,  the  recipients 
shall  notify  any  other  known  holders  of 
the  declassification  or  downgrading  of 
the  information  or  material. 

Subpart  G — Review  of  Classified 
Material 

§17.35  Systematic  reviews. 

All  information  and  material  classi¬ 
fied  after  June  1,  1972  by  the  Depart¬ 
ment,  and  evaluated  under  44  U.S.C. 
2101-2114  as  being  of  sufficient  historical 
or  other  value  to  warrant  preservation, 
shall  be  systematically  reviewed  on  a 
timely  basis  by  the  Department  for  the 
purpose  of  making  such  information  and 
material  publicly  available  in  accord 
with  the  declassification  determination 
made  by  the  classifying  authority.  Dur¬ 
ing  each  calendar  year  the  Department 
shall  segregate  to  the  maximum  extent 
reasonably  possible  all  such  information 
and  material  warranting  preservation 
and  becoming  declassified  at  or  prior  to 
the  end  of  such  year.  Promptly  after  the 
end  of  such  year  the  Department,  or  the 
Archives  of  the  United  States,  if  trans¬ 
ferred  thereto,  shall  make  the  declassi¬ 
fied  information  and  material  available 
to  the  public  to  the  extent  permitted  by 
law. 

§  17.36  Mandatory  review  of  material 
over  10  years  old. 

(a)  All  classified  information  and 
material  specified  in  §  17.32  hereof  shall 
be  subject  to  a  classification  review 
provided: 

(1)  A  department  (any  agency  of  the 
Government  or  other  governmental  unit) 
or  a  member  of  the  public  requests  the 
review: 

(2)  The  request  is  in  writing  and  de¬ 
scribes  the  classified  information  or 
material  with  sufficient  particularity  to 
enable  the  Department  to  identify  it; 
and 

(3)  The  classified  information  or 
material  can  be  obtained  with  only  a 
reasonable  amount  of  effort. 

(b)  Deficient  requests:  When  the  de¬ 
scription  in  a  request  is  deficient  the 
requester  should  be  asked  to  provide  as 
much  additional  identifying  informa¬ 


tion  as  possible.  Before  denying  a  re¬ 
quest  on  the  ground  that  the  informa¬ 
tion  or  material  is  not  obtainable  with 
a  reasonable  amount  of  effort,  the  re¬ 
quester  should  be  asked  to  limit  his 
request  to  information  or  material  that 
is  reasonably  obtainable.  If  the  requester 
then  fails  to  describe  the  information 
or  material  he  seeks  with  sufficient  par¬ 
ticularity,  or  it  cannot  be  obtained  with 
a  reasonable  amount  of  effort,  the  re¬ 
quester  shall  be  notified  of  the  reasons 
why  no  action  will  be  taken  and  of  his 
right  to  appeal  the  decision  to  the  De¬ 
partment  Review  Committee. 

(c)  Procedure:  Requests  for  classifi¬ 
cation  review  under  this  section  should 
be  directed  to  the  Office  of  the  Deputy 
Attorney  General.  The  Office  of  the  Dep-, 
uty  Attorney  General  shall  assign  the 
request  to  the  appropriate  division 
within  the  Department  for  action,  and 
the  latter  shall  immediately  acknowl¬ 
edge  receipt  of  the  request  to  the  re¬ 
quester  in  writing.  If  the  request  re¬ 
quires  the  rendering  of  services  requir¬ 
ing  the  charging  of  fees  pursuant  to  31 
U.S.C.  483a,  the  requester  shall  so  be 
notified,  and  fees  shall  be  charged  in 
accordance  with  the  schedule  set  forth 
in  §  16.4  of  this  chapter.  The  division 
shall  thereafter  make  a  determination 
within  30  days  of  receipt  of  the  request 
or  shall  explain  to  the  requester  the 
reasons  why  further  time  is  necessary. 
If  at  the  end  of  60  days  from  receipt 
of  the  request  for  review  no  determina¬ 
tion  has  been  made,  the  requester  may 
apply  to  the  Department  Review  Com¬ 
mittee  established  by  §  17.38  for  a  deter¬ 
mination.  If  the  division  determines 
that  continued  classification  is  required, 
the  requester  shall  promptly  be  notified, 
and,  whenever  possible,  provided  with  a 
brief  statement  as  to  why  the  requested 
information  or  material  cannot  be  de¬ 
classified.  The  requester  may  appeal  any 
such  determination  to  the  Department 
of  Review  Committee  and  the  notice  of 
determination  shall  advise  him  of  this 
right.  If,  after  appeal  by  the  requester, 
the  Department  Review  Committee  de¬ 
termines  that  continued  classification  is 
required,  it  shall  promptly  so  notify  the 
requester  and  advise  him  that  he  may 
appeal  the  denial  to  the  Interagency 
Classification  Review  Committee. 

§  17.37  Mandatory  review  of  material 
over  30  years  old. 

All  classified  information  or  material 
which  is  thirty  (30)  years  old  or  more, 
shall  be  declassified  in  accordance  with 
§  17.33  hereof.  In  addition,  a  department 
or  agency  of  the  Government  or  a  mem¬ 
ber  of  the  public  may  request  a  review  of 
the  classification  of  such  information 
or  material.  Such  requests  should  meet 
the  conditions  for  requests  set  forth  in 
§  17.36.  Such  requests  shall  be  referred 
directly  to  the  Archivist  of  the  United 
States  for  processing.  The  Attorney  Gen¬ 
eral  shall  cooperate  with  the  Archivist 
in  the  review  of  such  request,  and  shall 
determine  personally  whether  continued 
classification  of  such  information  or  ma¬ 
terial  is  required,  and  specify  the  period 
of  continued  classification. 
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§  17.38  Department  Review  Committee. 

(a)  A  Department  Review  Committee 
is  hereby  established.  The  Committee  is 
responsible  for  the  continuing  review  of 
the  administration  of  these  regulations 
with  respect  to  classification  and  de- 
classification  of  information  or  material 
originated  within  the  Department.  It 
shall  establish  procedures  to  review  and 
act  within  30  days  upon  all  applications 
and  appeals  regarding  requests  for  de¬ 
classification.  The  Committee  is  author¬ 
ized  to  overrule  on  behalf  of  the  Attorney 
General  classification  determinations  in 
whole  or  in  part,  when  in  its  judgment, 
continued  protection  is  not  required.  If 
the  Committee  determines  that  contin¬ 
ued  classification  is  required  it  shall 
promptly  so  notify  the  requester  and 
advise  him  that  he  may  appeal  the  denial 
to  the  Interagency  Classification  Review 
Committee. 

(b)  The  Committee  shall  review  all 
appeals  of  requests  for  records  under 
the  Freedom  of  Information  Act,  5  U.S.C. 
552,  when  the  proposed  denial  is  based 
on  continued  classification  under  the 
order.  The  Committee  shall  have  the  re¬ 
sponsibility  for  recommending  to  the 
Attorney  General  appropriate  adminis¬ 
trative  action  to  correct  abuse  or  viola¬ 
tion  of  any  provision  of  the  order,  the 
directives  or  these  regulations,  includ¬ 
ing  but  not  limited  to  notifications  by 
warning  letter,  formal  reprimand,  and  to 
the  extent  permitted  by  law,  suspension 
without  pay  and  removal. 

§  17.39  Burden  of  proof. 

In  making  its  determinations  concern¬ 
ing  requests  for  declassification  of  clas¬ 
sified  information  or  material  the 
Department  Review  Committee  shall  im¬ 
pose  for  administrative  purposes  the 
burden  of  proof  on  the  originating  divi¬ 
sion  to  show  that  continued  classifica¬ 
tion  is  warranted. 

Subpart  H — Marking  Requirements 

§  17.40  Face  markings. 

All  classified  documents,  and  insofar 
as  practicable  all  other  classified  mate¬ 
rials,  shall  show  on  the  face  thereof: 

(a)  The  overall  classification  assigned; 

(b)  Whether  the  document  is  subject 
to  or  exempt  from  the  General  Declassi¬ 
fication  Schedule  or  subject  to  declassi¬ 
fication  at  an  earlier  date  or  event; 

(c)  The  office  of  origin; 

(d)  The  date  of  preparation  and  clas¬ 
sification,  and  if  preparation  and  classi¬ 
fication  are  distinct  in  time,  the  date  of 
each  should  be  shown;  and 

(e)  The  identity  of  the  highest  au¬ 
thority  authorizing  the  classification; 
where  the  individual  who  signs  or  other¬ 
wise  authenticates  a  document  or  item 
has  also  authorized  the  classification,  no 
further  annotation  as  to  his  identity  is 
required. 

§  17.41  Security  classification  markings. 

(a)  Overall  and  page  marking  of  docu¬ 
ments.  The  overall  classification  of  a 
document,  whether  or  not  permanently 
bound,  or  any  copy  or  reproduction 
thereof,  shall  be  conspicuously  marked 


or  stamped  at  the  top  and  bottom  of  the 
outside  of  the  front  cover  (if  any),  on 
the  title  page  (if  any),  on  the  first  page, 
on  the  back  page,  and  on  the  outside  of 
the  back  cover  (if  any).  To  the  extent 
practicable  each  interior  page  of  a  docu¬ 
ment  which  is  not  permanently  bound 
shall  be  conspicuously  marked  or 
stamped  at  the  top  and  bottom  accord¬ 
ing  to  its  own  content,  including  the 
designation  “Unclassified”  when  appro¬ 
priate. 

(b)  Paragraph  marking.  Whenever 
portions  of  a  classified  document  require 
different  levels  of  classification  or  a  por¬ 
tion  requires  no  classification,  each  sec¬ 
tion,  part,  or  paragraph  should  be 
marked  to  the  extent  practicable  to  show 
its  classification  category  or  that  it  is 
unclassified. 

(c)  Material  other  than  documents.  If 
classified  material  cannot  be  marked, 
written  notification  of  the  information 
otherwise  required  in  markings  shall  ac¬ 
company  such  material. 

(d)  Transmittal  documents.  A  trans¬ 
mittal  document  shall  carry  on  it  a 
prominent  notation  as  to  the  highest 
classification  of  the  information  which 
is  carried  with  it,  and  a  legend  showing 
the  classification,  if  any,  of  the  trans¬ 
mittal  document  standing  alone. 

(e)  Wholly  unclassified  material  not 
usually  marked.  Normally,  unclassified 
material  shall  not  be  marked  or  stamped 
“Unclassified”  unless  the  purpose  of  the 
marking  is  to  indicate  that  a  decision 
has  been  made  not  to  classify  it. 

§  17.42  General  declassification  sched¬ 
ule  markings. 

(a)  For  marking  documents  which  are 
subject  to  the  General  Declassification 
Schedule,  the  following  stamp  shall  be 
used: 

(Top  Secret,  Secret  or  Confidential) 

Classified  by _ Subject  to  General 

Declassification  Schedule  of  Executive  Or¬ 
der  11652  Automatically  Downgraded  at 
2-Year  Intervals  and  Declassified  on  De¬ 
cember  31, _ 

<  insert  year) 

(b)  Foi  marking  documents  which  are 
to  be  automatically  declassified  on  a 
given  event  or  date  earlier  than  the 
General  Declassification  Schedule  the 
following  stamp  shall  be  used: 

(Top  Secret,  Secret,  or  Confidential) 

Classified  by _ Automatically  De¬ 
classified  on _ 

(effective  date  or  event) 

(c)  For  marking  documents  which  are 
exempt  from  the  General  Declassifica¬ 
tion  Schedule  the  following  stamp  shall 
be  used: 

(Top  Secret,  Secret,  or  Confidential) 

Classified  by  _  Exempt  From 

General  Declassification  Schedule  of  Ex¬ 
ecutive  Order  11652  Exemption  Category 
(section  5B  (1).  (2),  (3),  or  (4))  Auto¬ 
matical  Declassified  on _ _ 

(effective  date  or 
event,  if  any 

Should  the  classifying  authority  inad¬ 
vertently  fail  to  mark  a  document  with 
one  of  the  foregoing  stamps  the  docu¬ 
ment  shall  be  deemed  to  be  subject  to  the 


General  Declassification  Schedule.  In  the 
absence  of  a  marking  indicating  other¬ 
wise,  the  officer  or  employee  who  signs  or 
finally  approves  a  document  or  other 
material  containing  classified  informa¬ 
tion  or  material  shall  be  deemed  to  be  the 
classifying  authority.  If  the  classifying 
authority  is  other  than  such  officer  or 
employee  he  shall  be  identified  on  the 
stamps  required  in  this  section.  The 
“Restricted  Data  and  Formerly  Re¬ 
stricted  Data”  stamps,  below,  are,  in 
themselves,  evidence  of  exemption  from 
the  General  Declassification  Schedule. 

§  17.43  Downgrading,  declassification, 
and  upgrading  markings. 

(a)  Changes  in  markings.  Whenever  a 
change  is  made  in  the  original  classifi¬ 
cation  or  in  the  date  of  downgrading  or 
declassification  of  any  classified  infor¬ 
mation  or  material  it  shall  be  promptly 
and  conspicuously  marked  to  indicate 
the  change,  the  authority  for  the  action, 
the  date  of  the  action,  and  the  identity 
of  the  person  taking  the  action.  In  addi¬ 
tion,  all  earlier  classification  markings 
shall  be  canceled,  if  practicable;  in  any 
event,  those  on  the  first  page  shall  be 
canceled. 

(b)  Limited  use  of  posted  notice  for 
large  quantities  of  material.  When  the 
volume  of  information  or  material  is  such 
that  prompt  remarking  of  each  classified 
item  could  not  be  accomplished  without 
unduly  interfering  with  operations,  the 
custodian  may  attach  downgrading,  de- 
classification,  or  upgrading  notices  to  the 
storage  unit  in  lieu  of  the  remarking 
otherwise  required.  Each  notice  shall  in¬ 
dicate  the  change,  the  authority  for  the 
action,  the  date  of  the  action,  the  iden¬ 
tity  of  the  person  taking  the  action  and 
the  storage  units  to  which  it  applies. 
When  individual  documents  or  other  ma¬ 
terials  are  withdrawn  from  such  storage 
units  they  shall  be  promptly  remarked 
in  accordance  with  the  change,  or  if  the 
documents  have  been  declassified,  the 
old  markings  shall  be  canceled. 

(c)  Transfer  of  stored  quantities  cov¬ 
ered  by  posted  notice.  When  information 
or  material  subject  to  a  posted  down¬ 
grading,  upgrading,  or  declassification 
notice  are  withdrawn  from  one  storage 
unit  solely  for  transfer  to  another,  or  a 
storage  unit  containing  such  documents 
or  other  materials  is  transferred  from 
one  place  to  another,  the  transfer  may 
be  made  without  remarking  if  the  notice 
is  attached  to  or  remains  with  each 
shipment. 

§  17.44  Additional  warning  notice  mark¬ 
ings. 

In  addition  to  the  marking  require¬ 
ments  set  forth  in  §§  17.40-17.43  warn¬ 
ing  notices  shall  be  prominently  displayed 
on  classified  documents  or  materials  as 
prescribed  in  paragraphs  (a),  (b),  (c), 
and  (d)  of  this  section.  When  display  of 
these  warning  notices  on  the  documents 
or  other  materials  is  not  feasible,  the 
•warnings  shall  be  included  in  the  written 
notification  of  the  assigned  classification. 

(a)  Restricted  Data.  For  classified  in¬ 
formation  or  material  containing  “Re¬ 
stricted  Data": 
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Restricted  Data 

This  document  contains  Restricted  Data  as 
defined  In  the  Atomic  Energy  Act  of  1964. 
Its  dissemination  or  disclosure  to  any 
unauthorized  person  Is  prohibited. 

(b)  Formerly  Restricted  Data.  For 
classified  information  or  material  con¬ 
taining  solely  “Formerly  Restricted 
Data”: 

Formerly  Restricted  Data 

Unauthorized  disclosure  subject  to  Adminis¬ 
trative  and  Criminal  Sanctions.  Handle 
as  Restricted  Data  In  foreign  dissemina¬ 
tion.  Section  144.b,  Atomic  Energy  Act, 
1954. 

(c)  Information  Other  Than  Re¬ 
stricted  Data  or  Formerly  Restricted 
Data.  For  classified  information  or  ma¬ 
terial  furnished  to  persons  outside  the 
executive  branch  of  Government  other 
than  as  described  in  paragraphs  (a)  and 

(b)  of  this  section: 

National  Security  Information 

Unauthorized  disclosure  subject  to  criminal 
sanctions. 

(d)  Sensitive  intelligence  informa¬ 
tion.  For  classified  information  or  mate¬ 
rial  relating  to  sensitive  intelligence 
sources  and  methods,  the  following 
warning  notice  shall  be  used,  in  addi¬ 
tion  to  and  in  conjunction  with  those 
prescribed  in  paragraph  (a),  (b),  or  (c) 
of  this  section,  as  appropriate: 

Warning  Notice — Sensitive  Intelligence 
Sources  and  Methods  Involved. 

§  17.45  Origin,  date  of  preparation  and 
classification. 

If  not  otherwise  clearly  shown,  the 
originator  of  a  classified  document  shall 
add  information  to  the  face  thereof  re¬ 
flecting  the  office  originating  the  docu¬ 
ment  and  its  date  of  preparation  and 
classification. 

§  17.46  Uniform  abbreviations. 

Except  in  the  case  of  face  markings 
required  under  §  17.40  and  the  markings 
required  by  §§  17.42  and  17.44  the  fol¬ 
lowing  uniform  abbreviations  may  be 
used: 

(a)  GDS.  General  Declassification 
Schedule. 

(b)  XGDS  1,  2,  3,  or  4.  Exempt  from 
General  Declassification  Schedule  (ex¬ 
emption  number  indicated). 

(c)  ADS.  Accelerated  Declassification 
Schedule,  that  is,  information  or  mate¬ 
rial  automatically  declassified  on  a  speci¬ 
fied  date  or  event  earlier  than  the 
General  Declassification  Schedule. 

(d)  RD.  Restricted  Data. 

(e)  FRD.  Formerly  Restricted  Data. 

(f)  NSI.  National  Security  Informa¬ 
tion. 

(g)  SIS.  Sensitive  Intelligence  Sources 
and  Methods. 

Subpart  I — Custody  and  Safekeeping 
of  Classified  Information  and  Material 
§  17.47  General. 

Classified  national  security  informa¬ 
tion  and  material  shall  be  used,  held  or 
stored  only  where  there  are  facilities  or 
under  conditions  adequate  for  secure 
storage  or  protection  thereof,  and  which 


prevent  unauthorized  persons  from 
gaining  access  thereto. 

§17.48  Storage  requirements. 

Whenever  classified  information  or 
material  is  not  under  the  direct  supervi¬ 
sion  of  authorized  persons,  whether  dur¬ 
ing  or  outside  of  working  hours,  the 
following  means  shall  be  taken  to  protect 
it: 

(a)  Storage  of  Top  Secret.  “Top  Se¬ 
cret”  information  and  material  shall  be 
stored  in  a  safe  or  safe-type  steel  file 
container  having  a  built-in,  three- 
position,  dial-type  combination  lock, 
vault,  or  vault-type  room,  or  other  stor¬ 
age  facility  which  meets  the  standards 
for  “Top  Secret”  established  under  the 
provisions  of  paragraph  (c)  of  this  sec¬ 
tion,  and  which  minimizes  the  possibility 
of  unauthorized  access  to,  or  the  physical 
theft  of,  such  information  or  material. 

(b)  Storage  of  Secret  or  Confidential. 
“Secret”  and  “Confidential”  material 
may  be  stored  in  a  manner  authorized 
for  “Top  Secret”  information  and  mate¬ 
rial,  or  in  a  container  or  vault  which 
meets  the  standards  for  “Secret”  or 
"Confidential,”  as  the  case  may  be,  estab¬ 
lished  under  the  provisions  of  paragraph 

(c)  of  this  section. 

(c)  Standards  for  security  equipment. 
The  General  Services  Administration 
(GSA)  shall,  in  coordination  with  de¬ 
partments  or  agencies  originating  classi¬ 
fied  information  or  material,  establish 
and  publish  uniform  standards,  specifi¬ 
cations,  and  supply  schedules  for  con¬ 
tainers,  vaults,  alarm  systems,  and  asso¬ 
ciated  security  devices  suitable  for  the 
storage  and  protection  of  all  categories 
of  classified  information  and  material. 
The  Department  may  establish  for  its 
own  use  more  stringent  standards. 
Whenever  new  security  equipment  is 
procured  by  the  Department,  it  shall  be 
in  conformance  with  the  foregoing 
standards  and  specifications  and  shall, 
to  the  maximum  extent  practicable,  be 
of  the  type  designated  on  the  Federal 
Supply  Schedule,  GSA.  No  other  equip¬ 
ment  to  be  used  for  the  storage  of  clas¬ 
sified  national  security  information  shall 
be  procured  without  the  prior  approval 
of  the  Department  Security  Officer. 

(d)  Exception  to  Standards  for  Secu¬ 
rity  Equipment.  As  an  exception  to  para¬ 
graph  (c)  of  this  section  “Secret”  and 
“Confidential”  material  may  also  be 
stored  in  a  steel  filing  cabinet  having  a 
built-in,  three-position,  dial-type  com¬ 
bination  lock,  or  a  steel  filing  cabinet 
equipped  with  a  steel  lock  bar,  provided 
it  is  secured  by  a  GSA  approved  change¬ 
able  combination  padlock. 

§  17.49  Changes  of  combinations. 

Combinations  to  security  equipment 
and  devices  shall  be  changed  only  by  per¬ 
sons  having  appropriate  security  clear¬ 
ance,  and  shall  be  changed  whenever 
such  equipment  is  placed  in  use,  when¬ 
ever  a  person  knowing  the  combination 
is  transferred  from  the  office  to  which 
the  equipment  is  assigned,  whenever  a 
combination  has  been  subjected  to  possi¬ 
ble  compromise,  and  at  least  once  every 
year.  Such  changes  shall  be  under  the 


supervision  of  the  Division  Security 
Officer. 

§  17.50  Knowledge  of  combinations. 

The  knowledge  of  combinations  shall 
be  limited  to  the  minimum  number  of 
persons  necessary  for  operating  purposes. 
The  name,  address,  and  telephone  num¬ 
ber  of  each  person  knowing  the  combi¬ 
nation  of  a  safe,  vault,  or  cabinet  and  the 
combination  shall  be  entered  on  a  single 
list  which  shall  be  maintained  by  the 
Division  Security  Officer. 

§  17.51  Classification  of  combinations. 

Records  of  combinations  shall  be  clas¬ 
sified  no  lower  than  the  highest  category 
of  classified  material  authorized  for  stor¬ 
age  in  the  security  equipment  concerned 
and  shall  be  handled  and  stored  in  ac¬ 
cordance  with  the  provisions  of  these 
regulations. 

§  17.52  Responsibilities  of  custodians. 

Custodians  of  classified  information  or 
material  shall  be  responsible  for  provid¬ 
ing  protection  and  accountability  for 
such  information  or  material  at  all  times 
and  particularly  for  locking  classified  in¬ 
formation  or  material  in  approved  secur¬ 
ity  equipment  whenever  it  is  not  in  use 
or  under  direct  supervision  of  authorized 
persons.  Custodians  shall  follow  proce¬ 
dures  which  insure  that  unauthorized 
persons  do  not  gain  access  to  classified 
information  or  material  by  sight  or 
sound,  and  classified  information  or 
material  shall  not  be  discussed  with  or 
in  the  presence  of  unauthorized  persons. 

§  17.53  Telecommunications  conversa¬ 
tions. 

Classified  information  or  material  shall 
not  be  revealed  in  telecommunications 
conversations,  except  as  may  be  author¬ 
ized  under  these  regulations. 

§  17.54  Inspections. 

It  shall  be  the  duty  of  the  Security 
Officer  of  the  Department,  the  Security 
Officer  of  each  Division  and  of  each 
officer  or  employee  charged  with  the  cus¬ 
tody  of  classified  national  security  in¬ 
formation  to  accomplish  such  periodic 
inspections  as  are  necessary  to  insure 
that  all  procedural  safeguards  prescribed 
by  these  regulations  are  taken  to  protect 
such  information  at  all  times. 

§  17.55  Loss  or  compromise  of  classified 
information. 

Any  officer  or  employee  of  the  Depart¬ 
ment  who  has  knowledge  of  the  loss  or 
possible  compromise  of  classified  na¬ 
tional  security  information  or  material 
shall  promptly  report  and  confirm  in 
writing  the  circumstances  to  the  Secur¬ 
ity  Officer  of  his  Division,  who  shall  take 
appropriate  action  forthwith,  including: 

(a)  Notice  to  the  originating,  office  and 
any  interested  department  or  agency; 

(b)  an  assessment  of  the  damage  in¬ 
curred;  and  (c)  an  inquiry  to  determine 
whether  corrective  measures  and  appro¬ 
priate  administrative,  disciplinary  or 
legal  action  should  be  taken.  A  copy  of 
the  report  shall  be  furnished  the  Secur¬ 
ity  Officer  of  the  Department  and  the 
Department  Review  Committee. 
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§  17.56  Removal  of  classified  material. 

Whenever  it  is  absolutely  necessary  to 
remove  classified  information  and  ma¬ 
terial  from  the  Department,  including 
its  field  installations,  the  officer  or  em¬ 
ployee  removing  such  material  shall  ob¬ 
tain  written  permission  in  duplicate  of 
the  head  of  his  Division.  One  copy  of 
such  permission  shall  be  forwarded  to 
the  Division  Security  Officer  and  the 
other  copy  to  the  Office  of  Records  Oper¬ 
ations  and  Management  or  other  file 
custodians  to  be  made  a  permanent  part 
of  the  file.  The  officer  or  employee  who 
removes  classified  material  from  the  De¬ 
partment,  including  its  field  installations, 
shall  assume  full  responsibility  for  the 
safekeeping  of  such  material  in  con¬ 
formity  with  the  provisions  of  these  reg¬ 
ulations  or  shall  keep  it  under  his  per¬ 
sonal  supervision  at  all  times. 

Subpart  J — Dissemination 

§17.57  Security  clearance. 

Except  as  hereinafter  provided  in 
§  17.60,  no  person  shall  be  given  access 
to  any  classified  information  or  material 
originated  by,  in  the  custody  or  under 
the  control  of  the  Department  unless 
such  person  has  been  determined  to  be 
trustworthy  and  unless  access  to  such 
information  or  material  is  necessary  in 
the  performance  of  his  duties. 

§  17.58  Determination  of  trustworthi¬ 
ness. 

The  trustworthiness  determination  of 
eligibility  for  access  to  classified  infor¬ 
mation  or  material,  referred  to  as  a 
security  clearance,  shall  be  made  by  the 
Security  Officer  of  the  Department  and 
shall  be  based  on  such  investigation  as 
the  Department  by  regulation  requires  in 
accordance  with  the  standards  and  cri¬ 
teria  of  Executive  Order  No.  10450,  as 
amended.  Current  and  valid  clearances 
issued  to  persons  by  other  departments 
and  agencies  may  be  accepted  in  appro¬ 
priate  cases  in  lieu  of  such  clearance  by 
the  Security  Officer  but  only  for  access 
purposes.  No  determination  of  trust¬ 
worthiness  shall  be  required  by  the  De¬ 
partment  Security  Office  as  to  any  presi¬ 
dential  appointee  employed  by  the 
Department.  Such  appointees  shall  be 
considered  to  have  a  security  clearance 
at  the  level  necessary  by  virtue  of  such 
appointment  and  effective  as  of  the  date 
of  entrance  on  duty. 

(a)  Security  clearances  of  employees 
of  the  Federal  Bureau  of  Investigation 
(FBI)  and  the  Immigration  and  Natural¬ 
ization  Service  (Immigration)  for  access 
to  classified  information  shall  be  made  in 
the  manner  provided  by  the  respective 
head  of  each  such  organization. 

(b>  Security  clearances  of  employees 
of  other  Divisions  for  access  to  classified 
information  shall  be  made  by  the  De¬ 
partment  Security  Office  upon  the  sub¬ 
mission  by  heads  of  such  Divisions  of  the 
names  of  the  persons  proposed  for  such 
clearance  together  with  an  indication  of 
the  category  of  classified  information  to 
which  access  is  required. 

(c)  The  Administrative  Officer,  or 
other  officer  serving  in  such  capacity,  of 


the  Division  concerned  (except  for  those 
Divisions  which  maintain  their  own  rec¬ 
ord  files)  shall  immediately  notify  the 
Office  of  Records  Operations  and  Man¬ 
agement  whenever  an  employee  who  has 
been  cleared  for  access  to  classified  in¬ 
formation  is  separated,  transferred,  or 
suspended,  or  whenever  the  necessity  for 
clearance  has  ceased  to  exist  in  order  that 
the  employee’s  name  may  be  deleted  from 
the  list  of  those  authorized  to  receive 
classified  files. 

(d)  The  Department  Security  Officer 
also  shall  be  notified  immediately  by  the 
Administrative  Officer,  or  other  officer 
serving  in  such  capacity,  of  the  Division 
concerned  whenever  an  employee  of  a 
Division  (other  than  the  FBI  or  Immigra¬ 
tion)  who  has  been  cleared  for  access 
to  classified  information  is  separated, 
transferred  or  suspended,  or  whenever 
the  necessity  for  clearance  otherwise  has 
ceased  to  exist. 

§  17.59  Determination  of  need-to-know. 

In  addition  to  a  security  clearance,  a 
person  must  have  a  need  for  access  to 
particular  classified  information  or  ma¬ 
terial  necessary  to  the  performance  of 
his  official  duties  or  contractual  obliga¬ 
tions.  The  determination  of  that  need 
shall  be  made  by  the  official  or  employee 
having  responsibility  for  such  classified 
information  or  material. 

§  17.60  Exception  from  need-to-Know 
requirement  for  historical  research¬ 
ers  and  presidential  appointees. 

The  requirement  in  §  17.57  that  access 
to  classified  information  or  material  be 
granted  only  to  persons  whose  official 
duties  require  such  access  shall  not  ap¬ 
ply  to  persons  outside  the  executive 
branch  who  are  engaged  in  historical 
research  projects  or  who  have  previ¬ 
ously  occupied  policymaking  positions  to 
which  they  were  appointed  by  the  Presi¬ 
dent  with  respect  to  those  papers  which 
the  former  official  originated,  reviewed, 
signed,  or  received  while  in  public  office; 
Provided,  however,  That  in  each  case  the 
Attorney  General  determines  that  grant¬ 
ing  access  to  such  researchers  and  former 
appointees  is  clearly  consistent  with  the 
interests  of  national  security  and  assures 
that  the  classified  information  or  mate¬ 
rial  to  which  access  is  granted  will  not  be 
published  or  disseminated  to  unauthor¬ 
ized  persons,  or  otherwise  compromised 
in  any  manner. 

(a)  Access  by  historical  researchers. 
(1)  Prior  to  granting  access  to  persons 
engaged  in  historical  research  projects, 
the  Attorney  General  shall  also  deter¬ 
mine  that  the  information  or  material 
to  which  access  is  sought  is  reasonably 
accessible  and  is  identified  with  such 
particularity  as  to  be  located  and/or 
compiled  with  a  reasonable  amount  of 
effort;  that  the  researcher  agrees  to 
safeguard  the  information  or  material 
in  a  manner  consistent  with  these  reg¬ 
ulations  and  to  a  review  of  his  notes 
and  subsequent  manuscript  or  other 
writings  prepared  therefrom,  if  any,  for 
the  sole  purpose  of  determining  that  no 
classified  information  is  revealed  by 
either. 


(2)  An  authorization  for  access  for 
historical  research  shall  be  made  a  mat¬ 
ter  of  record  in  the  Department  Secu¬ 
rity  Office.  Such  authorization  shall  be 
valid  for  the  period  required  but  in  no 
event  for  a  period  longer  than  2  years 
from  date  of  issuance  at  which  time  it 
may  be  renewed  under  the  same  condi¬ 
tions  and  agreements  as  when  initially 
granted. 

(b)  Access  by  former  presidential  ap¬ 
pointees.  (1)  Persons  who  have  pre¬ 
viously  occupied  policy  positions  in  the 
Department  to  which  they  were  ap¬ 
pointed  by  the  President  may  be  author¬ 
ized  access  to  classified  information  or 
material  to  the  extent  they  originated, 
reviewed,  signed,  or  received  such  infor¬ 
mation  or  material  during  their  tenure. 

(2)  Former  presidential  appointees 
seeking  such  access  shall  be  required  to 
identify  the  information  or  material 
with  sufficient  particularity  as  to  make 
it  retrievable  with  reasonable  time  and 
effort  and,  if  not  otherwise  apparent, 
establish  that  they  did  in  fact  originate, 
review,  sign,  or  receive  such  during  their 
tenure.  They  shall  also  agree  to  the 
same  conditions  regarding  the  protection 
of  such  information  or  material  as  is 
required  of  historical  researchers  as  set 
forth  in  subparagraph  (1)  of  this  para¬ 
graph.  An  authorization  for  access 
granted  a  former  presidential  appointee 
shall  be  made  a  matter  of  record  in  the 
Department  Security  Office. 

§  17.61  Consent  of  originating  depart¬ 
ment  to  dissemination  by  recipient. 

Except  as  otherwise  provided  by  sec¬ 
tion  102  of  the  National  Security  Act  of 
1947,  50  U.S.C.  403,  classified  informa¬ 
tion  or  material  originating  in  one  de¬ 
partment  or  agency  shall  not  be  dis¬ 
seminated  outside  any  other  department 
or  agency  to  which  it  has  been  made 
available  without  the  consent  of  the 
originating  department  or  agency. 

§  17.62  Dissemination  of  sensitive  intel¬ 
ligence  information. 

Information  or  material  bearing  the 
notation  “Warning  Notice — Sensitive 
Intelligence  Sources  and  Methods  In¬ 
volved”  shall  not  be  disseminated  in  any 
manner  outside  authorized  channels 
without  the  permission  of  the  originating 
department  or  agency  and  an  assessment 
by  the  senior  intelligence  official  in  the 
disseminating  department  or  agency  as 
to  the  potential  risk  to  the  national 
security  and  to  the  intelligence  sources 
and  methods  involved. 

§  17.63  Special  departmental  require¬ 
ments. 

As  considered  necessary  with  respect 
to  classified  information  originated  in 
the  Department,  special  requirements,  in 
addition  to  those  set  forth  herein,  may 
be  established  with  respect  to  access,  dis¬ 
tribution,  and  protection  of  classified  in¬ 
formation  and  material,  including  any 
which  presently  relate  to  communica¬ 
tions  intelligence,  intelligence  sources, 
and  methods  and  cryptography.  Such 
special  requirements  may  only  be  estab¬ 
lished  upon  the  specific  prior  approval 
of  the  Attorney  General. 
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§  17.64  Dissemination  outside  the  exec¬ 
utive  branch. 

Classified  information  or  material 
shall  not  be  disseminated  outside  the 
executive  branch  except  under  condi¬ 
tions  and  through  channels  authorized 
or  heretofore  authorized  by  the  Attorney 
General,  and  assuring  its  proper 
protection. 

Subpart  K — Accountability 

§  17.65  Designation  of  Top  Secret  Con¬ 
trol  Officers. 

The  head  of  each  Division  shall  desig¬ 
nate  a  person  or  persons  within  his 
Division  to  serve  as  Top  Secret  Control 
Officer  or  Officers.  A  person  so  designated 
will  be  responsible  for  carrying  out  the 
procedure  for  the  control  of  national 
security  information  classified  “Top 
Secret”  which  is  set  forth  below. 

§  17.66  Top  Secret  Control. 

(a)  All  “Top  Secret”  material  coming 
into  the  Department  must  be  received 
initially  and  registered  by  the  Top  Secret 
Control  Officer  of  the  Office  of  Records 
Operations  and  Management  except  that 
Top  Secret  material  addressed  to  the 
FBI,  Immigration,  Bureau  of  Prisons, 
Bureau  of  Narcotics  and  Dangerous 
Drugs  (“BNDD”),  Community  Relations 
Service,  and  Law  Enforcement  Assist¬ 
ance  Administration  (“LEAA”)  shall  be 
delivered  to  their  respective  Top  Secret 
Control  Officers.  No  other  official  or  em¬ 
ployee  of  the  Department  is  authorized 
to  receive  “Top  Secret”  material  before 
it  is  recorded  except  as  authorized  by 
the  Department  Security  Officer.  Any 
courier  or  messenger  delivering  “Top 
Secret”  material  shall  be  directed  to  the 
Top  Secret  Control  Officer  of  the  Office 
of  Records  Operations  and  Manage¬ 
ment.  All  copies  of  "Top  Secret”  ma¬ 
terial  originating  within  the  Department 
which  material  has  been  processed  by 
the  Records  Administration  Office  shall 
immediately  be  submitted  to  the  Top 
Secret  Control  Officer  of  the  Office  of 
Records  Operations  and  Management 
for  recording.  All  copies  shall  be  identi¬ 
fied  by  number,  by  means  of  a  stamp 

reading  “copy _ of _ copies.”  The 

record  shall  indicate  the  disposition  of 
all  copies  of  the  material,  including  any 
which  may  be  dispatched  from  the  De¬ 
partment.  In  recording  “Top  Secret” 
documents  only  enough  information  to 
identify  the  document  shall  be  recorded, 
and  recording  of  the  contents  thereof 
shall  be  avoided. 

(b)  The  Top  Secret  Control  Officer  of 
the  Office  of  Records  Operations  and 
Management  shall  transmit  all  “Top 
Secret”  material  for  a  particular  Divi¬ 
sion  to  the  Top  Secret  Control  Officer 
for  that  Division,  who  shall  maintain  a 
register  and  such  other  records  as  are 
necessary  to  indicate  the  custody  and 
location  of  such  material  at  all  times  at 
which  such  material  is  in  the  custody  of 
the  Division. 

(c)  When  “Top  Secret”  material  re¬ 
ceived  by  the  Department  or  originating 
within  the  Department  is  transmitted 
from  one  official  of  the  Department  to 
another  or  to  other  departments  or  agen¬ 


cies  a  receipt  signed  by  the  recipient 
shall  be  obtained.  In  the  case  of  “Top 
Secret”  material  transferred  between 
officials  within  a  particular  Division  of 
the  Department,  strict  accountability 
shall  likewise  be  maintained  through  a 
similar  system  of  receipts,  or,  with  the 
specific  consent  of  the  Security  Office, 
by  comparable  methods  which  are  not 
inconsistent  with  the  requirements  of 
the  Order.  In  all  such  cases  the  Top 
Secret  Control  Officer  of  the  Division 
shall  retain  such  receipts  and  make  a 
record  which  will  identify  the  material 
and  the  recipient  thereof  and  which  will 
indicate  the  disposition  of  all  copies. 

(d)  In  addition  to  the  requirements 
in  paragraph  (c)  of  this  section  when  a 
“Top  Secret”  departmental  file  is  trans¬ 
ferred  from  one  Division  to  another,  a 
transfer  slip  identifying  the  transferor 
the  transferee,  and  the  file,  and  indicat¬ 
ing  the  date  of  transfer  shall  be  sent  by 
the  Top  Secret  Control  Officer  of  the 
transferring  Division  and  to  the  Top 
Secret  Control  Officer  of  the  Office  of 
Records  Operations  and  Management. 

(e)  The  procedure  set  forth  above  is 
to  apply  to  all  Divisions  of  the  Depart¬ 
ment  except  that  the  FBI,  Immigration, 
Bureau  of  Prisons,  BNDD,  Community 
Relations  Service,  and  LEAA  shall  estab¬ 
lish  independent  control  for  the  receiv¬ 
ing,  transmission  and  safekeeping  of 
“Top  Secret”  material  which  shall  be 
consistent  with  the  provisions  of  the 
Order. 

§  17.67  Control  of  secret  and  confiden¬ 
tial  information  and  material. 

The  head  of  each  Division  shall  pre¬ 
scribe  such  accountability  procedures  as 
are  necessary  to  control  effectively  the 
dissemination  of  classified  national  se¬ 
curity  information  in  the  categories  of 
“Secret”  and  “Confidential”.  As  a  mini¬ 
mum,  however,  records  shall  be  main¬ 
tained  which  will  identify  the  original 
and  all  copies  of  all  “Secret”  and  “Con¬ 
fidential”  information  and  material  re¬ 
ceived  from  other  Divisions  of  the 
Department  or  other  departments  or 
agencies,  the  date  of  receipt  and  dispo¬ 
sition;  and  the  original  and  all  copies  of 
all  “Secret”  and  “Confidential”  infor¬ 
mation  and  material  sent  out  of  the 
Division. 

§  17.68  Physical  inventory;  restraint  on 
reproduction  and  number  of  copies. 

(a)  A  physical  inventory  of  all  “Top 
Secret”  material  shall  be  made  at  least 
annually.  To  the  extent  required,  because 
of  depositories  storing  large  volumes  of 
“Top  Secret”  material,  development  and 
maintenance  of  current  inventory  lists 
of  such  material  or  other  finding  aids 
shall  be  acceptable  in  lieu  of  all  annual 
physical  inventory. 

(b)  Documents  or  portions  of  docu¬ 
ments  containing  “Top  Secret”  informa¬ 
tion  shall  not  be  reproduced  without  the 
consent  of  the  originating  office.  All  other 
classified  material  shall  be  reproduced 
sparingly  and  any  stated  prohibition 
against  reproduction  shall  be  strictly 
adhered  to. 

(c)  The  number  of  copies  of  docu¬ 
ments  containing  classified  information 


shall  be  kept  to  a  minimum  to  decrease 
risk  of  compromise  and  reduce  storage 
costs. 

Subpart  L — Transmission  of  Classified 
Information  and  Material 

§  17.69  Preparation  and  receipting. 

Classified  information  and  material 
shall  be  enclosed  in  opaque  inner  and 
outer  covers  before  transmitting.  The 
inner  cover  shall  be  a  sealed  wrapper 
or  envelope  plainly  marked  with  the 
assigned  classification  and  address.  The 
outer  cover  shall  be  sealed  and  addressed 
with  no  indication  of  the  classification 
of  its  contents.  A  receipt  shall  be  at¬ 
tached  to  or  enclosed  in  the  inner  cover, 
except  that  Confidential  material  shall 
require  a  receipt  only  if  the  sender  deems 
it  necessary.  The  receipt  shall  identify 
the  sender,  addressee,  and  the  document, 
but  shall  contain  no  classified  informa¬ 
tion.  It  shall  be  signed  by  the  recipient 
and  returned  to  the  sender. 

§  17.70  Transmission  of  Top  Secret. 

The  transmission  of  “Top  Secret”  in¬ 
formation  and  material  shall  be  effected 
preferably  by  oral  discussions  in  person 
between  the  officials  concerned.  Other¬ 
wise  the  transmission  of  “Top  Secret” 
information  and  material  shall  be  by 
specifically  designated  personnel,  by 
State  Department  diplomatic  pouch,  by 
a  messenger-courier  system  especially 
created  for  that  purpose,  over  authorized 
communications  circuits  in  encrypted 
form  or  by  other  means  authorized  by 
the  National  Security  Council;  except 
that  in  the  case  of  information  trans¬ 
mitted  by  the  FBI,  such  means  of  trans¬ 
mission  may  be  used  as  are  approved 
by  the  Director  of  the  FBI,  unless  ex¬ 
press  reservation  to  the  contrary  is  made 
in  exceptional  cases  by  the  originating 
department  or  agency. 

§  17.71  Transmission  of  Secret. 

The  transmission  of  "Secret”  material 
shall  be  effected  in  the  following 
manner: 

(a)  The  50  States,  District  of  Colum¬ 
bia,  Puerto  Rico.  “Secret”  information 
and  material  may  be  transmitted  within 
and  between  the  48  contiguous  States 
and  District  of  Columbia,  or  wholly 
within  the  State  of  Hawaii,  the  State 
of  Alaska,  or  the  Commonwealth  of 
Puerto  Rico  by  one  of  the  means  au¬ 
thorized  for  “Top  Secret"  information 
and  material,  the  U.S.  Postal  Service 
registered  mail  and  protective  services 
provided  by  the  U.S.  air  or  surface  com¬ 
mercial  carriers'  under  such  conditions 
as  may  be  prescribed  by  the  head  of  the 
Department  or  agency  concerned. 

(b)  Other  areas,  vessels,  military 
postal  services,  aircraft.  “Secret”  in¬ 
formation  and  material  may  be  trans¬ 
mitted  from  or  to  or  within  areas  other 
than  those  specified  in  paragraph  (a)  of 
this  section,  by  one  of  the  means  estab¬ 
lished  for  “Top  Secret”  information  and 
material,  captains  or  masters  of  vessels 
of  UB.  registry  under  contract  to  a  de¬ 
partment  or  agency  of  the  executive 
branch,  DJB.  registered  mail  through 
Army,  Navy,  or  Air  Force  Postal  Service 
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facilities  provided  that  material  does  not 
at  any  time  pass  out  of  U.S.  citizen  con¬ 
trol  and  does  not  pass  through  a  foreign 
postal  system,  and  commercial  aircraft 
under  charter  to  the  United  States  end 
military  or  other  government  aircraft. 

(c>  Canadian  government  installa¬ 
tions.  “Secret”  information  and  mate¬ 
rial  may  be  transmitted  between  U.S. 
Government  or  Canadian  Government 
installations,  or  both,  in  the  48  Contig¬ 
uous  States,  Alaska,  the  District  of 
Columbia,  and  Canada  by  United  States 
and  Canadian  registered  mail  with  reg¬ 
istered  mail  receipt. 

(d>  Special  cases.  The  Department 
Security  Office  may  authorize  the  use  of 
the  U.S.  Postal  Service  registered  mail 
outside  the  49  contiguous  States,  the 
District  of  Columbia,  the  State  of  Hawaii, 
the  State  of  Alaska,  and  the  Common¬ 
wealth  of  Puerto  Rico  if  warranted  by 
security  conditions  and  essential  opera¬ 
tional  requirements  provided  that  the 
material  does  not  at  any  time  pass  out 
of  U.S.  Government  and  U.S.  citizen  con¬ 
trol  and  does  not  pass  through  a  foreign 
postal  system. 

§  17.72  Transmission  of  confidential. 

“Confidential”  information  and  mate¬ 
rial  shall  be  transmitted  within  the  48 
contiguous  States  and  the  District  of 
Columbia,  or  wholly  within  Alaska, 
Hawaii,  the  Commonwealth  of  Puerto 
Rico,  or  a  U.S.  possession,  by  one  of  the 
means  established  for  higher  classifica¬ 
tions,  or  by  certified  or  first-class  mail. 
Outside  these  areas,  “Confidential”  infor¬ 
mation  and  material  shall  be  transmitted 
in  the  same  manner  as  authorized  for 
higher  classifications. 

g  17.73  Transmission  within  the  depart¬ 
ment. 

When  classified  national  security  in¬ 
formation  is  transmitted  within  the  De¬ 
partment  by  direct  personal  contact  be¬ 
tween  officers  or  employees  who  are  re¬ 
quired,  and  cleared,  to  know  the  con¬ 
tents  thereof,  no  special  preparation 
thereof  for  transmision  shall  be  required. 
When  transmittal  is  other  than  by  such 
direct  personal  contact,  classified  na¬ 
tional  security  information  shall  be  pre¬ 
pared  in  the  manner  specified  for  trans¬ 
mission  thereof  outside  the  Department, 
except  that  it  shall  be  covered  by  a  re¬ 
ceipt  only  when  the  accountability  pro¬ 
cedures  prescribed  in  Part  XI  of  these 
regulations  so  provide.  In  the  case  of  in¬ 
formation  transmitted  by  the  FBI,  such 
means  of  transmission  may  be  used  as 
are  currently  approved  by  the  Director  of 
the  FBI  unless  express  reservation  to  the 
contrary  is  made  in  exceptional  cases  by 
the  originating  Department  or  agency. 

Subpart  M — Destruction  of  Classified 
Information  and  Materials 

§  17.74  Record  material. 

(a)  Record  material  may  be  destroyed 
only  in  accordance  with  44  U.S.C.  3301- 
3314. 

(b)  Classified  record  material  may  be 
destroyed,  pursuant  to  the  statutory  au¬ 
thority  mentioned  in  paragraph  (a)  of 
this  section,  only  by  written  authoriza¬ 


tion  of  the  Security  Officer  of  the  De¬ 
partment,  or  a  Security  Officer  of  the 
Division  involved. 

§17.73  Nonrecord  material. 

Nonrecord  material  containing  classi¬ 
fied  information  (including  shorthand 
notes,  used  carbon  paper,  one-time  type¬ 
writer  ribbons,  preliminary  drafts,  type, 
plates,  records  and  tapes,  stencils,  nega¬ 
tives,  and  the  like,  and  wastage  inci¬ 
dental  thereto)  shall  be  destroyed,  in  ac¬ 
cordance  with  section  1303  hereof,  as 
soon  as  it  has  served  its  purpose. 

§17.76  Method  of  destruction. 

Material  marked  “Top  Secret,”  or  “Se¬ 
cret,”  or  “Confidential”  shall  be  de¬ 
stroyed  by  burning  or  preferably  by 
equally  complete  methods  of  destruction. 
Such  material  shall  not  be  destroyed  ex¬ 
cept  in  the  presence  of  an  appropriate 
officer  or  employee  specifically  designated 
for  such  purpose  by  the  Security  Officer 
of  the  Department,  or  a  Security  Officer 
of  the  Division  involved. 

§  17.77  Records  of  destruction. 

Appropriate  records  of  the  destruction 
of  record  material  classified  as  “Top  Se¬ 
cret”  or  “Secret”  shall  be  maintained  by 
the  Office  of  Records  Operations  and 
Management.  Such  records  shall  contain 
the  nature  of  the  document  destroyed, 
the  nature  of  the  information  therein 
contained,  the  method  used,  the  time 
and  place  of  destruction,  the  reason  for 
such  destruction,  and  the  name  of  the 
witness,  or  witnesses,  present. 

Subpart  N — Data  Index  System  and 
Records 

§  17.78  Central  data  index  system. 

The  Office  of  Records  Operation  and 
Management  of  the  Department  shall  es¬ 
tablish  and  maintain  a  central  data  in¬ 
dex  system  for  all  “Top  Secret,”  “Secret” 
and  “Confidential”  information  classified 
after  December  31,  1972,  in  categories 
specified  to  the  Department  by  the  In¬ 
teragency  Classification  Review  Commit¬ 
tee.  The  index  system  shall  contain  the 
following  data  for  each  document  in¬ 
dexed: 

(a)  Identity  of  classifier. 

(b)  Department  of  origin. 

(c)  Addresses. 

(d)  Date  of  classification. 

(e)  Subject/area. 

(f)  Classification  category  and  appli¬ 
cability  of  or  exemption  from  General 
Declassification  Schedule. 

(g)  If  exempt  from  General  Declassi¬ 
fication  Schedule,  the  exemption  relied 
upon. 

(h)  Date  or  event  set  for  declassifica¬ 
tion. 

(i)  File  designation. 

Each  classifying  authority  in  the  De¬ 
partment  shall,  commencing  January  1, 
1973,  immediately  upon  the  original  clas¬ 
sification  of  any  national  security  infor¬ 
mation  or  material,  forward  to  the  Top 
Secret  Control  Officer  of  the  Office  of 
Records  Operations  and  Management  a 
form  containing  all  of  the  data  specified 
above  with  respect  to  the  classified  infor¬ 
mation  or  material. 


§  17.79  Records. 

(a)  Each  Division  of  the  Department 
shall  establish  and  maintain  current  list¬ 
ings  by  name  of  the  officials  who  have 
been  designated  in  writing  to  have  “Top 
Secret,”  “Secret,”  and  “Confidential” 
classification  authority.  The  foregoing 
lists  and  records  shall  be  updated  by 
each  Division  on  a  quarterly  basis  com¬ 
mencing  on  September  20,  1972,  and 
copies  of  such  lists  and  records  shall  be 
forwarded  to  the  Department  Security 
Officer  not  later  than  5  days  after  they 
must  be  updated. 

(b)  The  office  of  Records  Operations 
and  Management  shall  maintain  lists  for 
submission  to  the  Attorney  General  and 
the  Department  Review  Committee  iden¬ 
tifying  all  classified  materials  classified 
before  June  1,  1972,  and  more  than  30 
years  old.  Such  lists  shall  contain  the 
recommendations  of  the  Office  of  Rec¬ 
ords  Operations  and  Management  with 
respect  to  continued  classification  or  de¬ 
classification  of  such  material.  In  addi¬ 
tion,  with  respect  to  all  classified  mate¬ 
rials  classified  before  June  1,  1972,  and 
more  than  30  years  old  which  the  Attor¬ 
ney  General  has  determined  in  writing 
shall  remain  classified,  the  Office  of  Rec¬ 
ords  Operations  and  Management  shall 
maintain  lists  identifying  the  material, 
indicating  the  reason  for  continued  clas¬ 
sification,  and  specifying  the  date  on 
which  such  material  shall  be  declassified. 

Subpart  O — Security  Officers 

§17.80  Department  Security  Officer. 

There  shall  be  a  Security  Officer  of  the 
Department,  and  such  assistants  as  he 
may  designate,  whose  duty  it  shall  be  to 
supervise  the  administration  of  these 
regulations.  Except  as  otherwise  provided 
in  these  regulations,  the  Department  Se¬ 
curity  Officer  shall  also  carry  out  the 
functions  and  exercise  the  authority  of 
the  Attorney  General  and  Department 
Review  Committee  in  the  administration 
within  the  Department  of  the  regula¬ 
tions. 

§17.81  Division  Security  Officers. 

(a)  The  head  of  each  Division  of  the 
Department  shall  designate  or  appoint 
one  or  more  Security  Officers  for  his 
Division. 

(b)  It  shall  be  the  duty  of  each  Divi¬ 
sion  Security  Officer,  under  the  general 
direction  of  the  Department  Security 
Officer,  and  for  the  FBI,  its  Security  Of¬ 
ficer,  to  administer  these  regulations  in¬ 
sofar  as  they  pertain  to  his  Division  and 
to  conduct  such  inspections  and  to  make 
such  reports  as  will  enable  the  head  of 
his  Division,  the  Attorney  General  and 
the  Department  Review  Committee  to 
be  fully  and  currently  informed  concern¬ 
ing  the  administration  of  these 
regulations. 

This  order  supersedes  Order  No.  433- 
70  of  March  23,  1970,  entitled  “Regula¬ 
tions  Relating  to  the  Protection  of  De¬ 
fense  Information  Pursuant  to  Executive 
Order  No.  10501,  as  Amended.” 

Dated:  July  31,1972. 

Richard  G.  Kleindienst, 
Attorney  General. 

(FR  Doc.72-12139  Filed  8-2-72; 8: 45  am] 
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Title  32— NATIONAL  DEFENSE 

Chapter  I — Office  of  the  Secretary  of 
Defense 

SUBCHAPTER  D — SECURITY 

PART  1 59 — INFORMATION  SECURITY 
PROGRAM  REGULATION 

This  Part  159  governing  the  classifica¬ 
tion,  downgrading,  declassification  and 
safeguarding  of  classified  information  is 
issued  under  the  authority  of  and  pur¬ 
suant  to  Secretary  of  Defense  DoD  Direc¬ 
tive  5200.1,  “DoD  Information  Security 
Program,”  June  1,  1972  (§  159.100(a) ). 
This  Part  159  has  been  approved  by  the 
Interagency  Classification  Review  Com¬ 
mittee  as  required  by  Executive  Order 
11652  and  the  National  Security  Council 
Directive  issued  pursuant  thereto. 

Robert  C.  Moot, 
Assistant  Secretary  of  Defense. 

July  15,  1972. 
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159.202- 3  Specific  classifying  criteria. 

159.202- 4  Dissemination  considerations. 

159.202- 5  Net  national  advantage. 

159.202- 6  Lead  time  advantage. 

159.202- 7  Cost  factor. 

159.202- 8  Classifying  research  data. 

159.202- 9  Classifying  documents. 

159.202- 10  Classifying  material  other  than 

documents. 

159.202- 11  State-of-the-art  and  intelligence. 

159.202- 12  Effect  of  open  publication. 

159.202- 13  Re-evaluation  of  classification 

because  of  compromise. 

159.202- 14  CompUation  of  information. 

159.202- 15  Extracts  of  information. 

Classification  Guides 

159.203  General. 

159.203- 1  Multiservice  interest. 

159.203- 2  Other  multiservice  interest  cases. 

159.203- 3  Research,  development,  test  and 

evaluation  programs. 

159.203- 4  Project  phases. 

159.203- 5  Review  of  classification  guides. 

159.203- 6  Sufficiency  of  classification 

guides. 

159.203- 7  Distribution  of  guides  to  office, 

Secretary  of  Defense. 

Resolution  of  Conflicts 

159.204  General. 

159.204- 1  Procedures. 

159.204- 2  Final  decision. 

159.204- 3  Timing. 

Obtaining  Classification  Evaluations 

159.205  Tentative  classification. 

Private  Information 

159.206  General. 

159.206- 1  Patent  Secrecy  Act. 

159.206- 2  Independent  research  and  devel¬ 

opment. 

159.206- 3  Other  private  Information. 

Upgrading 

159.207  Raising  to  a  higher  level  of  clas¬ 

sification. 

159.207- 1  Classification  of  information 

previously  determined  to  be 
unclassified. 

159.207- 2  Information  released  to  second¬ 

ary  distribution  centers. 

159.207- 3  Notification. 

Industrial  Operations 

159.208  Classification  in  industrial  oper¬ 

ations. 

Subpart — Downgrading  and  Declassification 
General  Provisions 

159.300  Downgrading  and  declassifica¬ 

tion  determinations. 

159.300- 1  Priority  consideration  of  earliest 

possible  date  or  event. 

159.300- 2  Dates  or  events  carried  forward. 

General  Declassification  Schedule 

159.301  Automatic  downgrading  and  de- 

classification. 

159.301- 1  Retroactive  application. 

159.301- 2  Redesignating  material  as  ex¬ 

empted. 

Exemptions  From  General  Declassification 
Schedule 

159.302  General  provisions. 

159.302- 1  Exemption  categories. 


Mandatory  Review  of  Material  Over  10 
Years  Old 

Sec. 

159.303  Material  covered. 

159.303- 1  Processing  requirements. 

159.303- 2  Submission  of  requests  for  re¬ 

view. 

159.303- 3  Action  on  requests  for  review. 

159.303- 4  Burden  of  proof. 

Action  on  30  Year  Old  Material 

159.304  Material  covered. 

159.304- 1  Systematic  review. 

159.304- 2  Exceptions  to  automatic  declas¬ 

sification. 

159.304- 3  Requests  for  review. 

Transfer  of  Classified  Documents  or 
Material 

159.305  Material  officially  transferred. 

159.305- 1  Material  not  officially  trans¬ 

ferred. 

159  305-2  Transfer  for  storage  or  retire¬ 
ment. 

Miscellaneous  Actions 

159.306  Notification  of  changes  in  classi¬ 

fication  or  of  declassification. 

159.306- 1  Presidential  papers. 

159.306- 2  General  review  requirements. 

Subpart — Marking 

General  Provisions 

159.400  Designations. 

159.400- 1  Purpose  of  designation. 

159.400- 2  Exception. 

159.400- 3  Documents  or  other  material  in 

general. 

159.400- 4  Wholly  unclassified  material. 

Classification  Markings  on  Documents 

159.401  Overall  and  page  marking. 

159.401- 1  Marking  components. 

159.401- 2  Paragraph  marking. 

159.401- 3  Compilations. 

159.401- 4  Subject,  titles,  abstracts,  and 

index  terms. 

159.401- 5  Files,  folders  or  groups  of  docu¬ 

ments. 

159.401- 6  Transmittal  documents. 

159.401- 7  Electrically  transmitted  mes¬ 

sages. 

159.401- 8  Translations. 

Classification  Markings  on  Material  Other 
Than  Documents 

159.402  General  provisions. 

159.402- 1  Charts,  maps  and  drawings. 

159.402- 2  Photographs,  films  and  record¬ 

ings. 

159.402- 3  Decks  of  accounting  machine 

cards. 

159.402- 4  Electrical  machine  and  auto¬ 

matic  data  processing  tapes. 

159.402- 5  Page  of  ADP  listings. 

159.402- 6  Material  for  training  purposes. 

159.402- 7  Miscellaneous  material. 

Downgrading  and  Declassification 
Markings 

159.403  Regarding  and  declassification 

markings. 

159.403- 1  Downgrading  and  declassifica¬ 

tion. 

159.403- 2  Upgrading. 

159.403- 3  Limited  use  of  posted  notice  for 

large  quantities  of  material. 

Remarking  Old  Material 

159.404  Re-marking  material  already 

marked  Group-4. 

159.404- 1  Re-marking  material  already 

marked  Group-1,  2,  or  3,  or 
not  group  marked. 

Additional  Warning  Notices 

159.405  General  provisions. 

159.405- 1  Restricted  data. 

159.405- 2  Formerly  restricted  data. 
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159.405- 3  Information  other  than  re¬ 

stricted  data  or  formerly  re¬ 
stricted  data. 

159.405- 4  Sensitive  intelligence  Informa¬ 

tion. 

Subpart — Safekeeping  and  Storage 

Storage  and  Storage  Equipment 

159.500  General  policy. 

159.500- 1  Standards  for  storage  equip¬ 

ment. 

159.500- 2  Storage  of  classified  material. 

159.500- 3  Procurement  and  phase-ln  of 

new  storage  equipment. 

159.500- 4  Designations  and  combinations. 

Custodial  Precautions 

159.501  Responsibilities  of  custodians. 

159.501- 1  Care  during  working  hours. 

159.501- 2  Care  after  working  hours. 

159.501- 3  Care  of  working  spaces. 

159.501- 4  Emergency  planning. 

159.501- 5  Telecommunications  conversa¬ 

tions. 

Subpart — Compromise  of  Classified  Information 

159.600  Policy. 

159.600- 1  Cryptographic  Information. 

159.600- 2  Responsibility  of  discoverer. 

159.600- 3  Preliminary  inquiry. 

159.600- 4  Investigation. 

159.600- 5  Responsibility  of  authority 

ordering  investigation. 

159.600- 6  Responsibility  of  originator. 

159.600- 7  Espionage  and  deliberate  com¬ 

promise. 

159.600- 8  Unauthorized  absentees. 

Subpart — Access,  Dissemination  and 
Accountability 

Access 

159.700  Policy. 

159.700- 1  Determination  of  trustworthi¬ 

ness. 

159.700- 2  Continuous  evaluation  of  eligi¬ 

bility. 

159.700- 3  Determination  of  need-to-know. 

159.700- 4  Administrative  withdrawal  of 

security  clearance. 

159.700- 5  Revocation  of  security  clearance 

for  cause. 

159.700- 6  Access  by  persons  outside  the 

executive  branch. 

159.700- 7  Emergency  situations. 

159.700- 8  Access  required  by  other  execu¬ 

tive  branch  investigative  and 
law  enforcement  agents. 

Dissemination 

159.701  Policy. 

159.701- 1  Restraints  on  special  access  re¬ 

quirements. 

159.701- 2  Material  originating  in  a  non- 

DoD  department  or  agency. 

159.701- 3  Intelligence  material. 

159.701- 4  Restricted  data  and  formerly 

restricted  data. 

159.701- 5  NATO,  CENTO,  SEATO,  informa¬ 

tion. 

159.701- 6  Cryptographic  information. 

159.701- 7  Dissemination  of  Top  Secret 

material. 

159.701- 8  Dissemination  of  Secret  and 

Confidential  material. 

159.701- 9  Restraint  on  reproduction. 

159.701- 10  Code  words,  nicknames,  and 

exercise  terms. 

159.701- 11  Scientific  and  technical  meet¬ 

ings. 

Accountability  and  Control 

159.702  Top  Secret. 

159.702- 1  Secret. 

159.702- 2  Confidential. 

159.702- 3  Receipt  of  classified  material. 

159.702- 4  Working  papers. 

159.702- 5  Data  index  system. 


Subpart — Transmission 

Sec. 

Methods  op  Transmission  or 
Transportation 

159.800  Policy. 

159.800- 1  Top  Secret. 

159.800- 2  Secret. 

159.800- 3  Confidential. 

159.800- 4  Transmission  of  classified  mate¬ 

rial  to  Foreign  Governments. 

159.800- 5  Consignor-consignee  responsibil¬ 

ity  for  shipment  of  bulky  ma¬ 
terial. 

159.800- 6  Transmission  of  communications 

security  (COMSEC)  material. 

159.800- 7  Transmission  of  restricted  data. 

Restrictions  on  Classified  Material 

159.801  Personnel  in  a  travel  status. 

159.801- 1  Travel  on  commercial  passenger 

aircraft  susceptible  to  hijack¬ 
ing. 

Preparation  of  Material  for  Transmission 
or  Shipment 

159.802  Envelopes  or  containers. 

159602-1  Addressing. 

159.802- 2  Receipt  systems. 

159.802- 3  Exceptions. 

Subpart — Disposal  and  Destruction 

159.900  Policy. 

159.900- 1  Methods  of  destruction. 

159.900- 2  Records  of  destruction. 

159.900- 3  Classified  waste. 

Subpart — Security  Education 

159.1000  Responsibility  and  purpose. 

159.1000- 1  Scope  and  principles. 

159.1000- 2  Indoctrination  briefing. 

159.1000- 3  Refresher  briefings. 

159.1000- 4  Foreign  travel  briefings. 

159.1000- 5  Debriefings. 

Subpart — Foreign  Origin  Material 

Classification 

159.1100  Classifying  foreign  material. 

159.1100- 1  Equivalent  United  States  classi¬ 

fications. 

159.1100- 2  Foreign  restricted. 


159.1101  NATO,  CENTO  and  SEATO. 

159.1101- 1  Other  foreign  material. 

Protective  Measures 

159.1102  NATO,  CENTO,  and  SEATO  clas¬ 

sified  information. 

159.1102- 1  Classified  material  of  foreign  ori¬ 

gin. 

159.1102- 2  Downgrading  or  regrading. 

Subpart — Special  Access  Programs 

159.1200  Policy. 

159.1200- 1  Definition. 

159.1200- 2  Existing  programs. 

159.1200- 3  Future  programs. 

Subpart — Program  Management 

Executive  Office  of  the  President 

159.1300  National  Security  Council 

(NSC). 

159.1300- 1  Interagency  Classification  Re¬ 

view  Committee  (ICRC) . 

Department  of  Defense 

159.1301  Management  responsibility. 

159.1301- 1  DoD  Classification  Review  Com- 

mitee  (DCRC) . 

159.1301- 2  DoD  Information  Security  Ad¬ 

visory  Board  (DISAB). 

DoD  Components 

159.1302  Overall  program  responsibility. 

159.1302- 1  Military  departments. 

159.1302- 2  Other  components. 


Sec. 

159.1302- 3  Program  monltorship. 

159.1302- 4  Field  program  management. 

Reports  Requirements 

159.1303  Reports  requirements. 

Subpart — Administrative  and  Judicial  Action 

159.1400  Individual  responsibility. 

159.1400- 1  Administrative  actions. 

159.1400- 2  Judicial  action. 

Subpart — List  of  Appendices  for  DOD  Information 
Security  Program  Regulation 

159.1500  Appendix  A — Original  clas¬ 

sification  authorities.  (See 
$  159.105) 

159.1500- 1  Appendix  B — Equivalent  foreign 

security  classifications.  (See 
§§  159.401  and  159.1100-1) 

159.1500- 2  Appendix  C — General  accounting 

office  officials  authorized  to 
certify  security  clearances. 
(See  §  159.700-6(c) ) 

159.1500- 3  Appendix  D — Instructions  gov¬ 

erning  use  of  code  words,  nick¬ 
names  and  exercise  terms.  (See 
§  159.701-10) 

Authority:  The  provisions  of  this  Part  159 
Issued  under  Executive  Order  11652,  March  8, 
1972,  FR.  Vol.  37,  No.  48,  Part  II,  Page  5209, 
dated  March  10,  1972;  National  Security 
Council  Directive  Governing  the  Classifi¬ 
cation,  Downgrading,  Declassification  and 
Safeguarding  of  National  Security  Informa¬ 
tion,  dated  May  17,  1972;  sec.  301,  80  Stat. 
379;  5  U.S.C.  301. 

Subpart — General  Provisions 

References 
§  159.100  References. 

(a)  DOD  Directive  5200.1,  DOD  In¬ 
formation  Security  Program,  June  1, 
1972.1 

(b)  Executive  Order  11652,  “Classi¬ 
fication  and  Declassification  of  National 
Security  Information  and  Material,” 
dated  March  8,  1972. 

(c)  National  Security  Council  “Direc¬ 
tive  Governing  the  Classification,  Down¬ 
grading,  Declassification  and  Safeguard¬ 
ing  of  National  Security  Information.” 
dated  May  17,  1972. 

(d)  DOD  Directive  5230.9,  “Clearance 
of  Department  of  Defense  Public  Infor¬ 
mation,”  dated  December  24,  1966.1 

(e)  DOD  Directive  C-5200.5,  “Commu¬ 
nications  Security  (U),”  dated  April  13, 
1971.® 

(f)  DOD  Instruction  5200.22,  “Re¬ 
porting  of  Security  and  Criminal  Viola¬ 
tions,”  dated  September  12,  1966.1 

(g)  DOD  Directive  5210.50,  “Investi¬ 
gation  of  and  Disciplinary  Action  Con¬ 
nected  with  Unauthorized  Disclosure  of 
Classified  Defense  Information,”  dated 
April  29, 1966.1 

(h)  DOD  Directive  5210.8,  “Policy  on 
Investigation  and  Clearance  of  DOD 
Personnel  for  Access  to  Classified  De¬ 
fense  Information,”  dated  February  15, 
1962  (reprint  March  1,  1966). 1 

(i)  DOD  Directive  5400.4,  “Provision 
of  Information  to  Congress,”  dated  Feb¬ 
ruary  20, 1971.1 

(j)  DOD  Directive  7650.1,  “General  Ac¬ 
counting  Office  Comprehensive  Audits,” 
dated  July  9, 1958.1 

1  Filed  as  part  of  original.  Copies  available 
from  U.S.  Naval  Publication  and  Forms 
Center,  5801  Tabor  Avenue,  Philadelphia,  PA 
19120. 
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(k)  DOD  Directive  5220.22,  “DOD 
Industrial  Security  Program,”  dated 
July  30, 1965.1 

(l)  DOD  Directive  5230.11,  ‘‘Disclos¬ 
ure  of  Classified  Military  Information 
to  Foreign  Governments  and  Interna¬ 
tional  Organizations,”  dated  March  26, 
1970.1 

(m)  DOD  Directive  5200.15,  “Control¬ 
ling  the  Dissemination  and  Use  of  Intelli¬ 
gence  and  Intelligence  Information  Pro¬ 
duced  by  Members  of  the  Intelligence 
Community,”  dated  July  26,  1962.1 

(n)  DOD  Directive  5210.2,  “Access  to 
and  Dissemination  of  Restricted  Data,” 
dated  October  18,  1968.1 

(o)  DOD  Instruction  C-5210.21,  “Im¬ 
plementation  on  NATO  Security  Proce¬ 
dure  (U),”  dated  December  20,  1969.* 

(p)  DOD  Instruction  C-5210.35,  “Im¬ 
plementation  of  CENTO  Security  Regu¬ 
lation  (U),”  dated  June  5,  1968* 

(q)  DOD  Instruction  5210.54,  “Imple¬ 
mentation  of  SEATO  Security  Manual 
(U),”  dated  September  27,  1967.1 

(r)  DOD  Directive  5400.7,  “Availabil¬ 
ity  to  the  Public  of  DOD  Information,” 
dated  June  23,  1967.1 

(s)  DOD  Instruction  7230.7,  “User 
Charges,”  dated  August  17,  1970.1 

(t)  DOD  Directive  5220.6,  “Industrial 
Personnel  Security  Clearance  Program,” 
dated  December  7,  1966.1 

(u)  Joint  Army-Navy-Air  Force  Pub¬ 
lication  (JANAP)  No.  119  December  1970 
and  No.  299  September  1971. 

(v)  Allied  Communication  Publica¬ 
tions  (ACP)  No.  119  August  1970. 

(w)  National  Security  Agency  KAG 
I-D  December  1967. 

(x)  DOD  Directive  S-5200.17,  “The 
Security,  Use  and  Dissemination  of 
Communications  Intelligence  (COMINT) 
(U)  ”,  dated  January  26, 1965* 

(y)  DOD  Directive  5535.2,  “Secretary 
of  Certain  Inventories  and  Withholding 
of  Patent;  Delegation  of  Authority  to 
Secretaries  of  Army,  Navy  and  Air 
Force,”  dated  September  30,  1966.1 

(z)  DOD  Directive  5200.12,  “Security 
Measures,  Approval  and  Sponsorship  for 
Scientific  and  Technical  Meetings  In¬ 
volving  Disclosure  of  Classified  Informa¬ 
tion,”  March  7, 1967.1 

Purpose  and  Applicability 
§  159.101  Purpose. 

To  insure  that  official  information  of 
the  Department  of  Defense  relating  to 
national  security  is  protected,  but  only 
to  the  extent  and  for  such  period  as  is 
necessary,  this  part  establishes  the  bases 
for  identification  of  information  to  be 
protected;  prescribes  a  progressive  sys¬ 
tem  for  classification,  downgrading  and 
declassification;  prescribes  safeguarding 
policies  and  procedures  to  be  followed; 
and  establishes  a  monitoring  system  to 
ensure  the  effectiveness  of  the  Informa¬ 
tion  Security  Program  throughout  the 
Department  of  Defense. 


1  Filed  as  part  of  original.  Copies  available 
from  U.S.  Naval  Publication  and  Forms 
Center,  5801  Tabor  Avenue,  Philadelphia,  PA 
19120. 

*  Classified  document.  Not  available  to 
the  public. 


§  159.101—1  Applicability. 

This  part  governs  the  Department  of 
Defense  Information  Security  Program 
and  takes  precedence  over  all  other  de¬ 
partmental  publications  affecting  that 
program.  In  accordance  with  the  pro¬ 
visions  of  references  §  159.100(b)  and  (c) 
above,  it  establishes  for  uniform  applica¬ 
tion  throughout  the  Department  of  De¬ 
fense,  the  policies,  standards,  criteria, 
and  procedures  for  the  security  classifi¬ 
cation,  downgrading,  declassification  and 
safeguarding  of  official  information  or 
material  originated,  produced  or  han¬ 
dled  by,  or  under  the  sponsorship  of,  the 
Department  of  Defense  or  components 
thereof. 

§  159.101—2  Nongovernment  operations. 

Except  as  otherwise  provided  herein, 
the  provisions  of  this  Part  shall  be  made 
applicable  by  contract,  or  other  legally 
binding  instrument,  to  operations  of  non¬ 
government  personnel  entrusted  or  to  be 
entrusted  with  classified  information. 

§  159.101—3  Combat  Operations. 

The  provisions  of  this  part  with  regard 
to  accountability,  dissemination,  trans¬ 
mission,  or  safekeeping  of  classified  in¬ 
formation  or  material  may  be  modified 
as  necessary  to  meet  local  conditions  by 
military  commanders  in  connection  with 
combat  or  combat-related  operations. 
Classified  information  or  material  should 
be  introduced  into  forward  combat  areas 
or  zones  only  to  the  extent  essential  to 
accomplishment  of  the  military  mission. 
When  so  introduced,  the  appropriate 
military  commander  shall  provide  the 
degree  of  protection  prescribed  by  this 
part  for  the  classification  involved  as 
nearly  as  the  circumstances  permit. 

§  159.101—4  Atomic  Energy  Act. 

Nothing  in  this  part  shall  supersede 
any  requirements  made  by  or  under  the 
Atomic  Energy  Act  of  August  30,  1954, 
as  amended.  “Restricted  Data,”  and 
material  designated  as  "Formerly  Re¬ 
stricted  Data,”  shall  be  handled,  pro¬ 
tected,  classified,  downgraded,  and 
declassified  in  conformity  with  the  pro¬ 
visions  of  the  Atomic  Energy  Act  of  1954, 
as  amended,  and  the  regulations  of  the 
Atomic  Energy  Commission. 

§  159.101—5  Exceptions. 

(a)  For  material  under  his  special 
cognizance,  in  lieu  of  the  requirements 
of  §§  159.701-7(a)  and  159.702,  the 
Director,  National  Security  Agency,  shall 
prescribe  for  the  internal  handling  of 
such  material  such  special  procedures  as 
may  be  necessary  to  conform  to  policies 
and  standards  prescribed  for  NSA  by 
higher  authority  outside  the  DOD. 

(b)  Provisions  for  security,  use  and 
dissemination  of  Communications  In¬ 
telligence  (COMINT)  are  governed  by 
DOD  Directive  S-5200.17,  reference 
§  159.100(x) . 

Definitions 
§  159.102  Definitions. 

As  used  herein,  the  following  terms 
and  meanings  shall  be  applicable: 


§  159.102—1  Classification. 

The  determination  that  official  infor¬ 
mation  requires,  in  the  Interests  of  na¬ 
tional  security,  a  specific  degree  of  pro¬ 
tection  against  unauthorized  disclosure, 
coupled  with  a  designation  signifying 
that  such  a  determination  has  been 
made. 

§  159.102—2  Classified  information. 

Official  information  which  has  been 
determined  to  require,  in  the  interests  of 
national  security,  protection  against  un¬ 
authorized  disclosure  and  which  has 
been  so  designated. 

§  159.102—3  Classifier. 

An  individual  who  either: 

(a)  Determines  that  official  informa¬ 
tion,  not  known  by  him  to  be  already 
classified,  currently  requires,  in  the  in¬ 
terests  of  national  security,  a  specific 
degree  of  protection  against  unauthor¬ 
ized  disclosure  and  having  the  authority 
to  do  so,  designates  that  official  informa¬ 
tion  as  Top  Secret,  Secret,  or  Confiden¬ 
tial:  or 

(b)  Determines  that  official  informa¬ 
tion  is  in  substance  the  same  as  infor¬ 
mation  known  by  him  to  be  already  clas¬ 
sified  by  the  Government  as  Top  Secret, 
Secret,  or  Confidential  and  designates 
it  accordingly. 

§  159.102—1  Component. 

The  Office  of  the  Secretary  of  Defense, 
the  Military  Departments,  the  Organi¬ 
zation  of  the  Joint  Chiefs  of  Staff,  the 
unified  and  specified  commands,  and  the 
Defense  Agencies. 

§  159.102—5  Compromise. 

The  known  or  suspected  exposure  of 
classified  information  or  material  to  an 
unauthorized  person. 

§  159.102—6  Custodian. 

An  individual  who  has  possession  of 
or  is  otherwise  charged  with  the  re¬ 
sponsibility  for  safeguarding  and  ac¬ 
counting  for  classified  information. 

§  159.102—7  Declassification. 

The  determination  that  classified  in¬ 
formation  no  longer  requires,  in  the  in¬ 
terests  of  national  security,  any  degree 
of  protection  against  unauthorized  dis¬ 
closure,  coupled  with  a  removal  or  can¬ 
cellation  of  the  classification  designation. 

§  159.102—8  Document. 

Any  recorded  information  regardless 
of  its  physical"  form  or  characteristics, 
including,  without  limitation,  written  or 
printed  material;  data  processing  cards 
and  tapes;  maps,  charts;  paintings; 
drawings;  engravings;  sketches;  work¬ 
ing  notes  and  papers;  reproductions  of 
such  things  by  any  means’  or  process; 
and  sound,  voice,  or  electronic  record¬ 
ings  in  any  form. 

§  159.102—9  Downgrade. 

To  determine  that  classified  informa¬ 
tion  requires,  in  the  interests  of  national 
security,  a  lower  degree  of  protection 
against  unauthorized  disclosure  than 
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currently  provided,  coupled  with  a 
changing  of  the  classification  designa¬ 
tion  to  reflect  such  lower  degree. 

§  159.102—10  Formerly  restricted  data. 

Information  removed  from  the  Re¬ 
stricted  Data  category  upon  determina¬ 
tion  jointly  by  the  Atomic  Energy  Com¬ 
mission  and  Department  of  Defense  that 
such  information  relates  primarily  to 
the  military  utilization  of  atomic  weap¬ 
ons  and  that  such  information  can  be 
adequately  safeguarded  as  classified  de¬ 
fense  information. 

§  159.102—11  Information. 

Knowledge  which  can  be  communi¬ 
cated  by  any  means. 

§  159.102-12  Material. 

Any  document,  product  or  substance 
on  or  in  which  information  may  be  re¬ 
corded  or  embodied. 

§  159.102—13  Official  information. 

Information  which  is  owned  by,  pro¬ 
duced  for  or  by,  or  is  subject  to  the  con¬ 
trol  of  the  United  States  Government. 

§  159.102—14  Original  classification  au¬ 
thority. 

Original  classification  authority  is  the 
authority  to  make  original  classifications 
vested  specifically  and  in  writing  in  an 
official  of  the  Government  as  the  incum¬ 
bent  of  an  office  and  in  the  official  spe¬ 
cifically  and  in  writing  designated  to 
act  in  the  absence  of  the  incumbent. 

§  159.102—15  Restricted  data. 

(a)  All  data  (information)  concern¬ 
ing:  (1)  Design,  manufacture,  or  utiliza¬ 
tion  of  atomic  weapons;  (2)  the  produc¬ 
tion  of  special  nuclear  material;  or  (3) 
the  use  of  special  nuclear  material  in  the 
production  of  energy,  but  not  to  include 
data  declassified  or  removed  from  the 
Restricted  Data  category  pursuant  to 
section  142  of  the  Atomic  Energy  Act. 
(See  section  llw,  Atomic  Energy  Act 
of  1954,  as  amended,  and  “Formerly  Re¬ 
stricted  Data.”) 

§  159.102-16  Upgrade. 

To  determine  that  certain  classified 
information  requires,  in  the  interests  of 
national  security,  a  higher  degree  of 
protection  against  unauthorized  disclo¬ 
sure  than  currently  provided,  coupled 
with  a  changing  of  the  classification  des¬ 
ignation  to  reflect  such  higher  degree. 

Policies 

§  159.103  Classification. 

(a)  Basic  policy.  The  introduction  to 
Executive  Order  11652  states  in  part: 
The  interests  of  the  United  States  and 
its  citizens  are  best  served  by  making 
information  regarding  the  affairs  of  Gov¬ 
ernment  readily  available  to  the  public. 
This  concept  of  an  informed  citizenry 
is  reflected  in  the  Freedom  of  Informa¬ 
tion  Act  and  in  the  current  public  infor¬ 
mation  policies  of  the  executive  branch. 

Within  the  Federal  Government  there  Is 
some  official  Information  and  material  which, 
because  It  bears  directly  on  the  effectiveness 
of  our  national  defense  and  the  conduct  of 
our  foreign  relations,  must  be  subject  to 


some  constraints  for  the  security  of  our  Na¬ 
tion  and  the  safety  of  our  people  and  our 
allies.  To  protect  against  actions  hostile  to 
the  United  States,  of  both  overt  and  covert 
nature,  it  Is  essential  that  such  official  In¬ 
formation  and  material  be  given  only  limited 
dissemination. 

(1)  Consistent  with  the  foregoing,  the 
use  and  application  of  security  classifica¬ 
tion  shall  be  limited  to  only  that  infor¬ 
mation  which  is  truly  essential  to  na¬ 
tional  security  because  it  provides  the 
United  States  with:  (i)  A  military  or 
defense  advantage  over  any  foreign  na¬ 
tion  or  group  of  nations,  or  (ii)  a  favor¬ 
able  foreign  relations  posture,  or  (iii) 
a  defense  posture  capable  of  successfully 
resisting  hostile  or  destructive  action 
from  within  or  without,  overt  or  covert; 
which  could  be  damaged,  minimized,  or 
lost  by  the  unauthorized  disclosure  or  use 
of  the  information. 

(b)  Resolution  of  doubts.  Unnecessary 
classification  and  higher  than  necessary 
classification  shall  be  scrupulously 
avoided.  Any  substantial  doubts  as  to 
which  of  two  levels  of  security  classifica¬ 
tion  is  appropriate,  or  as  to  whether  cer¬ 
tain  information  or  material  should  be 
classified  at  all,  should  be  resolved  in 
favor  of  the  less  restrictive  treatment. 

(c)  Improper  classification.  Classifica¬ 
tion  shall  apply  only  to  official  informa¬ 
tion  requiring  protection  in  the  interests 
of  national  security.  It  may  not  be  used 
for  the  purpose  of  concealing  administra¬ 
tive  error  or  inefficiency,  to  prevent  per¬ 
sonal  or  departmental  embarassment,  to 
restrain  competition  or  independent  ini¬ 
tiative,  or  to  prevent  for  any  other  rea¬ 
son  the  release  of  official  information 
which  does  not  require  protection  in  the 
interests  of  national  security. 

§  159.103—1  Regrading  and  declassifica¬ 
tion. 

In  order  to  preserve  the  effectiveness 
and  integrity  of  the  information  security 
program,  assigned  classifications  shall  be 
responsive  at  all  times  to  the  current 
needs  of  national  security.  Classification, 
when  determined  to  be  required,  shall  be 
retained  for  the  minimum  length  of  time 
considering  the  degree  of  sensitivity, 
cost,  and  probability  of  compromise. 
When  classified  information  is  deter¬ 
mined  in  the  interests  of  national  secu¬ 
rity  to  require  a  different  level  of  protec¬ 
tion  than  that  presently  assigned,  or  no 
longer  to  require  any  such  protection,  it 
shall  be  regraded  or  declassified. 

§  159.103—2  Safeguarding. 

Official  information  or  material  classi¬ 
fied  under  the  provisions  of  this  part 
shall  be  afforded  the  level  of  protection 
against  unauthorized  disclosure  commen¬ 
surate  with  the  level  of  classification  as¬ 
signed  under  the  varying  conditions 
which  may  arise  in  connection  with  its 
use,  dissemination,  storage,  movement  or 
transmission,  and  destruction. 

Security  Classification  Categories 
§  159.104  General. 

Official  information  or  material  which 
requires  protection  against  unauthorized 
disclosure  in  the  interests  of  national 
security  shall  be  classified  in  one  of  three 


categories,  namely,  “Top  Secret,”  “Se¬ 
cret,”  or  “Confidential,”  depending  upon 
the  degree  of  its  significance  to  national 
security.  No  other  categories  shall  be 
used  to  identify  official  information  or 
material  as  requiring  protection  in  the 
interests  of  national  security,  except  as 
otherwise  expressly  provided  by  statute. 

§  159.104-1  “Top  Secret”. 

“Top  Secret”  refers  to  that  national 
security  information  or  material  which 
requires  the  highest  degree  of  protection. 
The  test  for  assigning  "Top  Secret”  clas¬ 
sification  shall  be  whether  its  unauthor¬ 
ized  disclosure  could  reasonably  be  ex¬ 
pected  to  cause  exceptionally  grave  dam¬ 
age  to  the  national  security.  Examples  of 
“exceptionally  grave  damage”  include 
armed  hostilities  against  the  United 
States  or  its  allies;  disruption  of  foreign 
relations  vitally  affecting  the  national 
security;  the  compromise  of  vital  na¬ 
tional  defense  plans  or  complex  crypto¬ 
logic  and  communications  intelligence 
systems;  the  revelation  of  sensitive  intel¬ 
ligence  operations;  and  the  disclosure  of 
scientific  or  technological  developments 
vital  to  national  security.  This  classifica¬ 
tion  shall  be  used  with  the  utmost 
restraint. 

§  159.104-2  “Secret”. 

“Secret”  refers  to  that  national  secu¬ 
rity  information  or  material  which  re¬ 
quires  a  substantial  degree  of  protection. 
The  test  for  assigning  “Secret”  classifica¬ 
tion  shall  be  whether  its  unauthorized 
disclosure  could  reasonably  be  expected 
to  cause  serious  damage  to  the  national 
security.  Examples  of  “serious  damage” 
include  disruption  of  foreign  relations 
significantly  affecting  the  national  secu¬ 
rity;  significant  impairment  of  a  pro¬ 
gram  or  policy  directly  related  to  the  na¬ 
tional  security;  revelation  of  significant 
military  plans  or  intelligence  operations; 
and  compromise  of  significant  scientific 
or  technological  developments  relating  to 
national  security.  The  classification  “Se¬ 
cret”  shall  be  sparingly  used. 

§  159.104-3  “Confidential”. 

“Confidential”  refers  to  that  national 
security  information  or  material  which 
requires  protection.  The  test  for  assign¬ 
ing  “Confidential”  classification  shall  be 
whether  its  unauthorized  disclosure  could 
reasonably  be  expected  to  cause  damage 
to  the  national  security. 

Authority  to  Classify,  Downgrade  and 
Declassify 

§  159.105  Original  classification  author, 
ity. 

The  authority  for  making  original 
classification  determinations  shall  be  re¬ 
stricted  solely  to  those  officials  specifi¬ 
cally  designated  in  writing  pursuant  to 
the  provisions  of  this  part,  including  the 
officials  who  are  specifically  designated 
in  writing  to  act  in  their  absence.  These 
designations  shall  be  limited  to  the 
minimum  number  absolutely  required  for 
efficient  administration.  Such  officials 
may  classify  information  or  material  only 
at  the  level  authorized  or  below.  This  au¬ 
thority  is  personal  to  the  incumbent  of 
the  designated  office  and  may  not  be 
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delegated.  For  the  purpose  of  assuring 
both  positive  management  control  of 
classification  determinations  and  ability 
to  meet  local  operational  requirements  in 
an  orderly  and  expeditious  manner,  the 
Assistant  Secretary  of  Defense  (Comp¬ 
troller)  shall  exercise  control  over  the 
exercise  of  authority  for  original  classi¬ 
fication  of  official  information.  Pursuant 
to  section  2  of  reference  §  159.100(b), 
above,  original  classification  authority 
may  be  exercised  by  the  following : 

(a)  For  Top  Secret.  The  officials  des¬ 
ignated  in  or  pursuant  to  Part  1  of  Ap¬ 
pendix  A  (§  159.1500). 

(b)  For  Secret.  The  officials  desig¬ 
nated  in  or  pursuant  to  Parts  1  and  2 
of  Appendix  A  (§  159.1500). 

(c)  For  Confidential.  The  officials  des¬ 
ignated  in  or  pursuant  to  Parts  1,  2,  and 
3  of  Appendix  A  ( §  159.1500) . 

§  159.105—1  Record  and  report  require¬ 
ments. 

Records  and  reports  of  designations  of 
original  classification  authority  shall  be 
maintained  and  submitted  as  follows: 

(a)  Top  Secret  listings.  The  Office  of 
the  Assistant  Secretary  of  Defense 
(Comptroller),  for  (1)  the  Office  of  the 
Secretary  of  Defense,  (2)  the  Organiza¬ 
tion  of  the  Joint  Chiefs  of  Staff,  (3)  the 
unified  and  specified  commands,  and  (4) 
the  Defense  Agencies,  shall  maintain 
currently  a  listing  of  the  officials  by  title, 
designated  to  exercise  Top  Secret  origi¬ 
nal  classification  authority  in  those  or¬ 
ganizations.  The  offices  named  shall 
advise  the  Assistant  Secretary  of  Defense 
(Comptroller)  of  any  changes  deemed 
necessary  in  the  designations  made.  The 
offices  of  the  secretaries  of  the  military 
departments  shall  maintain  lists  of  the 
officials  by  title  in  their  respective  de¬ 
partments  designated  to  exercise  original 
Top  Secret  classification  authority. 

(b)  Secret  and  Confidential  listings. 
The  head  of  each  Department  of  Defense 
component,  the  Office  of  the  Assistant 
Secretary  of  Defense  (Comptroller)  act¬ 
ing  for  the  Office  of  the  Secretary  of 
Defense,  the  Director,  Joint  Staff  acting 
for  the  Organization  of  the  Joint  Chiefs 
of  Staff,  and  the  Commanders  in  Chief 
of  unified  and  specified  commands  for 
their  respective  headquarters,  shall 
maintain  listings  by  title  of  the  officials 
designated  to  exercise  Secret  and  Con¬ 
fidential  original  classification  authority 
in  their  respective  organizations. 

§  159.105—2  Currency  of  designations. 

Designations  of  original  classification 
authorities  shall  be  kept  current  by 
written  action  of  the  officials  authorized 
to  make  such  designations. 

§  159.105—3  Reports. 

The  military  departments  shall  submit 
by  July  1,  1972,  to  the  Deputy  Assistant 
Secretary  of  Defense  (Security  Policy) 
a  listing  by  title  of  the  officials  designated 
to  exercise  Top  Secret  original  classifica¬ 
tion  authority.  The  heads  of  all  Depart¬ 
ment  of  Defense  components,  as  indi¬ 
cated  in  §  159.105-1  (b)  above,  shall  sub¬ 
mit  to  the  Deputy  Assistant  Secretary  of 
Defense  (Security  Policy)  by  July  1, 
1972,  the  listings  by  title  of  the  officials 
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in  their  respective  organizations  who 
have  been  designated  to  exercise  Secret 
and  Confidential  original  classification 
authority.  Changes  in  such  reports  shall 
be  submitted  quarterly  beginning  Octo¬ 
ber  1, 1972.  These  reporting  requirements 
have  been  assigned  Reports  Control 
Symbol  DD-A(Q)  1183. 

§  159.105— !■  Downgrading  and  declas¬ 
sification  authority. 

Original  classification  authorities  or 
higher  officials  in  the  same  chain  of 
command  or  supervisory  responsibility 
are  authorized  to  downgrade  or  declas¬ 
sify  information  classified  by  the  original 
classifier.  In  addition,  to  the  maximum 
extent  practicable,  heads  of  Department 
of  Defense  components  shall  establish 
procedures  by  which  officials  are  desig¬ 
nated  at  headquarters  level  who  are  au¬ 
thorized  to  downgrade  and  declassify 
information  under  the  classification  jur¬ 
isdiction  of  any  subordinate  offices  or 
echelons  and  to  resolve  conflicts  or 
doubts  as  to  the  classifications  that  are 
appropriate  as  of  a  current  date. 

Subpart — Classification 

Classification  Responsibilities 
§  159.200  Accountability  of  Classifiers. 

Each  classifier  shall  be  held  account¬ 
able  for  the  propriety  of  the  classifica¬ 
tions  assigned  by  him,  whether  in  the 
exercise  of  original  classification  author¬ 
ity  or  in  the  determination  and  applica¬ 
tion  of  classifications  assigned  in  source 
documents  or  as  prescribed  by  applicable 
classification  guidance,  and  shall  main¬ 
tain  adequate  records  to  support  his  ac¬ 
tions.  Such  records  could  take  the  form 
of  an  approved  security  classification 
guide  or  a  notation  on  the  record  copy  of 
the  classified  document  indicating  the 
source  of  the  classification  or,  if  an 
original  classification,  a  brief  justifica¬ 
tion  for  the  classification  determination. 
In  any  case,  the  classifier  is  required  to 
maintain  a  record  to  show  the  basis  for 
classification  or  by  which  the  chain  of 
classification  authority  can  be  traced  to 
an  original  classification  authority  who 
can  justify  the  initial  classification 
determination,  should  an  occasion  de¬ 
mand  such  action.  (See  also  §  159.302.) 
An  official  with  the  requisite  classifica¬ 
tion  authority  who  classifies  a  document 
or  other  material  and  who  identifies  him¬ 
self  thereon  as  the  classifier,  is  and  con¬ 
tinues  to  be,  the  accountable  classifier 
even  though  the  document  or  material  is 
finally  approved  or  signed  at  a  higher 
level  in  the  same  organization. 

§  159.200—1  Classification  Review. 

(a)  When  an  official  signs  or  finally 
approves  a  document  or  other  material 
already  marked  to  reflect  a  particular 
level  of  classification,  he  shall  review  the 
information  contained  therein  to  deter¬ 
mine  if  the  classification  marking  (s)  is 
(are)  appropriate.  If,  in  his  judgment, 
the  classification  marking (8)  is  (are)  not 
supportable,  he  shall  cause  such  mark¬ 
ings)  to  be  removed  or  changed  as  ap¬ 
propriate  to  reflect  accurately  the  clas¬ 
sification  of  the  information  involved 
prior  to  issuance. 
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(b)  A  higher  level  official  through  or 
to  whom  a  document  or  other  material 
passes  for  signature  or  final  approval 
becomes  jointly  responsible  with  the  ac¬ 
countable  classifier  for  the  classifica¬ 
tion^)  assigned.  In  any  particular 
organization  a  determination  as  to 
whether  the  higher  level  official  wishes  to 
have  his  subordinates  who  have  requisite 
classification  authority  to  be  shown  as 
the  accountable  classifier  is  a  matter  for 
internal  management  to  decide. 

(c)  If  no  one  is  specifically  identified 
as  the  classifier,  the  official  who  finally 
signs  or  approves  the  document  or  other 
material  is  the  accountable  classifier. 

§  159.200—2  Classification  planning. 

(a)  Advance  classification  planning  is 
an  essential  part  of  the  development  of 
any  plan,  operation,  program,  research 
and  development  project,  or  procurement 
action  in  which  security  is  a  major 
factor,  or  which  involves  classified  infor¬ 
mation.  The  classification  aspects  must 
be  considered  from  the  beginning  to  as¬ 
sure  adequate  protection  for  the  infor¬ 
mation  and  for  the  activity  itself,  and  to 
eliminate  impediments  to  the  execution 
or  implementation  of  the  plan,  operations 
order,  program,  project,  or  procurement 
action. 

(b)  The  commander  or  official  charged 
with  the  development  of  any  plan,  pro¬ 
gram,  or  project,  in  which  classification 
is  a  factor,  shall  include  therein,  under  a 
clearly  identifiable  title  or  hearing,  a 
classification  guide  covering  the  informa¬ 
tion  involved  in  that  effort  or  a  classifi¬ 
cation  plan,  prepared  by  qualified  per¬ 
sonnel  who  have  at  hand  the  necessary 
knowledge  and  technical  intelligence  to 
make  reasonable  determinations  cover¬ 
ing  the  following: 

(1)  Isolation  and  identification  of 
items  of  information  involved  in  the 
effort  which  require  classification. 

(2)  Classification  guidance  specifying 
the  levels  of  classification  to  be  applied 
to  identified  items  of  information  and 
material  developed  in  connection  with 
the  plan,  program,  or  project. 

(3)  A  schedule  for  phased  downgrad¬ 
ing  and  declassification  covering  each 
item  of  classified  information  and  mate¬ 
rial.  If  the  information  is  of  a  nature 
which  is  exempted  from  the  general  de- 
classification  schedule  (see  8  159.302-1), 
a  statement  shall  be  included  indicating 
which  of  the  four  exemption  categories 
is  applicable  and,  unless  impossible,  a 
date  or  event  on  which  declassification 
will  occur. 

(4)  Provision  for  periodic  review  to 
determine  the  currency  and  accuracy  of 
the  classification,  downgrading,  and  de¬ 
classification  guidance  provided. 

§  159.200—3  Recipient  of  classified  in¬ 
formation  or  material. 

If  the  recipient  of  classified  informa¬ 
tion  or  material  has  reason  to  believe 
that  it  should  not  be  classified  or  that 
current  security  considerations  justify  a 
change  in  the  assigned  classification,  he 
shall  make  such  changes  if  he  is  au¬ 
thorized  to  do  so.  If  not  so  authorized, 
he  shall  promptly  submit  the  matter  to 
the  appropriate  classifier  with  his  recom- 
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mendations  and  reasons  therefor.  Pend¬ 
ing  final  determination,  the  material 
shall  be  safeguarded  as  required  for  its 
assigned  or  proposed  classification, 
■whichever  is  higher,  until  the  classifica¬ 
tion  is  changed  or  otherwise  verified.  The 
responsible  classifying  authority  shall  act 
on  such  recommendations  within  thirty 
(30)  days  of  receipt. 

Identification  of  Classifier 
§  159.201  Identification  of  classifier. 

(a)  Information  or  material  classified 
under  this  part  shall  indicate  on  its  face, 
in  the  case  of  documents,  or  by  notice  or 
other  means,  in  the  case  of  material,  the 
identity  of  the  classifier.  Such  identifica¬ 
tion  shall  be  shown  on  the  ‘‘Classified  by” 
line  of  the  notations  authorized  under 
5  159.403-1.  Clear  and  complete  identifi¬ 
cation  is  construed  to  mean  that  the  de¬ 
scription  standing  alone  shall  be  suffi¬ 
cient  to  identify  a  particular  official, 
source  document  or  classification  guide, 
as  the  case  may  be. 

(1)  If  all  of  the  information  in  the 
document  or  other  material  is  classified 
as  an  act  of  original  classification,  the 
official  with  requisite  classification  au¬ 
thority  who  made  the  classification  de¬ 
termination  shall  be  identified  on  the  face 
of  the  document  in  the  “Classified  by” 
space  by  his  title  and  position  in  his 
organization. 

(2)  If  all  of  the  classified  informa¬ 
tion  contained  in  a  document  is  classified 
because  of  classification  imposed  by  a 
single  outside  source,  for  example,  a 
source  document  or  classification  guide, 
and  no  original  classification  is  involved, 
the  outside  source  shall  be  identified  on 
the  face  of  the  document  in  the  “Classi¬ 
fied  by”  space.  In  this  case,  if  the  classi¬ 
fier  of  the  source  document  or  the  offi¬ 
cial  responsible  for  the  substantive  con¬ 
tent  of  the  classification  guide  is  known, 
the  official  title  and  position  of  that 
official  in  his  organization  shall  be  shown 
in  the  “Classified  by”  space. 

(3)  If  the  situation  is  like  subpara¬ 
graph  (2)  of  this  paragraph  except  that 
the  identity  of  the  classifier  or  official 
responsible  for  the  classification  guide 
is  not  known,  an  accurate  description  of 
the  source  document  or  classification 
guide  shall  be  shown  in  the  “Classified 
by”  space. 

(4)  If  the  classified  information  con¬ 
tained  in  a  document  or  other  material 
is  classified  because  of  classifications 
imposed  by  more  than  one  outside  source 
document,  classification  guide  or  combi¬ 
nation  thereof,  the  official  title  and  posi¬ 
tion  in  his  organization  of  the  signer  or 
final  approver  of  the  new  document  or 
other  material  shall  be  shown  in  the 
“Classified  by”  space. 

(5)  If  a  particular  official  has  been 
designated  by  the  head  of  an  organiza¬ 
tion  to  be  the  approver  of  the  security 
classification  assigned  to  all  classified 
material  leaving  the  organization,  the 
official  title  and  position  in  his  organiza¬ 
tion  of  that  designated  official  shall  be 
shown  in  the  “Classified  by”  space. 

(b)  In  all  of  the  situations  in  sub- 
paragraphs  (1)  through  (5)  of  this  para¬ 
graph,  the  official  responsible  for  com¬ 


pleting  the  blank  space  in  the  stamp 
shall  establish  and  retain  adequate  rec¬ 
ords  to  support  his  action. 

Classification  Principles,  Criteria  and 
Considerations 

§  159.202  Balanced  judgment  require¬ 
ment. 

Classification  is  a  balanced  judgment. 
There  must  be  a  positive  basis  for  classi¬ 
fication,  but  both  advantages  and  disad¬ 
vantages  to  classifying  must  be  con¬ 
sidered.  Determination  to  classify  shall 
not  be  made  and  a  classification  marking 
shall  not  be  applied  until  after  full  con¬ 
sideration  of  both  aspects.  All  §§  159.202 
through  159.202-15  must  be  considered 
before  a  classification  determination  is 
made  or  a  classification  marking  is  ap¬ 
plied. 

§  159.202—1  Identification  of  specific 
information. 

Classification  determinations  must  be 
preceded  by  an  exact  identification  of 
each  item  of  information  which  may  re¬ 
quire  security  protection  in  the  interests 
of  national  security.  This  process  in¬ 
volves  identification  of  that  specific  in¬ 
formation  which  comprises  the  basis  for 
the  particular  national  advantage  or  ad¬ 
vantages  which,  if  the  information  were 
compromised,  would  or  could  be  dam¬ 
aged,  minimized,  or  lost,  thereby  ad¬ 
versely  affecting  the  national  security. 

§  159.202—2  Reasons  for  classification. 

An  evaluation  of  information  forms 
the  base  for  classification.  A  document 
or  other  material  is  classified  either:  (a) 
Because  of  the  information  it  contains 
which  may  be  ascertained  by  study,  anal¬ 
ysis,  observation,  or  use  of  it;  or  (b) 
because  of  the  information  it  may  reveal 
when  associated  with  other  information, 
including  that  which  the  classifier  knows 
already  has  been  officially  released  into 
the  public  domain. 

§  159.202—3  Specific  classifying  criteria. 

A  determination  to  classify  shall  be 
made  only  when  one  or  more  of  the  fol¬ 
lowing  considerations  are  present  and 
the  unauthorized  disclosure  of  the  In¬ 
formation  could  reasonably  be  expected 
to  result  in  a  degree  of  harm  to  the  na¬ 
tional  security: 

(a)  The  information  provides  the 
United  States,  in  comparison  with  other 
nations,  with  a  scientific,  engineering, 
technical,  operational,  intelligence,  stra¬ 
tegic,  or  tactical  advantage  directly  re¬ 
lated  to  the  national  security. 

(b)  Disclosure  of  the  information 
would  weaken  the  position  of  the  United 
States  in  the  discussion,  avoidance,  or 
peaceful  resolution  of  potential  or  exist¬ 
ing  international  differences  which  could 
otherwise  generate  a  military  threat  to 
the  United  States  or  its  mutual  security 
arrangements,  create  or  increase  inter¬ 
national  tensions  contrary  to  the  na¬ 
tional  security  of  the  United  States,  re¬ 
sult  in  a  disruption  in  foreign  relations, 
or  lead  to  hostile  political  or  military 
action  against  the  United  States  or  its 
allies,  thereby  adversely  affecting  the  na¬ 
tional  security. 


(c)  Disclosure  of  the  Information 
would  weaken  the  ability  of  the  United 
States  to  wage  war  or  defend  itself  suc¬ 
cessfully,  limit  the  effectiveness  of  the 
armed  forces,  or  make  the  United  States 
vulnerable  to  attack. 

(d)  There  is  sound  reason  to  believe 
that  other  nations  do  not  know  that  the 
United  States  has,  or  is  capable  of  ob¬ 
taining,  certain  information  or  material 
which  is  important  to  the  national  secu¬ 
rity  of  the  United  States  vis-a-vis  those 
nations. 

(e)  There  is  sound  reason  to  believe 
that  knowledge  of  the  information 
would:  (1)  Provide  a  foreign  nation  with 
an  insight  into  the  war  potential  or  the 
war  or  defense  plans  or  posture  of  the 
United  States:  (2)  allow  a  foreign  nation 
to  develop,  improve,  or  refine  a  similar 
item  of  war  potential:  (3)  provide  a  for¬ 
eign  nation  with  a  base  upon  which  to 
develop  effective  countermeasures;  and 
(4)  weaken  or  nullify  the  effectiveness  of 
a  defense  or  military  plan,  operation, 
project  or  activity  which  is  vital  to  the 
national  security. 

§  159.202—4  Dissemination  considera¬ 
tions. 

The  degree  of  intended  or  anticipated 
dissemination  and  use  of  material,  and 
whether  the  end  purpose  to  be  served 
renders  effective  security  control  im¬ 
practical,  are  factors  which  must  be  con¬ 
sidered.  These  factors  do  not  necessarily 
preclude  classification,  but  they  do  force 
consideration  of  the  extent  to  which 
classification  under  such  circumstances 
may  degrade  the  classification  system  by 
attempting  to  impose  security  control  in 
impractical  situations.  Determinations 
significantly  dependent  upon  these  fac¬ 
tors  shall  not  be  made  below  the  level 
of  the  official  having  original  classifica¬ 
tion  authority  over  the  particular  plan, 
program  project  or  item. 

§  159.202—5  Not  national  advantage. 

In  exceptional  circumstances  involving 
scientific  and  technical  information  or 
material,  it  may  be  necessary  to  weigh 
the  benefits  which  would  accrue  to  the 
United  States  generally  from  the  unclas¬ 
sified  use  by  other  U.S.  government  agen¬ 
cies  or  commercial  interests  of  infor¬ 
mation  which  is  classified  or  otherwise 
classifiable  under  this  part,  against  the 
advantage  which  would  be  gained  or  re¬ 
tained  by  classification  or  continued  clas¬ 
sification  of  the  information.  When  a  net 
advantage  to  the  United  States  resulting 
from  unclassified  use  distinctly  can  be 
ascertained  beyond  a  reasonable  doubt, 
that  factor  should  be  considered  in 
reaching  the  classification  determination 
which  is  to  be  made  by  a  designated 
classification  authority  having  classifica¬ 
tion  jurisdiction  over  the  information 
involved. 

§  159.202—6  Lead  time  advantage. 

Unlike  §  159.202-5,  this  section  con¬ 
cerns  situations  in  which  obtaining  or 
maintaining  a  national  defense  lead  time 
advantage  is  essential. 

(a)  Lead  time  is  the  interval  between 
the  acquisition  of  knowledge  by  or  on 
behalf  of  the  Goverment  of  the  United 
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States  and  the  time  when  the  Govern¬ 
ment  of  the  United  States  believes  that 
the  same  knowledge  is  known  to,  or  rea¬ 
sonably  could  be  known  to,  the  private 
community  in  the  United  States  or  to 
other  nations  through  the  application  of 
their  own  resources. 

(b)  The  United  States  as  a  Nation 
may  have  a  sufficient  edge  on  a  suffi¬ 
ciently  broad  basis  of  technical  compe¬ 
tence  over  other  nations  that  an  essen¬ 
tial  national  defense  lead  time  advantage 
might  be  obtained  or  maintained  through 
an  open  race  with  other  nations. 

(c)  If  it  is  reasonably  believed  that  an 
essential  national  defense  lead  time  ad¬ 
vantage  can  be  obtained  or  maintained 
as  well  or  better  through  reliance  upon 
the  total  available  U.S.  technological 
base,  open  circulation,  after  public  re¬ 
lease  approval,  will  be  preferred  to  se¬ 
curity  classification. 

(d)  If  it  is  reasonably  believed  that  an 
essential  national  defense  lead  time  ad¬ 
vantage  which  could  be  obtained  or 
maintained  through  security  classifica¬ 
tion  more  than  likely  would  be  lost 
through  open  circulation  after  public  re¬ 
lease  approval,  the  determination  will  be 
to  use  security  classification. 

§  159.202—7  CokI  factor. 

Cost  alone  is  not  a  positive  basis  for 
classification.  Cost  may  be  a  reason  for 
not  classifying  under  certain  conditions 
as  shown  below. 

(a)  If  cost  resulting  from  classifica¬ 
tion  in  terms  of  time,  money,  or  person¬ 
nel  becomes  a  critical  factor  and  actually 
might  impede  or  prevent  attainment  of 
the  desired  mission  or  objective  of  the 
program,  project,  or  operation,  it  will  be 
necessary  to  consider: 

(1)  Value  to  national  defense  of  ac¬ 
complishing  the  desired  mission  or  ob¬ 
jective. 

(2)  Risk  attendant  upon  nonclassifi¬ 
cation  of  certain  information  in  order 
to  attain  the  desired  goal. 

(3)  Maximum  extent  to  which  classi¬ 
fication  can  be  employed  without  actu¬ 
ally  impeding  attainment  of  the  goal. 

(b)  Whenever  officials  responsible  for 
carrying  out  a  program,  project,  or  oper¬ 
ation  consider  that  the  cost  factor  result¬ 
ing  from  classification  may  impede  or 
prevent  attainment  of  the  desired  mis¬ 
sion  or  objective,  the  matter  shall  be  re¬ 
ferred,  with  appropriate  explanations 
and  recommendations,  to  the  original 
classifying  authority  for  the  program, 
project,  or  operation. 

(c)  Final  determinations  of  the  effect 
of  the  cost  factor  on  classification  under 
circumstances  set  forth  in  paragraph  (b) 
of  this  section,  above,  shall  be  made  only 
at  or  above  the  level  of  the  original 
classifying  authority  for  the  program, 
project,  or  operation. 

§  159.202—8  Classifying  research  daiu. 

Ordinarily,  except  for  information 
which  meets  the  definition  of  Restricted 
Data,  basic  scientific  research  or  results 
thereof  shall  not  be  classified.  However, 
classification  would  be  appropriate  if  the 
information  concerns  an  unusually  sig¬ 
nificant  scientific  “breakthrough”  and 
there  is  sound  reason  to  believe  it  is  not 
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known  or  within  the  state-of-the-art  of 
other  nations,  and  it  supplies  the  United 
States  with  an  advantage  directly  re¬ 
lated  to  national  security. 

§  159.202—9  Classifying  documents. 

Each  document  shall  be  classified  on 
the  basis  of  the  information  it  contains 
or  reveals.  The  fact  that  a  document 
makes  reference  to  a  classified  document 
is  not  a  basis  for  classification  unless  the 
reference,  standing  alone,  reveals  classi¬ 
fied  information.  The  overall  classifica¬ 
tion  of  a  document,  file,  or  group  of 
physically  connected  documents  shall  be 
at  least  as  high  as  that  of  the  most 
highly  classified  component.  Each  com¬ 
ponent,  however,  shall  be  classified  indi¬ 
vidually  on  its  own  merits. 

§  159.202—10  Classifying  material  other 
than  documents. 

(a)  Items  of  equipment  or  other  phys¬ 
ical  objects  may  be  classified  only  when 
classified  information  may  be  derived 
from  them  by  visual  observation  of  inter¬ 
nal  or  external  appearance,  structure, 
operation,  test,  application,  or  use.  The 
overall  classification  assigned  to  equip¬ 
ment  or  physical  objects  shall  be  at  least 
as  high  as  the  highest  classification  of 
any  of  the  items  of  information  re¬ 
vealed  by  the  equipment  or  objects. 

(b)  In  every  instance  when  classifi¬ 
cation  of  an  item  of  equipment  or  other 
physical  object  is  determined  to  be  war¬ 
ranted,  such  determination  must  be 
based  on  a  finding  that  there  is  at  least 
one  aspect  of  the  item  or  object  which 
affords  the  United  States  a  national  de¬ 
fense  advantage.  If  mere  knowledge  of 
the  existence  of  the  item  of  equipment 
or  physical  object  would  compromise  or 
nullify  its  national  defense  advantage,  its 
existence  would  warrant  classification. 

§  159.202—11  State-of-tlie-urt  and  intel- 
ligence. 

Classification  requires  consideration  of 
the  information  available  from  intelli¬ 
gence  sources  concerning  the  extent  to 
which  the  same  or  similar  information 
is  known  or  is  available  to  others.  It  is 
also  important  to  consider  whether  it 
is  known,  publicly  or  internationally, 
that  the  United  States  has  the  informa¬ 
tion  or  even  is  interested  in  the  subject 
matter.  The  state-of-the-art  in  other 
nations  is  a  vital  factor  requiring 
consideration. 

§  159.202-12  Effect  of  open  puldiea- 
tion. 

Appearance  in  the  public  domain  of 
information  currently  classified  or  being 
considered  for  classification  does  not 
preclude  initial  or  continued  classifica¬ 
tion;  however,  such  disclosures  require 
immediate  reevaluation  of  the  informa¬ 
tion  to  determine  whether  the  publica¬ 
tion  has  so  compromised  the  informa¬ 
tion  that  downgrading  or  declassification 
is  warranted.  Similar  consideration  must 
be  given  to  related  items  of  information 
in  all  programs,  projects,  or  items  incor¬ 
porating  or  pertaining  to  the  compro¬ 
mised  items  of  information.  In  these 
cases,  if  the  release  is  shown  to  have  been 
made  or  authorized  by  an  official  Gov- 
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ernment  source,  classification  of  clearly 
identified  items  shall  no  longer  be  con¬ 
tinued.  However,  holders  should  continue 
classification  until  advised  to  the  con¬ 
trary  by  a  competent  Government  au¬ 
thority.  Under  no  circumstances  may 
a  compilation  of  official  releases  be 
classified. 

§  159.202—13  Rcevaluution  of  rla'silira- 
lion  because  of  compromise. 

Specific  classified  information  sub¬ 
jected  to  compromise  or  possible  com¬ 
promise  and  information  related  thereto 
shall  be  reevaluated  and  acted  upon  as 
follows: 

(a)  The  original  classifying  authority, 
upon  learning  that  a  compromise  or  pos¬ 
sible  compromise  of  specific  classified  in¬ 
formation  has  occurred,  shall: 

(1)  Reevaluate  the  information  in¬ 
volved  and  determine  whether:  (i)  The 
classification  should  be  continued  with¬ 
out  changing  the  specific  information  in¬ 
volved;  (ii)  the  specific  information,  or 
parts  thereof,  should  be  modified  to  mini¬ 
mize  or  nullify  the  effects  of  the  reported 
compromise  end  the  classification  re¬ 
tained;  (iii)  immediate  downgrading  is 
appropriate;  (iv)  the  original  schedule 
specified  for  downgrading  the  informa¬ 
tion  involved  should  be  changed  to  re¬ 
flect  an  earlier  downgrading  time;  or  (v) 
declassification  is  warranted. 

(2)  When  such  determination  is  with¬ 
in  category  in  subdivision  (ii),  (iii), 
(iv),  or  (v)  of  subparagraph  (1)  of  this 
paragraph,  give  prompt  notice  thereof 
to  all  holders  of  such  information. 

(b)  Upon  learning  that  a  compromise 
or  possible  compromise  of  specific  classi¬ 
fied  information  has  occurred,  any  offi¬ 
cial  having  original  classification  juris¬ 
diction  over  related  information  shall 
reevaluate  the  related  information  and 
determine  whether  one  of  the  courses  of 
action  enumerated  in  paragraph  (a)(1) 
of  this  section  should  be  taken  or,  in  lieu 
thereof,  upgrading  of  the  related  infor¬ 
mation  is  warranted.  When  such  a  deter¬ 
mination  is  within  category  in  subdivi¬ 
sion  (ii),  (iii),  (iv),  or  (v)  of  paragraph 
(a)(1)  of  this  section,  or  that  upgrading 
of  the  related  items  is  warranted,  prompt 
notice  of  the  determination  shall  be 
given  to  all  holders  of  the  related 
information. 

§  159.202—1 1  Compilation  of  informa¬ 
tion. 

The  general  rule  is  that  a  compilation 
of  unclassified  items  shall  not  be  classi¬ 
fied.  In  rare  and  unusual  circumstances, 
however,  classification  may  be  required 
if  the  combination  of  unclassified  items 
together  provides  an  added  factor  which 
warrants  classification.  Classification  on 
this  basis  shall  be  used  sparingly.  (See 
also  §  159.202-12.) 

§  159.202—15  Extracts  of  information. 

Information  or  material  extracted 
from  a  classified  source  will  be  classified, 
or  not  classified,  as  the  case  may  be,  in 
accordance  with  the  classification  mark¬ 
ings  shown  in  the  source.  The  overall 
marking  and  internal  markings  of  the 
source  should  supply  adequate  classifica¬ 
tion  guidance  to  the  person  making  the 
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extraction.  However,  if  internal  mark¬ 
ings,  as  an  exception  to  the  general  rule, 
are  lacking,  and  if  no  classification  guid¬ 
ance  is  included  in  the  source  and  no 
reference  is  made  to  an  applicable  clas¬ 
sification  guide  which  is  vailable  for  use 
by  the  person  making  the  extraction,  the 
extracted  information  or  material  will 
be  classified  to  correspond  to  the  overall 
marking  of  the  source,  or  in  accordance 
with  guidance  specifically  sought  and  re¬ 
ceived  from  the  classifier  of  the  source 
material. 

Classification  Guides 
§  159.203  General. 

A  classification  guide,  based  upon  clas¬ 
sification  determinations  made  by  appro¬ 
priate  classification  authorities,  shall  be 
issued  for  each  system,  program,  or 
project.  Successive  operating  echelons 
shall  prescribe  any  further  detailed 
supplemental  guides  deemed  essential  to 
assure  accurate,  uniform,  and  consistent 
classification. 

§  159.203—1  Multiscrvice  interest. 

For  each  system,  program,  project,  or 
item  involving  or  being  used  by  more 
than  one  component  of  the  Department 
of  Defense  (a)  the  component  in  the 
Office  of  the  Secretary  of  Defense  which 
assumes  or  is  expressly  designated  to 
exercise  overall  cognizance  or  (b)  the 
Department  of  Defense  component  which 
is  expressly  designated  to  serve  as  the 
executive  or  administrative  agent  for 
development  and  administration  of  the 
particular  effort  shall  be  responsible  for 
assuring  the  issuance  of  an  appropriate 
classification  guide  for  the  particular 
system,  program,  project,  or  item. 

§  159.203—2  Ollier  nuiltiservice  inlerest 
cases. 

The  Assistant  Secretary  of  Defense 
(Comptroller)  shall  develop,  in  coordina¬ 
tion  with  the  designated  senior  official 
(§§  159.1302-1,  159.1302-2)  of  each  in¬ 
terested  Department  of  Defense  com¬ 
ponent,  and  issue  appropriate  classifica¬ 
tion  guides  covering: 

(a)  General  subject  matters  which  will 
be  involved  in  any  individual  systems  or 
equipments  and  for  which  it  is  deemed 
essential  to  establish  proper  bases  for 
uniform,  consistent  classification  assign¬ 
ments. 

(b)  Any  system,  program,  project,  or 
item  of  multiservice  interest  not  covered 
in  §  159.203-1. 

§  159.203—3  Research,  development, 
test  and  evaluation  programs. 

Each  system  and  equipment  develop¬ 
ment  program  which  involves  Research, 
Development,  Test  and  Evaluation 
(RD.T.  &  E.)  of  technical  information 
shall  be  supported  by  a  program  secur¬ 
ity  classification  guide  which  is  both 
meaningful  and  timely.  For  all  active 
programs  of  this  kind,  the  following  rules 
apply: 

(a)  For  each  such  program  covered  by 
an  approved  Development  Concept 
Paper  (DCP)  or  Program  Memorandum 
(PM),  initial  basic  security  classifica¬ 
tion  guidance  shall  be  developed  and 
submitted  with  the  proposed  DCP  or  PM 


to  the  Director,  Defense  Research  and 
Engineering,  for  approval  of  the  pro¬ 
posed  security  classifications  applicable 
to  technical  characteristics  of  the  sys¬ 
tem  or  equipment.  A  detailed  security 
classification  guide  shall  be  developed 
and  issued  in  accordance  with  the 
policies  and  procedures  established  by 
this  part  as  nearly  contemporaneously 
as  practicable  with  the  granting  of  ap¬ 
proval  of  the  DCP  or  PM. 

(b)  A  recommended  master  security 
classification  guide  for  each  such  pro¬ 
gram  falling  below  the  DCP  or  PM 
threshold  shall  be  approved  at  the  level 
of  the  Assistant  Secretary  (R.  &  D.)  of 
the  Military  Departments,  the  Assistant 
to  the  Chairman,  Joint  Chiefs  of  Staff,  or 
the  Deputy  Directors  of  the  Defense 
Agencies,  or  their  respective  designees. 

§  159.203—1  Project  phases. 

Whenever  feasible,  classification  guides 
shall  cover,  phase  by  phase,  the  transi¬ 
tion  from  research  through  development, 
test,  and  evaluation,  procurement,  pro¬ 
duction,  service  use,  and  obsolescence, 
with  changes  made  in  assigned  classifi¬ 
cations  which  are  appropriate  to  chang¬ 
ing  sensitivity  of  the  information  in¬ 
volved.  Classifications  shall  be  specific  as 
to  the  system  or  item  concerned. 

§  159.203—5  Review  of  classification 
guides. 

Classification  guides  shall  be  reviewed 
by  the  originator  for  currency  and  ac¬ 
curacy  not  less  often  than  once  each 
year.  Changes  shall  be  issued  promptly  to 
all  holders.  If  no  changes  are  made,  the 
originator  shall  place  on  the  record  copy 
of  the  guide  a  notation,  signed  by  an 
appropriate  official,  attesting  to  the  fact 
of  the  review  and  the  date  thereof. 

§  159.203—6  Sufficiency  of  classification 
guides. 

Classification  guides  must  be  suffi¬ 
ciently  detailed  to  identify  the  critical 
items  of  information  which  require  clas¬ 
sification  and  yet  sufficiently  flexible  to 
assure  accurate  classification  of  docu¬ 
mentation  and  other  material  developed 
at  various  levels  and  during  different 
stages  of  the  program  or  project.  It  is 
particularly  important  that  such  guides 
not  result  in  stagnation  and  overclassi¬ 
fication  through  automatic  application 
of  their  content. 

§  159.203-7  Distribution  of  guides  to 
office.  Secretary  of  Defense. 

Except  as  determined  by  the  Secretary 
of  Defense  for  certain  categories  of  in¬ 
formation,  a  copy  of  each  classification 
guide  and  changes  thereto  shall  be  sent 
to  the  Directorate  for  Security  Review, 
Office,  Assistant  Secretary  of  Defense 
(Public  Affairs)  and  to  the  Information 
Security  Division,  Office,  Deputy  Assist¬ 
ant  Secretary  of  Defense  (Security 
Policy),  Office,  Assistant  Secretary  of 
Defense  (Comptroller). 

Resolution  of  Conflicts 
§  159.204  General. 

When  two  or  more  offices,  head¬ 
quarters,  or  activities  disagree  concern¬ 
ing  a  classification,  declassification,  or 


regrading  action,  the  disagreement  must 
be  resolved  promptly.  Normally,  mutual 
consideration  by  the  offices,  headquar¬ 
ters,  or  activities  concerned  of  the  argu¬ 
ments  for  and  against  classification  will 
provide  adequate  basis  for  reaching 
agreement. 

§  159.204—1  Procedures. 

If  agreement  cannot  be  reached  at  the 
operating  level,  the  matter  shall  be  re¬ 
ferred  for  decision  to  the  lowest  superior 
common  to  the  disagreeing  parties.  If 
agreement  cannot  be  reached  at  the 
major  command  (or  equivalent)  level, 
the  matter  shall  be  referred  for  decision 
to  the  headquarters  office  having  over¬ 
all  classification  management  responsi¬ 
bilities  for  the  component.  To  avoid  un¬ 
due  delay,  that  office  shall  also  be  ad¬ 
vised,  on  an  information  basis,  of  any 
disagreement  at  any  echelon  if  it  ap¬ 
pears  that  prompt  resolution  if  not  likely. 
This  will  permit  the  headquarters  to 
consider  direct  action  to  hasten  resolu¬ 
tion. 

§  159.204—2  Final  decision. 

Disagreements  between  Department  of 
Defense  component  headquarters,  if  not 
resolved  promptly,  shall  be  referred  to 
the  Deputy  Assistant  Secretary  of  De¬ 
fense  (Security  Policy)  (DASD(SP))  for 
resolution.  If  appropriate,  DASD(SP) 
may  refer  the  question  to  the  DOD  In¬ 
formation  Security  Advisory  Board 
(§  159.1301-2)  for  action. 

§  159.204—3  Timing. 

Action  at  each  level  of  consideration 
on  any  disagrement  on  a  classification, 
declassification,  or  regrading  problem 
shall  be  completed  as  soon  as  possible 
but  within  thirty  (30)  days.  Failure  to 
reach  decision  within  thirty  (30)  days 
shall  be  cause  for  referral  to  the  next 
higher  echelon. 

Obtaining  Classification  Evaluations 
§  159.205  Tentative  classification. 

If  a  person  not  authorized  to  classify 
originates  or  develops  information  which 
he  believes  should  be  safeguarded  he 
shall: 

(a)  Safeguard  the  information  in  the 
manner  prescribed  for  the  intended 
classification. 

(b)  Mark  the  information  (or  cover 
sheet)  with  a  tentative  classification 
(e.g.,  “TENTATIVE  CONFIDENTIAL”). 

(c)  Forward  the  material  to  an  ap¬ 
propriate  classifying  authority  for  eval¬ 
uation  and  decision.  If  such  authority  is 
not  readily  Identifiable,  the  material 
should  be  forwarded  to  a  headquarters 
activity  of  a  Department  of  Defense 
component,  to  the  headquarters  office 
having  overall  classification  manage¬ 
ment  responsibilities  for  a  Department 
of  Defense  component  or  to  the  Deputy 
Assistant  Secretary  of  Defense  (Security 
Policy)  (DASD(SP) ). 

(d)  In  an  emergency  requiring  im¬ 
mediate  communication  of  the  informa¬ 
tion,  after  taking  the  action  prescribed 
by  paragraphs  (a)  and  (b)  of  this  sec¬ 
tion,  transmit  the  information  and  then 
proceed  in  accordance  with  paragraph 

(c)  of  this  section. 
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Upon  decision  by  the  classifying  author¬ 
ity,  the  tentative  marking  shall  be  re¬ 
moved.  If  a  classification  has  been  as¬ 
signed,  appropriate  markings  shall  be 
applied  as  prescribed  by  this  part. 

Private  Information 
§  159.206  General. 

Although  only  official  information  may 
be  classified,  there  are  some  circum¬ 
stances  in  which  information  not  meet¬ 
ing  the  definition  in  §  159.102-13  may 
warrant  protection  in  the  interest  of 
national  security. 

§  159.206—1  Patent  Secrecy  Act. 

The  Patent  Secrecy  Act  of  1952  (35 
U.S.C.  181-188)  provides  that  the  Sec¬ 
retary  of  Defense,  among  others,  may 
determine  that  disclosure  of  an  inven¬ 
tion  by  granting  of  a  patent  would  be 
detrimental  to  national  security.  DOD 
Directive  5535.2,  reference  §  159.100(y), 
delegates  to  the  Secretaries  of  the  Army, 
Navy,  and  Air  Force  the  authority  to 
make  such  determinations  on  behalf  of 
the  Secretary  of  Defense.  When  such 
determination  is  made,  the  Commis¬ 
sioner  of  Patents  on  request  of  the  DOD 
representative  takes  specified  actions 
concerning  grant  of  a  patent  and  pro¬ 
tection  of  the  information.  A  patent  ap¬ 
plication  on  which  a  secrecy  order  has 
been  imposed  shall  be  handled  as  follows 
within  the  Department  of  Defense: 

(a)  If  the  patent  application  contains 
official  information  which  warrants  clas¬ 
sification,  it  shall  be  assigned  a  classi¬ 
fication  and  be  marked  and  safeguarded 
accordingly.  In  addition,  a  cover  sheet 
with  wording  as  in  §  159.206-1  (b)  below, 
shall  be  attached. 

(b)  If  the  patent  application  does  not 
contain  official  information  which  war¬ 
rants  classification,  the  following  pro¬ 
cedures  shall  be  followed: 

(1)  A  cover  sheet  (or  cover  letter  for 
transmittal)  shall  be  placed  on  the  ap¬ 
plication  with  substantially  the  following 
language: 

The  attached  material  contains  Informa¬ 
tion  on  which  secrecy  orders  have  been  Issued 
by  the  United  States  Patent  Office  after 
determination  that  disclosure  would  be 
detrimental  to  national  security  (Patent 
Secrecy  Act  of  1952,  35  U.S.C.  181-188).  Its 
transmission  or  revelation  In  any  manner  to 
an  unauthorized  person  is  prohibited  by  law. 
Handle  as  though  classified:  Confidential 
(or  such  other  classification  as  would  have 
been  assigned  had  the  patent  application 
been  official  Information). 

<2)  The  information  shall  be  withheld 
from  public  release;  its  dissemination 
within  the  Department  of  Defense  shall 
be  controlled;  the  applicant  shall  be  in¬ 
structed  not  to  disclose  it  to  any  un¬ 
authorized  person;  and  the  patent  ap¬ 
plication  (or  other  document  incorporat¬ 
ing  the  protected  information)  shall  be 
safeguarded  in  manner  prescribed  for 
equivalent  classified  material. 

(c)  If  filing  of  a  patent  application 
with  a  foreign  government  is  approved 
under  provisions  of  the  Act  of  1952  and 
agreements  on  interchange  of  patent  in¬ 
formation  for  defense  purposes,  the 
copies  of  the  patent  application  pre¬ 
pared  for  foreign  registration  (but  only 


those  copies)  shall  be  marked  at  the  bot¬ 
tom  of  each  page  as  follows: 

Withheld  under  the  Patent  Secrecy  Act  of 
1952  (35  U8.C.  181-188).  Handle  as:  Confi¬ 
dential  (or  such  other  level  as  has  been 
determined) . 

§  159.206—2  Independent  research  and 
development. 

(a)  The  product  of  independent  re¬ 
search  and  development  shall  not  be 
classified  unless  the  product  incorporates 
classified  information  to  which  the  per¬ 
son  or  the  company  was  given  prior 
access. 

(b)  Independent  research  and  devel¬ 
opment  may  be  Government  sponsored, 
or  may  be  a  purely  private,  unsponsored 
effort.  Government  sponsored  independ¬ 
ent  research  and  development  may  be 
done  by  a  person  who  or  company  which 
previously  was  given,  classification  is  not 
permissible  unless  the  Government  first 
acquires  a  proprietary  interest. 

(c)  In  cases  in  which  no  prior  access 
was  given  but  the  person  or  company 
conducting  the  independent  research  or 
development  believes  that  protection 
may  be  warranted  in  the  interest  of  na¬ 
tional  security,  he  should  safeguard  the 
information  in  accordance  with  §  159.205 
and  submit  it  to  an  appropriate  Depart¬ 
ment  of  Defense  element  for  evaluation. 
The  Department  of  Defense  element  re¬ 
ceiving  such  a  request  for  evaluation 
shall  make  or  obtain  a  determination 
whether  a  classification  would  be  as¬ 
signed  if  the  information  were  official. 
If  the  determination  is  negative,  the 
originator  shall  be  advised  that  the  in¬ 
formation  is  unclassified.  If  the  determi¬ 
nation  is  affirmative,  the  Department  of 
Defense  element  shall  make  or  obtain  & 
determination  whether  an  official  pro¬ 
prietary  interest  in  the  research  and  de¬ 
velopment  will  be  acquired.  If  such  an 
interest  is  acquired,  the  information 
shall  be  assigned  proper  classification. 
If  no  such  interest  is  acquired,  the  orig¬ 
inator  shall  be  informed  that  there  is  no 
basis  for  classification  and  the  tentative 
classification  shall  be  canceled. 

§  159.206—3  Other  private  infonuation. 

In  any  other  instance,  for  example,  an 
unsolicited  bid,  in  which  a  film,  orga¬ 
nization,  or  individual  submits  to  the 
Government  private  information  for 
determination  of  classification,  the  steps 
specified  in  §  159.205  shall  be  taken. 

Upgrading 

§  159.207  Raiding  to  a  higher  level  of 
clarification. 

Upgrading  classified  information  to  a 
higher  level  than  previously  determined 
is  permitted  only  when  it  is  determined 
by  the  upgrading  authority  that: 

(a)  All  holders  of  the  information  are 
authorized  access  to  the  higher  classifi¬ 
cation  category; 

(b)  All  holders  of  the  information  can 
be  promptly  notified  of  the  upgrading; 
and 

(c)  Any  dissemination  to  holders  not 
authorized  access  to  the  higher  classifi¬ 
cation  category  can  be  neutralized 
through  retrieval. 


§  159.207—1  Classification  of  informa¬ 
tion  previously  determined  to  he 
unclassified. 

Unclassified  information,  once  com¬ 
municated  as  such,  is  permitted  to  be 
classified  only  when  the  classifying  au¬ 
thority  makes  the  same  determination 
described  for  upgrading  in  S  159.207  and, 
in  addition,  determines  that  control  of 
the  information  has  not  been  lost  by  such 
communication  and  can  still  be  prevent¬ 
ed  from  being  lost. 

§  159.207—2  Information  released  to 
secondary  distribution  centers. 

No  attempt  shall  be  made  to  classify 
information  previously  determined  to  be 
unclassified  which  is  contained  in  docu¬ 
ments  released  to  secondary  distribu¬ 
tion  centers,  such  as  the  Defense  Docu¬ 
mentation  Center,  unless  it  is  determined 
that  no  secondary  distribution  has  been 
made  and  can  still  be  prevented.  The 
provision  of  $  159.207-1  apply  to  this  kind 
of  material. 

§  1 59.207—3  Notification. 

Notification  of  upgrading  or  the  clas¬ 
sification  of  information  previously  de¬ 
termined  to  be  unclassified  shall  not  be 
given  to  holders  from  whom  retrieval  is 
accomplished  or  cannot  be  accomplished. 

Industrial  Operations 

§  159.208  Classification  in  industrial 
operations. 

Classification  in  industrial  operations 
shall  be  based  strictly  on  security  classi¬ 
fication  guidance  furnished  by  the  Gov¬ 
ernment.  Industrial  management  does 
not  make  original  classification  deter¬ 
minations  but  applies  the  classification 
decisions  of  the  contracting  authority 
with  respect  to  information  and  material 
developed,  produced  or  handled  by  the 
contracting  facility  itself.  Industrial 
management  shall  designate  persons  who 
shall  have  the  responsibility  for  assur¬ 
ing  that  Government  security  classifica¬ 
tion  guidance  is  applied  accurately  and 
uniformly.  Numbers  of  persons  author¬ 
ized  to  determine  the  proper  classifica¬ 
tions  to  be  applied  in  accordance  with 
the  Government  guidance  shall  be  lim¬ 
ited  to  the  minimum  consistent  with  op¬ 
erational  requirements. 

Subpart — Downgrading  and 
Declassification 

General  Provisions 

§  159.300  Downgrading  and  drclaaMfi- 
cation  determinations. 

When  a  classification  determination  is 
made,  it  is  necessary  to  determine  how 
long  the  classification  shall  last  in  ac¬ 
cordance  with  the  policy  expressed  in 
§  159.103-1.  Classified  information  and 
material  shall  be  downgraded  and  de¬ 
classified  as  soon  as  there  are  no  longer 
any  grounds  for  continued  classification 
within  the  classification  category  defini¬ 
tions  set  forth  in  §S  159.104-159.104-3, 
and  the  classification  principles,  criteria 
and  considerations  set  forth  in 
§§  159.202-159.202-15. 
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§  159.300—1  Priority  consideration  of 
earliest  possible  date  or  event. 

The  individual  exercising  original  clas¬ 
sifying  authority  shall,  to  the  maximum 
extent  practicable,  predetermine  at  the 
time  of  origination,  dates  or  events  on 
which  downgrading  and  declassification 
shall  occur.  These  dates  or  events  shall 
be  as  early  as  the  national  security  will 
permit,  and  shall  be  in  accordance  with 
the  limits  of  the  dates  of  the  General 
Declassification  Schedule  as  set  forth  in 
§  159.301,  below,  only  if  earlier  dates 
cannot  be  predetermined. 

§  159.300—2  Dates  or  events  carried 
forward. 

Downgrading  and  declassification 
dates  or  events  under  §  159.300-1,  above, 
or  dates  scheduled  under  the  General 
Declassification  Schedule  (5  159.301) ,  be¬ 
low,  shall  be  carried  forward  and  applied 
whenever  the  classified  information  is 
incorporated  in  later  documents  or  other 
material. 

General  Declassification  Schedule 

§  159.301  Automatic  downgrading  and 
declassification. 

Classified  information  and  material, 
tinless  downgraded  or  declassified  earlier 
under  the  provisions  of  5  159.300-1  or 
exempted  from  the  General  Declassifica¬ 
tion  Schedule  under  §  159.302-1,  below, 
shall  be  assigned  a  date  or  event  on 
which  downgrading  and  declassification 
shall  occur  in  accordance  with  the  pre¬ 
scribed  limits  of  the  General  Declassi¬ 
fication  Schedule  outlined  below: 

(a)  Top  Secret.  Information  or  mate¬ 
rial  originally  classified  Top  Secret  shall 
be  automatically  downgraded  to  Secret 
at  the  end  of  the  second  full  calendar 
year  following  the  year  in  which  it  was 
originated,  downgraded  to  Confidential 
at  the  end  of  the  fourth  full  calendar 
year  following  the  year  in  which  it  was 
originated  and  declassified  at  the  end 
of  the  10th  full  calendar  year  following 
the  year  in  which  it  was  originated.  For 
example,  a  document  classified  Top  Sec¬ 
ret  on  June  1, 1972  will  automatically  be 
downgraded  to  Secret  on  December  31, 
1974,  downgraded  to  Confidential  on  De¬ 
cember  31,  1976  and  declassified  on 
December  31,  1982. 

(b)  Secret.  Information  and  material 
originally  classified  Secret  shall  be  auto¬ 
matically  downgraded  to  Confidential  at 
the  end  of  the  second  full  calendar  year 
following  the  year  in  which  it  was  orig¬ 
inated  and  declassified  at  the  end  of  the 
eighth  full  calendar  year  following  the 
year  in  which  it  was  originated. 

(c)  Confidential.  Information  and 
material  originally  classified  Confiden¬ 
tial  shall  be  automatically  declassified 
at  the  end  of  the  sixth  full  calendar  year 
following  the  year  in  which  it  was 
originated. 

§  159.301—1  Retroactive  application. 

Information  or  material  classified  be¬ 
fore  June  1,  1972  shall  be  treated  as 
follows: 

(a)  When  marked  as  Group  4  under 
Executive  Order  10501,  as  amended,  it 
shall  be  subject  to  the  General  Declas- 
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sification  Schedule  (8  159.301).  However, 
the  fact  that  under  the  preceding  sen¬ 
tence,  Group  4  information  or  material 
is  being  declassified  in  advance  of  orig¬ 
inally  scheduled  dates  shall  not  prevent 
it  being  redesignated  as  falling  within 
an  exempt  category  as  provided  for  in 
§  159.302-1  below.  Unless  exempted,  these 
advanced  declassifications  will  take  effect 
beginning  December  31,  1972.  Such  ex¬ 
emption  may  be  made  only  if  action  is 
taken  in  time  for  notification  thereof 
to  be  received  by  all  holders  of  the  docu¬ 
ment  prior  to  the  advanced  downgrading 
or  declassification  date  established  under 
the  General  Declassification  Schedule. 

Cb)  Information  or  material  marked 
as  Group  1,  2,  or  3  under  Executive  Order 
10501,  as  amended,  or  other  information 
or  material  not  group-marked  under 
Executive  Order  10501,  shall  be  excluded 
from  (not  “exempted”  from)  the  General 
Declassification  Schedule.  However,  it 
shall  be  subject  to  the  same  conditions 
and  criteria  that  apply  to  classified  in¬ 
formation  and  material  created  after 
June  1,  1972,  as  set  forth  in  §§  159.303- 
159.304-3. 

§  159.301—2  Redesignating  material  as 
exempted. 

If  an  original  classifier  at  any  time  de¬ 
termines  that  information  or  material 
falls  within  one  of  the  four  exempt  cate¬ 
gories  described  in  §  159.302-1,  below,  the 
fact  that  such  information  or  material 
was  previously  placed  under  the  General 
Declassification  Schedule  (159.301)  or 
marked  for  earlier  declassification 
(159.300-1,  159.301-1),  shall  not  prevent 
it  being  redesignated  as  falling  within 
an  exempt  category.  This  determination 
shall  be  based  on  a  finding  either  that 
the  original  downgrading  and  declassifi¬ 
cation  determination  was  in  error,  or  that 
the  material  or  information,  due  to  a 
change  in  circumstances,  falls  within  one 
of  the  four  exempt  categories.  Upon  such 
redesignation,  notice  shall  be  promptly 
given  to  all  holders  of  such  information. 
Such  redesignation  may  be  made  only 
when  all  recipients  of  the  information 
can  be  notified  prior  to  the  scheduled  date 
for  declassification.  Redesignation  shall 
preserve  the  level  of  classification  in 
effect  at  the  time  of  redesignation,  sub¬ 
ject,  however  to  8  159.300,  above,  and 
88  159.303-159.304-3,  below. 

Exemptions  From  General  Declassifi¬ 
cation  Schedule 

§  159.302  General  provisions. 

Certain  classified  information  or  mate¬ 
rial  may  warrant  some  degree  of  protec¬ 
tion  against  unauthorized  disclosure  for 
a  period  exceeding  that  provided  in  the 
General  Declassification  Schedule  in 
88  159.301-159.301-2,  above.  An  official 
authorized  to  exercise  original  Top  Se¬ 
cret  classification  authority  may  exempt 
from  the  General  Declassification  Sched¬ 
ule  any  level  of  classified  information  or 
material  originated  by  him  or  under  his 
supervision  if  it  falls  within  one  of  the 
categories  described  below.  In  each  case, 
the  original  Top  Secret  classification  au¬ 
thority  shall  specify  in  writing  on  the 
material  or  by  means  of  written  policy 


direction  issued  in  advance,  the  exemp¬ 
tion  category  being  claimed  and,  unless 
impossible,  shall  specify  a  date  or  event 
for  automatic  declassification  of  the  in¬ 
formation  involved.  The  head  of  each 
component  shall  establish  procedures  to 
assure  that  original  Top  Secret  classifi¬ 
cation  authorities  limit  the  use  of  this 
exemption  authority  to  the  absolute 
minimum  consistent  with  national  secu¬ 
rity  requirements.  When  a  document  or 
other  material  is  being  prepared  and  an 
exemption  determination  is  based  upon 
a  classification  guide  or  on  a  source  docu¬ 
ment,  the  classifier’s  (see  8  159.201)  re¬ 
tained  records  shall  be  maintained  in 
such  manner  as  to  enable  the  identifi¬ 
cation  of  the  source(s)  of  the  exemp¬ 
tion^)  used.  (See  also  §  159.200) 

§  159.302—1  Exemption  categories. 

(a)  Exemptions  from  the  General  De- 
classification  Schedule  are  strictly  lim¬ 
ited  to  information  or  material  in  the  fol¬ 
lowing  categories  (numbered  according 
to  section  5(B),  Executive  Order  11652) : 

(1)  Furnished  by  foreign  governments 
or  international  organizations  and  held 
by  the  United  States  on  the  understand¬ 
ing  that  it  be  kept  in  confidence. 

(2)  Specifically  covered  by  statute,  or 
pertaining  to  cryptography,  or  disclosing 
intelligence  sources  or  methods. 

(3)  Disclosing  a  system,  plan,  installa¬ 
tion,  project,  or  specific  foreign  relations 
matter  the  continuing  protection  of 
which  is  essential  to  the  national 
security. 

(4)  Disclosure  would  place  a  person  in 
immediate  jeopardy. 

Mandatory  Review  of  Material  Over  10 
Years  Old 

§  159.303  Material  covered. 

All  classified  information  and  material 
originated  after  June  1,  1972,  which  is 
exempted  under  8  159.302-1  from  the 
General  Declassification  Schedule  shall, 
upon  request,  be  subject  to  a  mandatory 
classification  review  by  the  originating 
DOD  component  at  any  time  after  the 
expiration  of  10  years  from  the  date  of 
origin. 

§  159.303—1  Processing  requirements. 

Requests  for  review  of  the  classifica¬ 
tion  of  information  or  material  exempted 
from  the  General  Declassification  Sched¬ 
ule  (88  159.302-159.302-1)  shall  be  proc¬ 
essed  promptly,  subject  to  the  following : 

(a)  A  U.S.  Government  department  or 
agency  or  a  member  of  the  public  has 
requested  review. 

(b)  The  request  is  in  writing  and  de¬ 
scribes  the  record  with  sufficient  particu¬ 
larity  to  enable  the  component  to  iden¬ 
tify  it.  Whenever  a  request  is  deficient 
in  the  description  of  the  record  sought, 
the  requester  should  be  asked  to  provide 
additional  identifying  information. 

(c)  The  record  can  be  obtained  with 
only  a  reasonable  amount  of  effort.  What 
is  “reasonable”  depends  on  the  amount  of 
records  sought,  their  location  and  acces¬ 
sibility,  and  the  time,  effort  and  related 
costs  required  to  identify  and  compile 
them.  Before  denying  a  request  on  the 
grounds  that  it  is  unduly  burdensome, 
the  requester  should  be  asked  to  limit  his 
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request  to  records  that  are  reasonably 
obtainable. 

(d)  If,  after  taking  the  alternative  ac¬ 
tion  prescribed  by  paragraph  (b)  or  (c) 
of  this  section,  the  request  does  not  de¬ 
scribe  the  records  sought  with  sufficient 
particularity,  or  the  record  cannot  be 
obtained  with  a  reasonable  amount  of 
effort,  the  requester  shall  be  notified  of 
the  reasons  why  his  request  cannot  be 
granted. 

§  159.303—2  Submission  of  requests  for 
review. 

Requests  for  review  for  downgrading 
and  declassification  shall  be  submitted 
directly  to  the  Chief,  Records  Manage¬ 
ment  Branch,  Office,  Assistant  Secre¬ 
tary  of  Defense  (Comptroller) ,  The  Pen¬ 
tagon,  Washington,  D.C.  20301. 

§  159.303—3  Action  on  requests  for 
review. 

The  office  which  first  acts  upon  a  re¬ 
quest  for  review  for  declassification  shall 
immediately  acknowledge  receipt  of  such 
request  in  writing.  The  following  pro¬ 
cedures  shall  apply: 

(a)  Such  office  shall  make  a  deter¬ 
mination  within  thirty  (30‘  days  of  re¬ 
ceipt  or  shall  explain  to  the  requester 
the  reasons  why  further  time  is  neces¬ 
sary. 

(b)  If  at  the  end  of  sixty  (60)  days 
from  receipt  of  the  request  for  review 
no  determination  has  been  made,  the 
requester  may  appeal  through  appropri¬ 
ate  channels  to  the  DOD  Classification 
Review  Committee  (5  159.1301-1). 

(c)  Information  or  material  which  no 
longer  qualifies  for  exemption  under 
53  159.302  and  159.302-1  shall  be  declas¬ 
sified  and  processed  for  release  to  the  re¬ 
quester  in  accordance  with  DOD  Direc¬ 
tive  5230.9,  reference  S  159.100(d). 

(d)  Information  or  material  continu¬ 
ing  to  qualify  for  an  exemption  under 
5  159.302-1  shall  be  marked  in  accord¬ 
ance  with  Si  159.400-159.405-4,  and,  un¬ 
less  impossible,  a  date  for  automatic 
declassification  shall  be  set.  The  re¬ 
quester  shall  be  so  notified  and,  whenever 
possible,  he  shall  be  provided  with  a 
brief  statement  as  to  why  the  requested 
information  or  material  cannot  be  de¬ 
classified.  This  notice  shall  also  advise 
him  of  his  right  to  appeal  to  the 
DOD  Classification  Review  Committee 
(§  159.1301-1). 

(e)  Fair  and  equitable  fees  for  copies 
of  available  records  shall  be  established 
pursuant  to  DOD  Instruction  7230.7,  ref¬ 
erence  §  159.100  (s). 

Action  on  30-Year-Old  Material 
§  159.303—4  Burden  of  proof. 

In  considering  appeals  from  denials 
of  declassification  requests,  the  DOD  and 
Military  Department  Classification  Re¬ 
view  Committees  shall  place  the  burden 
of  proof,  for  administrative  purposes,  on 
the  originating  DOD  component  to 
show  that  continued  classification  is 
warranted. 

§  159.304  Material  Covered. 

All  classified  information  or  material 
which  is  30  years  old  or  more  over  which 


the  Department  of  Defense  exercises  ex¬ 
clusive  or  final  original  classification  au¬ 
thority  is  subject  to  declassification  un¬ 
der  the  conditions  stated  below. 

§  159.304—1  Syslematie  Review. 

All  information  and  material  in  the 
custody  of  the  National  Archives  and 
Records  Service  which  was  classified  be¬ 
fore  the  effective  date  of  this  part  and 
more  than  30  years  old  is  to  be  systemati¬ 
cally  reviewed  for  declassification  by  the 
Archivist  of  the  United  States.  The 
Archivist  shall  refer  to  the  Department 
of  Defense  such  material  as  has  been 
indicated  by  the  Department  of  Defense 
to  require  further  review.  In  the  case  of 
30-year-old  information  in  the  custody 
of  the  components  of  the  Department 
of  Defense,  such  review  will  be  accom¬ 
plished  by  the  custodians  of  the  respec¬ 
tive  components.  The  Department  of 
Defense  component  having  primary  ju¬ 
risdiction  over  the  material  received 
from  the  Archivist  or  in  its  custody, 
shall  proceed  as  follows: 

(a)  Classified  information  or  material 
over  which  the  Department  of  Defense 
exercises  exclusive  or  final  original  clas¬ 
sification  authority  and  which  is  to 
be  kept  protected  in  accordance  with 
§  159.304-2  shall  be  listed  by  the  respon¬ 
sible  custodian  and  referred  through  es¬ 
tablished  channels  to  the  Secretary  of 
Defense  or  the  Secretary  of  the  appro¬ 
priate  Military  Department  depending 
upon  which  of  these  o facials  has  current 
security  classification  jurisdiction  over  it. 
This  listing  shall: 

(1)  Identify  the  information  or  ma¬ 
terial  involved,  including  its  date  of 
origin  and  field  of  interest; 

(2)  Recommend  continued  classifica¬ 
tion  beyond  30  years  to  a  specific  future 
event  which  is  certain  to  happen,  or  for 
a  fixed  period  of  time  to  terminate  on 
December  31  of  a  given  future  year;  and 

(3)  State  that  the  reason  for  the  rec¬ 
ommended  continued  classification  is 
that  earlier  disclosure  would  place  an 
identified  or  identifiable  person  in  im¬ 
mediate  jeopardy,  or  that,  because  of 
reasons  which  are  stated,  continued  clas¬ 
sification  is  essential  to  the  national 
security. 

(b)  The  Secretary  of  Defense  or  the 
Secretary  of  the  Military  Department 
concerned  shall  personally  consider  and 
determine  which  category  of  material 
shall  be  kept  classified  and  the  period 
of  continued  classification.  The  Archivist 
shall  be  so  notified. 

(c)  The  provisions  of  S  159.400- 
159.405-5  of  this  part  govern  the  re¬ 
marking  of  all  documents  or  other  ma¬ 
terials  determined,  under  the  provi¬ 
sions  of  these  §§  159.304-159.304-3  to  be 
declassified. 

§  159.304—2  Exceptions  to  automatic 
declassification. 

All  information  and  material  classified 
after  the  effective  date  of  this  part, 
whether  or  not  declassification  has  been 
requested,  becomes  automatically  de¬ 
classified  at  the  end  of  30  full  calendar 
years  after  the  date  of  its  original  clas¬ 
sification  except  for  such  specifically 
identified  categories  of  information  or 


material  which  the  head  of  the  originat¬ 
ing  Military  Department  or  the  Secre¬ 
tary  of  Defense  for  other  components 
personally  determines  in  writing  at  that 
time  to  require  continued  protection 
against  unauthorized  disclosure  because 
such  continued  protection  is  essential  to 
the  national  security  or  disclosure  would 
place  a  person  in  immediate  jeopardy. 
In  such  case,  the  aforementioned  officials 
shall  also  specify  the  period  of  continued 
classification. 

§  159.304—3  Requests  for  review. 

A  request  by  a  member  of  the  public 
or  by  a  U.S.  Government  department  or 
agency  to  review  classified  information 
more  than  30  years  old  shall  be  referred 
directly  to  the  Archivist  of  the  United 
States  for  action  in  accordance  with 
§  159.304-1.  Such  requests  shall  be  proc¬ 
essed  within  the  Department  of  Defense 
in  the  manner  prescribed  in  3  159.303-3. 
The  provisions  of  3  159.303-4  are  also  ap¬ 
plicable  to  these  cases. 

Transfer  of  Classified  Documents  or 
Material 

§  159.305  Material  officially  transferred. 

In  the  case  of  classified  information  or 
material  transferred  by  or  pursuant  to 
statute  or  executive  order  from  one  de¬ 
partment  or  agency  to  another  for  the 
latter’s  use  and  as  part  of  its  official  files 
or  property,  as  distinguished  from  trans¬ 
fers  merely  for  purpose  of  storage,  the 
receiving  department  or  agency  shall  be 
deemed  to  be  the  classifying  authority 
over  such  material  for  purposes  of  down¬ 
grading  and  declassification. 

§  159.305—1  Material  not  officially  trans¬ 
ferred. 

When  any  department  or  agency  of 
the  Department  of  Defense  has  in  its 
possession  any  classified  Information  or 
material  originated  in  an  agency  out¬ 
side  the  Department  of  Defense  which 
has  since  become  defunct  and  whose  files 
and  other  property  have  not  been  offi¬ 
cially  transferred  to  another  department 
or  agency  within  the  meaning  of 
3  159.305,  or  when  it  is  impossible  for  the 
possessing  department  or  agency  to  iden¬ 
tify  the  originating  agency,  and  a  review 
of  the  material  indicates  that  it  should 
be  downgraded  or  declassified,  the  said 
possessing  department  or  agency  shall 
have  the  power  to  declassify  or  down¬ 
grade  such  material.  If  it  appears  prob¬ 
able  that  another  department  or  agency 
may  have  a  substantial  Interest  in 
whether  the  classification  of  any  par¬ 
ticular  information  should  be  main¬ 
tained,  the  possessing  department  or 
agency  shall  not  exercise  the  power  con¬ 
ferred  upon  it  by  this  section,  except  with 
the  consent  of  the  other  department  or 
agency,  until  30  days  after  it  has  notified 
such  other  department  or  agency  of  the 
nature  of  the  material'  and  of  its 
intention  to  downgrade  or  declassify  the 
same.  During  such  30-day  period  the 
other  department  or  agency  may,  if  it  so 
desires,  express  its  objections  to  down¬ 
grading  or  declassifying  the  particular 
material,  but  the  power  to  make  the 
ultimate  decision  shall  reside  in  the  pos¬ 
sessing  department  or  agency. 
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§  159.305—2  Transfer  for  storage  or 
retirement. 

Insofar  as  practicable,  classified  docu¬ 
ments  shall  be  reviewed  to  determine 
whether  or  not  they  can  be  downgraded 
or  declassified  prior  to  being  forwarded 
to  records  centers  or  to  the  National  Ar¬ 
chives  for  storage.  When  this  is  done, 
certification  of  classification  review  shall 
be  entered  on  or  affixed  to  the  transmit¬ 
tal  form.  Records  Transmittal  and  Re¬ 
ceipt  Form,  SF  135,  or  similar  document, 
and  appropriate  changes  reflecting  down¬ 
grading  or  declassification  shall  be  indi¬ 
cated  as  necessary  on  each  document. 

Miscellaneous  Actions 

§  159.306  Notification  of  changes  in 
classification  or  of  declassification. 

When  classified  material  which  has 
been  properly  marked  with  specific  dates 
or  events  under  §  159.403-1  (a)  or  (b), 
is  remarked  in  accordance  therewith,  It 
is  not  necessary  to  issue  notices  of  those 
remarkings  to  any  holders.  However, 
when  downgrading  or  declassification  ac¬ 
tion  is  determined  by  appropriate  au¬ 
thority  to  occur  earlier  than  originally 
scheduled,  or  upgrading  is  involved,  or 
the  exemption  status  is  changed,  the  ac¬ 
tion  official  or  the  custodian  of  the  rec¬ 
ords  shall  promptly  notify  all  addressees 
to  whom  the  information  or  material  was 
originally  transmitted.  Notification  shall 
Include  the  specific  action  to  be  taken, 
the  authority  therefor  and  the  effective 
date.  Upon  receipt  of  notification  of 
change  in  classification  or  exemption 
status  or  of  declassification,  recipients 
shall  effect  the  proper  changes  and  shall 
notify  addressees  to  whom  in  turn  they 
have  transmitted  the  classified  informa¬ 
tion  or  material. 

§  159.306—1  Presidential  papers. 

The  Archivist  of  the  United  States  has 
the  authority  to  review  and  declassify 
Information  and  material  which  has  been 
classified  by  a  President,  his  White  House 
staff  or  special  committee  or  commission 
appointed  by  him  and  which  the  Archi¬ 
vist  has  in  his  custody  at  any  archival 
depository,  including  a  presidential 
library.  Such  declassification  shall  only 
be  undertaken  in  accord  with: 

(a)  The  terms  of  the  donor's  deed  of 
gift. 

(b)  Consultations  with  the  depart¬ 
ments  having  a  primary  subject  matter 
Interest. 

(c)  The  provisions  of  this  subpart. 

§  159.306-2  General  review  require¬ 
ments. 

All  information  and  material  classified 
after  June  1,  1972,  which  is  determined 
under  applicable  records  administration 
standards  to  be  of  sufficient  historical  or 
other  value  to  warrant  preservation  as 
permanent  records,  shall  be  systemati¬ 
cally  reviewed  on  a  timely  basis  by  the 
appropriate  custodian  for  the  purpose  of 
making  such  information  and  material 
publicly  available  if,  after  consideration 
under  §S  159.300-159.302-1.  it  is  declassi¬ 
fied.  Whenever  possible,  without  destroy¬ 
ing  the  integrity  of  the  files,  such  infor¬ 
mation  and  material  should  be  set  aside 
for  public  release  on  request. 


Subpart— Marking 

General  Provisions 
§  159.400  Designations. 

Subject  to  the  special  situation  set 
forth  in  §  159.400-2,  information  deter¬ 
mined  to  require  classification  protection 
against  unauthorized  disclosure  under 
the  provisions  of  this  part  shall  be  so 
designated,  generally  in  the  form  of 
physical  marking.  Designation  by  means 
other  than  physical  marking  may  be  used 
but  should  be  followed  by  physical  mark¬ 
ing  as  soon  as  practicable. 

§  159.400—1  Purpose  of  designation. 

Designation  by  physical  marking,  nota¬ 
tion,  or  other  means,  serves  to  inform 
and  to  warn  the  holder  of  the  classifica¬ 
tion  of  the  information  involved,  the  de¬ 
gree  of  protection  against  unauthorized 
disclosure  which  is  required  for  that  par¬ 
ticular  level  of  classification,  and  to  facil¬ 
itate  downgrading  and  declassification 
actions. 

§  159.400-2  Exception. 

No  article  which,  in  whole  or  in  part, 
has  appeared  in  newspapers,  magazines, 
or  elsewhere  in  the  public  domain,  nor 
any  copy  thereof,  which  is  being  reviewed 
and  evaluated  by  any  component  of  the 
Department  of  Defense  to  compare  its 
content  with  official  Information  which  is 
being  safeguarded  in  the  Department  of 
Defense  by  security  classification,  may  be 
marked  on  its  face  with  any  security 
classification,  control  or  other  kind  of 
restrictive  marking.  The  results  of  the 
review  and  evaluation  shall  be  separate 
from  the  article  in  question. 

§  159.400—3  Documents  or  other  mate¬ 
rial  in  general. 

Each  classified  document  shall,  in  ad¬ 
dition  to  other  markings  required  by  this 
subpart,  show  on  its  face  its  overall 
classification  and  whether  it  is  subject 
to  or  exempt  from  scheduled  downgrad¬ 
ing  and  declassification  (see  f§  159.300 — 
159.306-2) .  It  shall  also  show  the  office 
of  origin,  the  Identity  of  the  classifier 
(see  §  159.201),  the  date  of  preparation 
and  classification,  and,  except  as  pro¬ 
vided  herein,  be  so  marked  as  to  indicate 
which  portions  are  classified,  at  what 
level,  and  which  portions  are  not  classi¬ 
fied  in  order  to  facilitate  excerpting  and 
other  use.  Other  material  shall,  when¬ 
ever  practicable,  show  the  foregoing  in¬ 
formation  on  the  material  Itself  or  in 
related  or  accompanying  documentation. 

§  159.400—4  Wholly  unclassified  mate¬ 
rial. 

Normally,  unclassified  material  shall 
not  be  marked  or  stamped  “Unclassified” 
unless  it  is  essential  to  convey  to  a  re¬ 
cipient  of  such  material  that  it  has  been 
examined  specifically  with  a  view  to  im¬ 
posing  a  security  classification  and  has 
been  determined  not  to  require  classi¬ 
fication. 

Classification  Markings  on  Documents 
§  159.401  Overall  and  page  marking. 

Except  as  otherwise  specified  for  work¬ 
ing  papers  (see  $  159.702-4)  the  overall 
classification  of  a  document,  whether 


or  not  permanently  bound,  or  any  copy 
or  reproduction  thereof,  shall  be  con¬ 
spicuously  marked  or  stamped  at  the  top 
and  bottom  on  the  outside  of  the  front 
cover  (if  any) ,  on  the  title  page  (if  any) , 
on  the  first  page,  on  the  back  page  and 
on  the  outside  of  the  back  cover  (if  any) . 
Each  interior  page  of  a  document  shall 
be  conspicuously  marked  or  stamped  at 
the  top  and  bottom  with  the  highest 
classification  of  information  appearing 
thereon,  including  the  designation  “Un¬ 
classified”  when  appropriate.  In  special 
situations,  such  as  the  printing  by  the 
Government  Printing  Office  or  similar 
facility  of  classified  documents  com¬ 
prised  of  many  pages  (studies,  manu¬ 
scripts,  reports,  manuals,  etc.),  the 
overall  classification  assigned  to  the 
document  may  be  shown  on  each  page: 
Provided,  That  the  classified  and  unclas¬ 
sified  parts  of  that  page  are  clearly  iden¬ 
tified  to  the  recipient  by  paragraph 
marking  or  by  other  means  set  forth  in 
the  document.  In  such  cases,  paragraph 
marking  or  other  means  shall  take  prece¬ 
dence  over  page  marking. 

§  159.401-1  Marking  components. 

In  some  complex  documents,  its  major 
components  are  likely  to  be  used  sep¬ 
arately.  In  such  instances,  each  major 
component  shall  be  marked  as  a  sep¬ 
arate  document.  Examples  include:  (a) 
Each  annex,  appendix,  or  similar  com¬ 
ponent  of  a  plan,  program,  or  operations 
order;  (b)  attachments  and  appendices 
to  a  memorandum  or  letter;  and  (c)  each 
major  part  or  chapter  of  a  report. 

§  159.401—2  Paragraph  marking. 

Each  section,  part,  paragraph,  or  sub- 
paragraph,  when  there  are  differences  in 
their  classifications,  shall  be  marked  to 
show  the  level  of  classification,  if  any,  or 
that  such  section,  part,  paragraph  or  sub- 
paragraph  is  unclassified.  If,  in  an 
exceptional  situation,  such  marking  is 
determined  to  be  impracticable,  the  docu¬ 
ment  shall  contain  a  description  suffi¬ 
cient  to  identify  the  exact  information 
which  is  classified  and  the  categories  to 
which  it  is  assigned.  When  different 
items  of  information  in  one  paragraph 
require  different  classifications,  but  seg¬ 
regation  into  separate  paragraphs  would 
destroy  continuity  or  context,  the  highest 
classification  required  for  any  item  shall 
be  applied  to  that  paragraph.  In  marking 
paragraphs,  sections,  or  parts,  the  appro¬ 
priate  marking  shall  be  placed  immedi¬ 
ately  preceding  and  to  the  left  of  the 
parts  involved.  If  desired,  the  symbols 
(TS)  for  Top  Secret,  (S)  for  Secret,  (C) 
for  Confidential,  and  (U)  for  Unclassi¬ 
fied,  may  be  used.  When  appropriate,  the 
symbols  (RD)  for  Restricted  Data  and 
(FRD)  for  Formerly  Restricted  Data 
shall  be  added. 

§  159.401—3  Compilations. 

In  cases  where  the  use  of  a  classifica¬ 
tion  is  required  to  protect  a  compilation 
of  information  under  §  159.202-14,  the 
overall  classification  assigned  to  such 
documents  shall  be  placed  conspicuously 
at  the  top  and  bottom  of  each  page  and 
on  the  outside  of  the  front  and  back  cov¬ 
ers,  if  any,  and  an  explanation  of  the 
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basis  for  the  assigned  classification  shall 
be  included  on  the  document  or  in  its 
text. 

§  159.401-4  Subjects,  titles,  abstracts 
and  index  terms. 

Subjects,  titles,  abstracts,  and  index 
terms  shall  be  selected,  if  possible,  so  as 
not  to  require  classification.  However,  a 
classified  subject,  title,  abstract  or  index 
term  may  be  used  when  necessary  to  con¬ 
vey  meaning.  To  show  its  classified  or 
unclassified  status,  each  such  item  shall 
be  marked  with  the  appropriate  symbol, 
(TS),  (S),  (C),  or  (U)  placed  immedi¬ 
ately  following  and  to  the  right  of  the 
item.  When  appropriate,  the  symbols 
(RD)  and  (FRD)  shall  be  added. 

§  139.401—5  File,  folder  or  group  of 
documents. 

Files,  folders  or  groups  of  documents 
shall  be  conspicuously  marked  to  assure 
their  protection  to  a  degree  as  high  as 
that  of  the  most  highly  classified  docu¬ 
ment  included  therein.  Documents  sepa¬ 
rated  from  the  file,  folder,  or  group  shall 
be  marked  as  prescribed  herein  for  indi¬ 
vidual  documents. 

§  159.401—6  Transmittal  documents. 

A  transmittal  document,  including  in¬ 
dorsements  and  comments  when  such 
indorsements  and  comments  are  added 
to  the  basic  communication,  shall  carry 
on  its  face  a  prominent  notation  as  to 
the  highest  classification  of  the  informa¬ 
tion  transmitted  by  it.  and  a  legend 
showing  the  classification,  if  any,  of  the 
transmitted  document,  indorsement  or 
comment  standing  alone.  For  example, 
in  the  case  of  an  unclassified  document 
which  transmits  as  an  attachment  a 
classified  document,  it  shall  bear  a  nota¬ 
tion  substantially  as  follows:  Regraded 
Unclassified  When  Separated  From 
Classified  Enclosure.” 

§  159.401—7  Electrically  transmitted 
messages. 

Classified  messages  shall  be  marked  at 
the  top  and  bottom  with  the  assigned 
classification  and  paragraph  marked  in 
the  manner  prescribed  above  for  docu¬ 
ments.  In  the  case  of  a  message  printed 
by  an  automated  system,  these  classifi¬ 
cation  markings  may  be  applied  by  that 
system,  provided  that  the  markings  so 
applied  are  made  clearly  distinguishable 
on  the  face  of  the  document  from  the 
printed  text.  In  addition,  the  first  item 
of  information  in  the  text  of  a  classi¬ 
fied  message  will  be  the  overall  classifi¬ 
cation  of  the  message.  The  last  line  or 
paragraph  of  the  message  shall  show 
either: 

(a)  “ADS  (date)  ”  Advanced  Declassi¬ 
fication  Schedule  for  date  or  event  ear¬ 
lier  than  GDS; 

(b)  “GDS  (date)"  for  GDS  cases;  or 

(c)  “XGDS  ( number  of  exemption 
category )  ”  for  exemption  cases. 

Dates  shall  be  the  last  two  digits  of  the 
declassification  year. 

§  159.401—8  Translations. 

Translations  of  United  States  classi¬ 
fied  information  into  a  language  other 
than  English  shall  be  marked  to  show 


the  United  States  as  the  country  of 
origin  and  shall  be  marked  with  the  ap¬ 
propriate  classification  markings  under 
§5  159.401-159.401-8  and  the  foreign 
language  equivalent  thereof.  [See  Ap¬ 
pendix  B  (5  159.1500-1).] 

Classification  Markings  on  Material 
Other  Than  Documents 

§  1 59.402  General  provisions. 

The  assigned  security  classification 
shall  be  conspicuously  stamped,  printed, 
written,  painted,  or  affixed  by  means  of 
a  tag,  sticker,  decal,  or  similar  device, 
on  classified  material  other  than  docu¬ 
ments,  and  on  their  containers,  if  possi¬ 
ble.  If  the  material  or  container  cannot 
be  marked,  written  notification  of  the 
security  classification  shall  be  furnished 
to  recipients.  Following  are  the  proce¬ 
dures  for  marking  the  security  classifica¬ 
tion  on  various  kinds  of  material  other 
than  ordinary  documents.  These  are  not 
all  inclusive  and  may  vary  somewhat 
with  organizational  and  operational  re¬ 
quirements  and  with  the  physical  char¬ 
acteristics  of  the  material. 

§  159.402—1  (Jiart*.  maps  and  drawing!*. 

Charts,  maps,  and  drawings  shall  bear 
the  appropriate  classification  marking 
under  the  legend,  title  block  or  scale,  in 
such  manner  as  to  differentiate  between 
the  classification  assigned  to  the  docu¬ 
ment  as  a  whole  and  the  classification 
assigned  to  the  legend  or  title.  The  mark¬ 
ings  also  shall  be  inscribed  at  the  top 
and  bottom  of  each  such  document. 
Where  the  customary  method  of  folding 
or  rolling  charts,  maps,  or  drawings 
would  cover  the  classification  markings, 
additional  classification  markings  shall 
be  placed  so  as  to  be  clearly  visible  when 
the  document  is  folded  or  rolled. 

§  159.402—2  Photographs,  film*  and 
recording*. 

Photographs,  films,  including  nega¬ 
tives,  recordings,  and  their  containers 
shall  be  marked  in  such  a  manner  as  to 
assure  that  any  recipient  or  viewer  will 
know  that  classified  information  of  a 
specified  level  of  classification  is  involved. 

(a)  Photographs.  Negatives  and  posi¬ 
tives  shall  be  marked  with  the  appropri¬ 
ate  classification  markings  and  kept  in 
containers  bearing  conspicuous  classifi¬ 
cation  markings.  Roll  negatives  shall  be 
marked  at  the  beginning  and  end  of 
each  strip  and  single  negatives  marked 
with  the  appropriate  classification.  Each 
photographic  print  shall  be  marked  with 
the  appropriate  classification  at  the  top 
and  bottom  of  the  face  side  and  where 
practicable  the  center  of  the  reverse  side. 
Caution  must  be  exercised  when  using 
self -processing  film  or  paper  to  photo¬ 
graph  or  reproduce  classified  material, 
since  the  negative  of  the  last  exposure 
may  remain  in  the  camera.  All  compo¬ 
nent  parts  of  the  last  exposure  shall  be 
removed  and  destroyed  as  classified  waste 
or  the  camera  shall  be  protected  as  clas¬ 
sified  material. 

(b)  Transparencies  and  slides.  The 
applicable  classification  markings  shall 
be  shown  on  each  transparency  or  slide. 
Other  applicable  markings,  when  prac¬ 


tical,  shall  be  shown  on  the  border, 
holder,  or  frame. 

(c)  Motion  picture  films.  Classified 
motion  picture  films  shall  be  marked  at 
the  beginning  and  end  of  each  reel  by 
titles  bearing  the  appropriate  classifica¬ 
tion.  Such  markings  shall  be  visible  when 
projected  on  the  screen.  Reels  shall  be 
kept  in  containers  bearing  conspicuous 
classification  markings. 

(d)  Recordings.  Recordings,  sound  or 
electronic,  shall  contain  at  the  beginning 
and  end  a  statement  of  the  assigned 
classification  which  will  provide  adequate 
assurance  that  any  listener  or  receiver 
will  know  that  classified  information  of 
a  specified  level  of  classification  is  in¬ 
volved.  The  recording  material  and  con¬ 
tainers  also  shall  be  marked  conspicu¬ 
ously. 

§  159.402—3  Uwks  of  accounting  ma¬ 
chine  cards. 

A  deck  of  classified  accounting  ma¬ 
chine  cards  need  not  be  marked  individ¬ 
ually  but  may  be  marked  as  one  single 
classified  document  so  long  as  they  re¬ 
main  within  the  deck.  A  deck  so  marked 
shall  be  stored,  transmitted,  destroyed, 
and  otherwise  handled  in  the  manner 
prescribed  for  other  classified  documents 
of  the  same  classification.  An  additional 
card  shall  be  added,  however,  to  identify 
the  contents  of  the  deck  and  the  highest 
classification  involved.  Cards  removed 
for  separate  processing  or  use,  and  not 
immediately  returned  to  the  deck  after 
processing,  shall  be  protected  to  prevent 
compromise  of  any  classified  information 
contained  therein,  and  for  this  purpose 
shall  be  marked  individually  as  pre¬ 
scribed  herein  for  an  individual  ordinary 
document. 

§  159.402 — 4  Electrical  machine  and  au¬ 
tomatic  data  processing  tapes. 

Electrical  machine  and  Automatic 
Data  Processing  (ADP)  tapes  shall  bear 
external  markings  and  internal  notations 
sufficient  to  assure  that  any  recipient  of 
the  tapes,  or  of  the  classified  informa¬ 
tion  contained  therein  when  reproduced 
by  any  medium,  will  know  that  classified 
information  of  a  specific  classification 
category  is  involved. 

§  159.402-3  Pages  of  ADP  listings. 

Classification  markings  on  pages  of 
listings  produced  by  ADP  equipment  may 
be  applied  by  the  equipment  provided 
that  the  markings  so  applied  are  made 
clearly  distinguishable  on  the  face  of 
the  document  from  the  printed  text.  As 
a  minimum,  such  listings  shall  be  marked 
with  the  security  classification  on  the 
first  and  last  pages  of  the  listing  and  on 
the  front  and  back  covers,  if  any,  as 
prescribed  in  §  159.401  for  ordinary 
documents. 

§  159.402—6  Material  for  (raining  pur¬ 
poses. 

Classified  material  used  for  training 
purposes  shall  be  transmitted,  stored, 
and  otherwise  safeguarded  as  prescribed 
in  this  Part.  In  utilizing  unclassified  doc¬ 
uments  (material)  for  training  purposes, 
the  unclassified  documents  (material) 
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shall  be  marked  “(insert  classification) 
for  training,  otherwise  unclassified.” 

§  159.402—7  Miscellaneous  material. 

Material,  such  as  rejects,  typewriter 
ribbons,  carbons,  and  similar  items,  de¬ 
veloped  in  connection  with  the  handling, 
processing,  production,  and  utilization  of 
classified  information  shall  be  handled  in 
a  manner  which  assures  adequate  pro¬ 
tection  of  the  classified  information  in¬ 
volved  and  that  destruction  is  effected 
at  the  earliest  practicable  moment.  Un¬ 
less  a  requirement  exists  to  retain  this 
type  material  for  a  specific  purpose, 
there  is  no  need  to  mark,  stamp,  or 
otherwise  indicate  that  the  recorded  in¬ 
formation  is  classified. 

Downgrading  and  Declassification 
Markings 

§  159.403  Regrading  and  declassifica¬ 
tion  markings. 

Whenever  classified  material  is  down¬ 
graded,  declassified,  or  upgraded,  the 
material  shall  be  promptly  and  conspic¬ 
uously  marked  to  indicate  the  change, 
the  authority  for  the  action,  the  date  of 
the  action  and  the  identity  of  the  person 
or  activity  taking  the  action.  In  addition, 
except  for  upgrading  (see  §  159.403-2), 
all  the  old  classification  markings  shall 
be  cancelled,  if  practicable,  but  in  any 
event  on  the  first  page,  and  the  new 
classification  markings,  if  any,  shall  be 
substituted.  In  cases  where  classified  ma¬ 
terial  is  downgraded  or  declassified  un¬ 
der  the  provisions  of  this  part  and  is 
marked  as  prescribed  in  §  159.403-1,  such 
markings  shall  suffice  to  meet  the  afore¬ 
mentioned  requirements. 

§  159.403—1  Downgrading  and  declas¬ 
sification. 

At  the  time  of  origination,  each  classi¬ 
fied  document  or  other  material,  shall, 
in  addition  to  the  security  classifica¬ 
tion  markings  prescribed  by  §  159.401- 
159.402-7  above  and  the  foregoing  pro¬ 
vision  of  §  159.403,  be  marked  to  reflect 
downgrading  and  declassification  in¬ 
structions  in  accordance  with  the 
following: 

(a)  Action  by  specific  date  or  event. 
When  specific  dates  or  events  for  down¬ 
grading  and  declassification,  with  em¬ 
phasis  on  declassification  without  inter¬ 
vening  downgrading,  are  predetermined 
under  the  provisions  of  §  159.300-2 
(earlier  than  those  limits  of  the  General 
Declassification  Schedule) ,  documents 
and  other  material  shall  be  conspicu¬ 
ously  marked  to  show  clearly  to  the  re¬ 
cipient  of  such  material  when  down¬ 
grading  and  declassification  action  is 
intended  by  the  originator  to  occur.  For 
this  purpose,  the  following  marking  shall 
be  stamped  or  otherwise  printed  at  the 
bottom  of  the  first  page  of  title  page  or 
shall  be  placed  conspicuously  in  a  simi¬ 
larly  prominent  place  immediately  below, 
or  adjacent  to  and  in  conjunction  with 
the  classification  marking: 


Downgrade  to: 

Secret  on  ( _ ) 

effective  date 

Confidential  on  ( _ ) 

effective  date 

Declassify  on  ( _ ._) 

effective  date 

Classified  by _ _ _ _ (see  (e) 

below) 


The  effective  date  in  this  case  may  fall 
on  any  specific  day  or  month  of  a  cal¬ 
endar  year  or,  in  its  place,  could  be  in¬ 
serted  a  specific  event  such  as,  for 
example,  “Declassify  on  Date  of  Rollout.” 

(b)  General  declassification  schedule. 
When  specific  dates  for  downgrading  and 
declassification  are  assigned  in  accord¬ 
ance  with  the  provisions  of  §§  159.301- 
159-301-2  hereof  (General  Declassifica¬ 
tion  Schedule),  documents  and  other 
material  shall  be  marked  in  the  follow¬ 
ing  manner: 

Classified  by _ Sub¬ 

ject  to  General  Declassification  Schedule 
of  Executive  Order  11652,  automatically 
downgraded  at  2-year  Intervals,  declassi¬ 
fied  on  December  31,  (year) . 

(c)  Exemptions  from  General  Declas¬ 
sification  Schedule.  Unless  marked  RD  or 
FRD  (§§  159.405-1  and  159.405-2),  doc¬ 
uments  or  material  containing  informa¬ 
tion  which  is  exempt  from  the  General 
Declassification  Schedule  under  the  pro¬ 
visions  of  §§  159.306 — 159.306-2,  hereof, 
shall  be  marked  for  downgrading  and 
declassification  purposes  in  the  follow¬ 
ing  manner: 

Classified  by _  (see 

(e)  below) .  Exempt  from  General  Declassi¬ 
fication  Schedule  of  Executive  Order  11652, 
exemption  category _ _  declas¬ 
sify  on _ 

(effective  date) 

As  prescribed  by  the  aforementioned  in 
§§  159.306 — 159.306-2,  unless  impossible, 
a  specific  date  or  event  for  automatic 
declassification  of  the  exempted  mate¬ 
rial  shall  be  specified.  Such  effective 
dates  shall  reflect  December  31  of  a  par¬ 
ticular  calendar  year  as  the  anniversary 
date  for  declassification  for  insertion  in 
the  space  provided.  The  exemption  cate¬ 
gory  to  be  identified  in  the  above  pre¬ 
scribed  marking  is  the  citation  of  the 
applicable  number  of  the  exemption  cat¬ 
egory  listed  in  §  159.302-1.  For  example, 
a  classified  document  originated  on 
June  1,  1972,  containing  information 
which  is  exempt  from  the  General  De- 
classification  Schedule  by  appropriate 
authority  because  it  discloses  a  particu¬ 
lar  intelligence  collection  method  but 
which  the  originator  believes  could  be 
declassified  15  years  from  date  of  origin, 
would  be  marked  as  follows: 

Classified  by _  (see 

(e)  below) .  Exempt  from  General  Declassi¬ 
fication  Schedule  of  Executive  Order  11652, 
exemption  category  (2),  declassify  on  De¬ 
cember  31,  1987. 

(d)  If  the  classifier  inadvertently  fails 
to  mark  a  document  with  one  of  the  fore¬ 
going  markings,  the  recipient  shall  take 
appropriate  action  to  mark  it  properly, 
either  by  direct  action  in  accordance 
with  §§  159.300-159.306-2  or  by  referral 
to  the  originator. 

(e)  In  the  space  for  showing  the  clas¬ 
sifier,  to  the  maximum  extent  possible, 
the  original  classification  authority  shall 
be  shown,  including,  if  applicable,  the 
controlling  classification  guide.  Other¬ 
wise,  the  person  who  signs  or  finally  ap¬ 
proves  a  document  or  other  material  con¬ 
taining  classified  information  shall  be 
deemed  to  be  the  classifier  (§  159.201) . 

(f)  The  Restricted  Data  (§  159.405-1) 
and  Formerly  Restricted  Data  (§  159.405- 


2)  markings  are,  in  themselves,  evidence 
of  exemption  and  the  exemption  stamp 
paragraph  (c)  of  this  section  above,  is 
not  to  be  used  when  such  markings  ap¬ 
pear  on  the  material. 

(g)  When  a  document  or  material  in¬ 
cludes  classified  information,  either 
newly  developed  or  extracted  from  one 
or  more  sources,  which  is  designated 
under  more  than  one  of  the  provisions  of 
paragraph  (b),  or  (c),  of  this  section, 
above,  the  single  downgrading  and  de- 
classification  marking  assigned  the  doc¬ 
ument  or  material  shall  be  the  most  re¬ 
strictive  of  those  which  are  applicable 
to  the  information  contained  therein. 
When  more  than  one  category  of  ex¬ 
empted  material  is  involved,  the  single 
downgrading  and  declassification  mark¬ 
ing  shall  reflect  the  identification  of  such 
categories. 

§  159.403—2  Upgrading. 

When  material  is  upgraded  under  the 
provisions  of  this  part,  it  shall  be 
promptly  and  conspicuously  marked  as 
prescribed  in  §  159.403,  except  that  in  all 
such  cases  the  old  classification  mark¬ 
ings  shall  be  cancelled  and  the  new  sub¬ 
stituted  therefor. 

§  159.403—3  Limited  use  of  posted  no¬ 
tice  for  large  quantities  of  material. 

When  the  volume  of  material  is  such 
that  prompt  remarking  of  each  classified 
item  could  not  be  accomplished  without 
unduly  interfering  with  operations,  the 
custodian  may  attach  downgrading  and 
declassification  notices  to  the  storage 
unit  in  lieu  of  the  remarking  otherwise 
required  by  §  159.403.  Each  notice  shall 
specify  the  authority  for  the  downgrad¬ 
ing  or  declassification  action,  the  date 
of  the  action  and  the  storage  unit  to 
which  it  applies.  When  individual  docu¬ 
ments  or  other  materials  are  withdrawn 
from  storage  units,  they  shall  be 
promptly  remarked  with  the  proper  secu¬ 
rity  classification  category,  or  the  classi¬ 
fication  marking  canceled,  if  declassified, 
on  at  least  the  first  page.  However,  when 
documents  or  other  material  subject  to  a 
downgrading  or  declassification  notice 
are  withdrawn  from  one  storage  unit 
solely  for  transfer  to  another,  or  a  stor¬ 
age  unit  containing  such  documents  or 
other  material  is  transferred  from  one 
place  to  another  the  transfer  may  be 
made  without  remarking  if  the  notice  is 
attached  to  or  remains  with  each  ship¬ 
ment. 

Remarking  Old  Material 

§  159.404  Remarking  material  already 
marked  Croup  4. 

When  a  document  or  other  material 
classified  before  June  1, 1972,  and  marked 
with  a  Group  4  marking  under  E.O. 
10501,  as  amended,  is  removed  from  file 
or  storage  for  any  purpose,  It  shall  be  re¬ 
marked  in  accordance  with  §  159.403-1 
(b)  or  (c),  as  appropriate  to  the  deter¬ 
mination  made  under  S  159.301-1. 

§  159.404—1  Remarking  material  already 
marked  Croup  1,  2,  or  3,  or  not  group 
marked. 

When  a  document  or  other  material 
classified  before  June  1, 1972,  and  marked 
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with  a  Group  1,  2,  or  3  marking  or  not 
group  marked  at  all  under  Executive 
Order  10501,  as  amended,  is  removed 
from  file  or  storage  for  any  purpose,  it 
shall  be  marked  “Excluded  from  General 
Declassification  Schedule.”  Such  mark¬ 
ing  does  not  relieve  the  original  classi¬ 
fication  authority  of  the  information  in¬ 
volved  from  immediately  downgrading 
or  declassifying  the  information  in  ac¬ 
cordance  with  §  159.300,  or  from  setting 
specific  future  dates  or  events  for  auto¬ 
matic  downgrading  or  declassification  in 
accordance  with  §  159.300-1,  or  from 
placing  the  information  under  the  Gen¬ 
eral  Declassification  Schedule  in  accord¬ 
ance  with  §  159.301,  or  from  referring 
the  information  to  an  appropriate  Top 
Secret  classification  authority  for  con¬ 
sideration  for  exemption  in  accordance 
with  §  159.302.  If  any  of  these  actions  is 
taken  by  the  original  classification  au¬ 
thority,  the  document  or  other  material 
shall  be  appropriately  marked  in  accord¬ 
ance  with  §  159.403-1  and  appropriate 
notice  given  in  accordance  with 
§  159.306. 

Additional  Warning  Notices 
§  159.405  General  provisions. 

When  applicable,  in  addition  to  the 
foregoing  marking  requirements,  one  or 
more  of  the  following  warning  notices 
shall  be  prominently  displayed  on  classi¬ 
fied  documents  or  materials.  When  dis¬ 
play  of  warning  notices  on  the  documents 
or  other  materials  is  not  feasible,  the 
warnings  shall  be  included  in  the  written 
notification  of  the  assigned  classifica¬ 
tion. 

§  159.405—1  Restricted  data. 

For  classified  information  or  material 
containing  Restricted  Data  as  defined  in 
the  Atomic  Energy  Act  of  1954,  as 
amended: 

RESTRICTED  DATA 

This  material  contains  Restricted  Data  as 
defined  In  the  Atomic  Energy  Act  of  1954.  Its 
dissemination  or  disclosure  to  any  unau¬ 
thorized  person  is  prohibited. 

§  159.405—2  Formerly  Restricted  Data. 

Except  when  the  Restricted  Data  no¬ 
tice  is  used,  for  classified  information  or 
material  containing  Formerly  Restricted 
Data,  as  defined  in  section  142.d,  Atomic 
Energy  Act  of  1954,  as  amended: 

FORMERLY  RESTRICTED  DATA 

Unauthorized  disclosure  subject  to  admin¬ 
istrative  and  criminal  sanctions.  Handle  as 
Restricted  Data  In  foreign  dissemination. 
Section  144b,  Atomic  Energy  Act,  1954. 

§  159.405—3  Information  other  than  re¬ 
stricted  Data  or  formerly  Restricted 
Data. 

For  classified  information  or  material 
other  than  described  in  $  159.405-1  or 
§  159.405-2  furnished  to  persons  outside 
the  Executive  Branch: 

NATIONAL  SECURITY  INFORMATION 

Unauthorized  disclosure  subject  to  crimi¬ 
nal  sanctions. 

§  159.405—4  Sensitive  intelligence  in¬ 
formation. 

For  classified  information  or  material 
containing  sensitive  intelligence  infor¬ 


mation,  the  following  warning  notice 
shall  be  used  in  addition  to  and  in  con¬ 
junction  with  those  prescribed  In  $  159  - 
405-1,  8  159.405-2,  or  8  159.405-3,  as 
appropriate: 

WARNING  NOTICE — SENSITIVE  INTELLIGENCE 
SOURCES  AND  METHODS  INVOLVED 

Subpart — Safekeeping  and  Storage 

Storage  and  Storage  Equipment 
§  159.500  General  policy. 

Classified  information  or  material  may 
be  used,  held,  or  stored  only  where  there 
are  facilities  or  under  conditions  ade¬ 
quate  to  prevent  unauthorized  persons 
from  gaining  access  to  it.  The  exact  na¬ 
ture  of  security  requirements  will  depend 
on  a  thorough  security  evaluation  of  local 
conditions  and  circumstances.  They  must 
permit  the  accomplishment  of  essential 
functions  while  affording  selected  items 
of  information  various  reasonable  de¬ 
grees  of  security  with  a  minimum  of  cal¬ 
culated  risk.  The  requirements  specified 
in  this  part  represent  the  minimum  ac¬ 
ceptable  standards. 

§  159.500—1  Standards  fur  storage 
equipment. 

The  General  Services  Administration 
establishes  and  publishes  uniform  stand¬ 
ards,  specifications,  and  supply  schedules 
for  containers,  vault  doors,  alarm  sys¬ 
tems,  and  associated  security  devices 
suitable  for  the  storage  and  protection 
of  classified  information  and  material 
throughout  the  Government.  The  head 
of  a  DOD  component  may  establish  for 
the  use  of  such  component  equal  or  more 
stringent  standards.  Security  filing  cabi¬ 
nets  conforming  to  Federal  Specifica¬ 
tions  bear  a  Test  Certification  Label  on 
the  locking  drawer  attesting  to  the  se¬ 
curity  capabilities  of  the  container  and 
lock  (on  some  early  cabinets,  the  label 
was  located  on  the  wall  inside  the  locking 
drawer  compartment).  Such  cabinets 
manufactured  after  February  1962  will 
also  be  marked  “General  Services  Ad¬ 
ministration  Approved  Security  Con¬ 
tainer”  on  the  outside  of  the  top  drawer. 

§  159.500—2  Storage  of  classified  mate¬ 
rial. 

Whenever  classified  material  is  not 
under  the  personal  control  and  observa¬ 
tion  of  an  authorized  person,  it  will  be 
guarded  or  stored  in  a  locked  security 
container  as  prescribed  below: 

(a)  Top  Secret.  Top  Secret  material 
shall  be  stored  in: 

(1)  A  safe  or  safe-type  steel  file  con¬ 
tainer  having  a  three-position  dial-type 
combination  lock  as  approved  by  the 
General  Services  Administration,  or  a 
Class  A  vault  which  meets  the  standards 
established  by  the  head  of  the  DOD  com¬ 
ponent  concerned. 

(2)  An  alarmed  area,  provided  such 
facilities  are  adjudged  by  the  local  re¬ 
sponsible  official  to  afford  protection 
equal  to  or  better  than  that  prescribed 
in  subparagraph  (1)  of  this  paragraph. 
When  an  alarmed  area  is  utilized  for  the 
storage  of  Top  Secret  material,  the  physi¬ 
cal  barrier  must  be  adequate  to  prevent 
surreptitious  removal  of  the  material, 
and  observation  when  observation  would 


result  in  the  compromise  of  the  material. 
The  physical  barrier  must  be  such  that 
forcible  attack  is  required  which  will  give 
evidence  of  attempted  entry  into  the 
area  or  room.  The  alarm  system  must  as 
a  minimum  provide  immediate  notice  to 
a  security  force  of  attempted  surrepti¬ 
tious  forced  entry. 

(b)  Secret  and  Confidential.  Secret 
and  Confidential  material  may  be  stored 
in  the  manner  authorized  for  Top  Secret: 
or,  in  a  Class  B  vault,  or  a  vault-type 
room,  strong  room,  or  secure  storage 
room,  which  has  been  approved  in  ac¬ 
cordance  with  the  standards  prescribed 
by  the  head  of  the  DOD  component;  or, 
until  phased  out,  in  containers  described 
in  paragraph  (d)  of  this  section. 

(c)  Specialized  Security  Equipment — 
(1)  One-drawer  container.  One-drawer, 
GSA-approved  security  containers  are 
used  primarily  for  storage  of  classified 
information  in  mobile  communication 
assemblages  or  transportable  tactical  as¬ 
semblages.  Such  containers  must  be  se¬ 
curely  fastened  or  guarded  to  prevent  the 
theft  of  the  container.  Mobile  facilities 
which  contain  one-drawer  security  con¬ 
tainers  housing  classified  material  will  be 
afforded  the  protection  necessary  to  pre¬ 
vent  the  theft  of  the  entire  mobile  unit. 

(2)  Field  safe.  A  field  safe  has  been 
approved  by  GSA  and  listed  on  the  Fed¬ 
eral  Supply  Schedule.  Similar  precau¬ 
tions  as  those  prescribed  for  the  one- 
drawer  container  should  be  taken  to  pre¬ 
vent  theft. 

(3)  Map  and  Plan  file.  A  GSA- 
approved  Map  and  Plan  file  has  been 
developed  for  storage  of  odd-sized  items 
such  as  computer  cards,  maps,  and 
charts. 

(d)  Non-GSA  approved  containers.  In 
addition  to  the  security  containers  meet¬ 
ing  GSA  standards,  Secret  and  Confi¬ 
dential  material  may  be  stored  in  a  steel 
filing  cabinet  having  a  built-in,  three- 
position,  dial-type  combination  lock;  or, 
as  a  last  resort,  an  existent  steel  filing 
cabinet  equipped  with  a  steel  lock  bar, 
provided  it  is  secured  by  a  GSA-approved 
changeable  combination  padlock. 

§  159.500—3  Procurement  and  plia*e-in 
of  new  storage  equipment. 

(a)  Preliminary  survey:  New  security 
storage  equipment  shall  not  be  procured 
until: 

( 1 )  A  current  physical  survey  has  been 
made  of  on-hand  security  equipment  and 
classified  records,  and 

(2)  It  has  been  determined,  based 
upon  the  survey,  that  it  is  not  feasible 
to  use  available  equipment  or  to  retire, 
return,  declassify,  or  destroy  a  sufficient 
volume  of  records  currently  on  hand  to 
make  the  needed  security  storage  space 
available. 

(b)  Purchase:  Whenever  new  security 
storage  equipment  is  procured,  it  will  be 
from  the  security  containers  listed  on 
the  Federal  Supply  Schedule,  GSA.  Fur¬ 
ther  acquisition  of  security  containers 
not  on  the  Federal  Supply  Schedule,  or 
modification  of  cabinets  to  bar-padlock 
type  as  storage  equipment  for  classified 
information  and  material  is  prohibited. 
Exceptions  may  be  made  by  heads  of 
components,  with  notification  to  the  As¬ 
sistant  Secretary  of  Defense  (Comp¬ 
troller). 
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(c>  Nothing  in  this  subpart  shall  be 
construed  to  modify  existing  Federal 
Supply  Class  Management  Assignments 
made  under  DOD  Directive  5030.47,  “Na¬ 
tional  Supply  System,”  May  27,  1971. 

§  159.500—1  Designations  and  Combina¬ 
tions. 

(a)  Numbering  and  designating  stor¬ 
age  facilities:  Each  vault  or  container 
used  for  the  storage  of  classified  material 
shall  be  designated  but  not  externally 
marked  as  to  the  level  of  classified  ma¬ 
terial  authorized  to  be  stored  therein. 
Each  vault  or  container  shall  be  assigned 
a  number  or  symbol  for  identification 
purposes.  The  number  or  symbol  shall  be 
affixed  in  a  conspicuous  location  on  the 
outside  of  the  vault  pr  container. 

<b>  Combinations  to  containers: 

(1)  Changing.  Combinations  to  secu¬ 
rity  containers  will  be  changed  only  by 
individuals  having  an  appropriate  secu¬ 
rity  clearance.  Combinations  will  be 
changed  under  any  of  the  following  cir¬ 
cumstances: 

<i)  When  placed  in  use  after  procure¬ 
ment. 

(ii>  Whenever  an  individual  knowing 
the  combination  is  transferred,  dis¬ 
charged.  or  reassigned  from  the  element 
to  which  the  security  container  is  as¬ 
signed.  or  the  security  clearance  of  an 
individual  knowing  the  combination  is 
reduced,  suspended,  or  revoked  by  proper 
authority. 

(iii>  When  the  combination  or  record 
oi  combination  has  been  compromised  or 
possibly  compromised  or  the  security 
container  has  been  discovered  unlocked 
and  unattended. 

<iv>  At  least  annually  unless  more 
frequent  change  is  dictated  by  the  type 
material  stored  therein. 

(2)  Classifying  combinations.  The 
combination  of  a  vault  or  container  used 
for  the  storage  of  classified  material  shall 
be  assigned  a  security  classification  equal 
to  the  highest  category  of  the  classified 
material  authorized  to  be  stored  therein. 

(3)  Recording  Storage  Facility  Data. 
A  record  shall  be  maintained  for  each 
vault,  secure  room,  or  container  used  for 
storing  classified  material,  showing  loca¬ 
tion.  the  names,  home  addresses,  and 
home  telephone  numbers  of  persons 
having  knowledge  of  the  combinations 
to  such  storage  facilities. 

(4)  Dissemination.  Knowledge  of  or 
access  to  the  combination  of  a  vault  or 
container  used  for  the  storage  of  classi¬ 
fied  material  shall  be  given  only  to  those 
appropriately  cleared  persons  who  are 
authorized  access  to  the  classified  infor¬ 
mation  stored  therein  and  who  must  have 
it  for  efficient  operation. 

<5>  Repair.  Uncleared  personnel  will 
not  be  permitted  to  change  combinations 
or  to  neutralize  lockouts  on  security  con¬ 
tainers  utilized  for  the  storage  of  classi¬ 
fied  material.  This  service  will  be  pro¬ 
vided  by  personnel  specifically  trained 
in  approved  methods  of  combination 
changing,  maintenance,  neutralization 
of  lockouts,  and  repair  of  any  perfora¬ 
tions  affected  during  neutralization  of 
lockouts. 


Custodial  Precautions 
§  159.501  Responsibilities  of  custodians. 

(a)  Custodians  of  classified  material 
shall  be  responsible  for  providing  protec¬ 
tion  and  accountability  for  such  material 
at  all  times  and  particularly  for  locking 
classified  material  in  approved  security 
equipment  whenever  it  is  not  in  use  or 
under  direct  supervision  of  authorized 
persons.  Custodians  shall  follow  proce¬ 
dures  which  insure  that  unauthorized 
persons  do  not  gain  access  to  classified 
information  or  material  by  sight  or 
sound,  and  classified  information  shall 
not  be  discussed  with  or  in  the  presence 
of  unauthorized  persons. 

<b>  Classified  information  or  mate¬ 
rial  shall  not  be  removed  from  officially 
designated  office  or  working  areas  for  the 
purpose  of  working  on  such  material  dur¬ 
ing  off  duty  hours  or  for  other  purposes 
involving  personal  convenience.  The 
head  of  a  component  or  his  designee  may 
authorize  removal  from  such  working 
areas  in  cases  of  compelling  necessity, 
provided  that  appropriate  component 
regulations  applicable  to  such  situations 
insure  maximum  protection  possible 
under  the  circumstances. 

§  159.501—1  Caro  during  working  hours. 

Each  individual  shall  take  every  pre¬ 
caution  to  prevent  access  to  classified  in¬ 
formation  by  unauthorized  persons. 
Among  the  precautions  to  be  followed 
are: 

<a>  Classified  documents,  when  re¬ 
moved  from  storage  for  working  purposes 
shall  be  kept  under  constant  surveillance 
and  face  down  or  covered  when  not  in 
use. 

(b)  Preliminary  drafts,  carbon  sheets, 
plates,  stencils,  stenographic  notes,  work¬ 
sheets.  and  all  similar  items  containing 
classified  information  shall  be  either  (1) 
destroyed  by  the  person  responsible  for 
their  preparation  immediately  after  they 
have  served  their  purposes,  or  (2)  shall 
be  given  the  same  classification  and  safe¬ 
guarded  in  the  same  manner  as  the  clas¬ 
sified  material  produced  from  them. 

(c)  Typewriter  ribbons  used  in  typing 
classified  material  shall  be  protected  in 
all  respects  in  the  same  manner  as  the 
highest  level  of  classification  for  which 
they  have  been  so  used.  When  destruc¬ 
tion  is  necessary,  it  shall  be  accomplished 
in  the  manner  prescribed  for  classified 
working  papers,  of  the  same  classifica¬ 
tion.  After  the  upper  and  lower  sections 
have  been  cycled  through  the  machine 
five  times  in  the  course  of  regular  typing 
all  fabric  ribbons  will  be  treated  as  un¬ 
classified.  Carbon,  plastic,  typewriter 
ribbons  and  carbon  paper  which  have 
been  used  in  the  production  of  classified 
information  shall  be  destroyed  in  the 
manner  prescribed  for  working  papers  of 
the  same  classification  after  initial  usage. 
As  an  exception  to  the  foregoing,  any 
typewriter  ribbon  which  remains  sub¬ 
stantially  stationary  in  the  typewriter 
until  it  has  received  at  least  five  consecu¬ 
tive  impressions  shall  be  treated  as 
unclassified. 


§  159.501—2  Care  after  working  hours. 

All  heads  of  activities  shall  require  a 
system  of  security  checks  at  the  close  of 
each  working  day  to  insure  that  the  clas¬ 
sified  material  held  by  the  activity  is 
properly  protected.  They  shall  require 
the  custodians  of  the  classified  material 
to  make  an  inspection  which  shall  insure, 
as  a  minimum,  that: 

(a)  All  classified  material  is  stored  in 
the  manner  prescribed. 

(b)  Burn  bags  are  properly  stored  or 
destroyed. 

(c)  The  contents  of  wastebaskets 
which  contain  classified  material  have 
been  properly  stored  or  destroyed. 

(d)  Classified  shorthand  notes,  carbon 
paper,  carbon  paper  typewriter  ribbons, 
rough  drafts,  and  similar  papers  have 
been  properly  stored  or  destroyed.  As  a 
matter  of  routine  during  the  day,  such 
items  shall  be  placed  in  bum  bags  imme¬ 
diately  after  they  have  served  their 
purpose. 

§  159.501—3  (’.are  of  working  spare*. 

The  following  precautions  shall  be 
taken  to  provide  protection  of  classified 
information. 

(a>  Necessary  safeguards  shall  be 
afforded  to  buildings  and  areas  in  which 
classified  material  is  kept. 

(b)  Precautions  shall  be  taken  to 
minimize  any  danger  of  inadvertent  dis¬ 
closure  of  classified  information  in  con¬ 
versations.  Classified  information  shall 
not  be  discussed  in  public  places. 

(c)  Conference  rooms  and  areas  desig¬ 
nated  for  classified  discussions  are  places 
where  extraordinary  precautions  are 
necessary:  they  shall  be  subject  to  fre¬ 
quent  and  thorough  inspections,  within 
the  capability  of  the  activity,  for  un¬ 
authorized  wiring  and  possible  conceal¬ 
ment  of  listening  devices  in  such  places 
as  behind  pictures,  radiators,  under 
desks,  etc. 

§  159.501—4  Emergency  planning. 

(a)  Plans  shall  be  developed  for  the 
protection,  removal,  or  destruction  of 
classified  material  in  case  of  natural 
disaster,  civil  disturbance,  or  enemy  ac¬ 
tion.  Such  plans  shall  establish  detailed 
procedures  and  responsibilities  for  the 
protection  of  classified  material  so  that 
it  does  not  fall  into  unauthorized  hands 
in  event  of  an  emergency;  and  shall  indi¬ 
cate  what  material  is  to  be  guarded,  re¬ 
moved,  or  destroyed.  An  adequate  emer¬ 
gency  plan  should  provide  for:  Guarding 
the  material;  removing  the  classified  ma¬ 
terial  from  the  area;  complete  destruc¬ 
tion  of  the  classified  material  on  a 
phased,  priority  basis;  or  appropriate 
combinations  of  those  actions. 

(b)  Emergency  plans  shall  provide  for 
the  protection  of  classified  information 
in  a  manner  which  will  minimize  the  risk 
of  loss  of  life  or  injury  to  personnel.  The 
immediate  placement  of  a  perimeter 
guard  force  around  the  affected  area, 
preinstructed  and  trained  to  prevent  the 
removal  of  classified  material  by  unau¬ 
thorized  personnel,  is  an  acceptable 
means  of  protecting  classified  material 
and  reducing  casualty  risk. 
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§  159.501—5  Telecommunications  con¬ 
versations. 

Classified  information  shall  not  be  dis¬ 
cussed  In  telephone  conversations  except 
as  may  be  authorized  over  approved  se¬ 
cure  communication  circuits. 

Subpart — Compromise  of  Classified 
Information 

§  159.600  Policy. 

The  compromise  of  classified  informa¬ 
tion  presents  a  threat  to  the  national 
security.  The  seriousness  of  that  threat 
must  be  determined  and  appropriate 
measures  taken  to  negate  or  minimize  the 
adverse  effect  of  such  a  compromise. 
Simultaneously,  action  must  be  taken 
to  regain  custody  of  the  material  and  to 
identify  and  correct  the  cause  of  the 
compromise. 

§  159.600—1  Cryptographic  Information. 

The  procedures  for  handling  compro¬ 
mise  of  cryptographic  information  are 
set  forth  in  National  Security  Agency 
KAG-ID.  [reference  §  159.100 (w)  1 

§  159.600—2  Responsibility  of  discoverer. 

Any  person  who  has  knowledge  of  the 
actual  or  possible  compromise  of  classi¬ 
fied  information  shall  immediately  re¬ 
port  the  circumstances  to  a  designated 
responsible  official . 

§  159.600—3  Preliminary  inquiry. 

The  designated  responsible  official  will 
initiate  a  preliminary  inquiry  to  deter¬ 
mine  the  circumstances  surrounding  the 
actual  or  possible  compromise.  The  pre¬ 
liminary  inquiry  should  establish  either: 

(a)  That  a  loss  of  classified  informa¬ 
tion  or  material  did  not  occur  or  that 
the  circumstances  indicate  the  possi¬ 
bility  that  classified  information  was 
compromised  as  being  remote.  Expendi¬ 
ture  of  time  and  effort  on  unproductive 
investigation  should  be  avoided.  If  the 
responsible  official  determines  that  the 
probability  of  compromise  is  remote,  and 
that  no  significant  activity  security 
weakness  is  found  and  disciplinary  ac¬ 
tion  is  not  appropriate,  the  report  of 
initial  inquiry  will  suffice,  or 

(b)  That  an  actual  compromise  did 
occur  or  that  the  possibility  of  compro¬ 
mise  cannot  be  discounted.  Upon  this  de¬ 
termination,  the  responsible  official  will: 

(1)  Report  the  circumstances  to  ap¬ 
propriate  authority  as  specified  in  com¬ 
ponent  instructions. 

(2)  If  the  responsible  official  is  the 
originator,  he  shall  take  the  action  pre¬ 
scribed  in  §  159.600-6,  below. 

(3)  If  other  than  the  originator,  notify 
the  originator  of  the  known  details  of 
the  compromise  to  include  identification 
of  the  classified  information  or  material 
involved.  In  the  event  the  originator 
is  unknown,  notification  will  be  sent  to 
the  office  specified  in  component  instru- 
tions. 

§  159.600—4  Investigation. 

If  it  is  determined  that  further  investi¬ 
gation  is  warranted,  such  investigation 
will  include  the  following: 

(a)  Complete  Identification  of  each 
item  of  classified  information  involved. 


(b)  A  thorough  search  for  the  classi¬ 
fied  material. 

(c)  Fixing  responsibility  for  the  com¬ 
promise. 

(d)  A  statement  that  compromise 
or  that  compromise  is  probable,  or 

(e)  Statement  that  compromise  did 
not  occur  or  that  possibility  of  compro¬ 
mise  is  considered  remote. 

§  159.600—5  Responsibility  of  authority 
ordering  investigation. 

(a)  The  report  of  investigation  shall 
be  reviewed  to  insure  compliance  with 
this  part  and  instructions  issued  by 
component. 

(b)  The  adequacy  of  recommenda¬ 
tions  contained  in  the  report  of  investi¬ 
gation  shall  be  reviewed  for  remedial, 
administrative  or  disciplinary  action  and 
the  report  of  investigation  forwarded 
with  recommendations  through  super¬ 
visory  channels. 

§  159.600—6  Responsibility  of  origi¬ 
nator. 

The  originator  or  an  official  higher  in 
the  originator’s  supervisory  chain  will, 
upon  receipt  of  notification  of  loss  or 
possible  compromise  of  classified  infor¬ 
mation,  take  action  as  prescribed  in 
§  159.202-13. 

§  159.600—7  Espionage  and  deliberate 
compromise. 

Cases  of  espionage  and  deliberate  com¬ 
promise  shall  be  reported  in  accordance 
with  DOD  Instruction  5200.22  reference 
5  159.100(f),  DOD  Directive  5210.50  ref¬ 
erence  5  159.100(g),  and  implementing 
issuances. 

§  159.600—8  Unauthorized  absentees. 

When  an  individual  who  has  had  ac¬ 
cess  to  classified  material  is  on  unau¬ 
thorized  absence,  appropriate  inquiry, 
depending  upon  the  length  of  absence 
and  the  degree  of  sensitivity  of  the 
classified  information  involved,  shall  be 
conducted  to  determine  if  there  are  any 
indications  that  his  activities,  behavior, 
or  associations  may  be  inimical  to  the 
interests  of  national  security.  In  those 
cases  where  there  are  such  indications  a 
report  shall  be  made  to  the  component 
counterintelligence  organization. 

Subpart — Access,  Dissemination  and 
Accountability 

Access 

§  159.700  Policy. 

The  dissemination  of  classified  infor¬ 
mation  orally,  in  writing,  or  by  any  other 
means,  shall  be  limited  to  those  persons 
whose  official  duties  require  knowledge  or 
possession  thereof.  No  one  has  a  right  to 
have  access  to  classified  information 
solely  by  virtue  of  rank  or  position.  The 
final  responsibility  for  determining 
whether  a  person’s  official  duties  require 
that  he  possess  or  have  access  to  any 
element  or  item  of  classified  informa¬ 
tion,  and  whether  he  has  been  granted 
the  appropriate  security  clearance  by 
proper  authority,  rests  upon  each  indi¬ 
vidual  who  has  authorized  possession, 
knowledge,  or  control  of  the  informa¬ 
tion  involved  and  not  upon  the  prospec¬ 


tive  recipient.  These  principles  are 
equally  applicable  if  the  prospective  re¬ 
cipient  is  an  organizational  entity,  in¬ 
cluding  commands,  other  Federal  agen¬ 
cies,  defense  contractors,  foreign  govern¬ 
ments,  and  others. 

§  159.700—1  Determination  of  Iru-t- 
worthiness. 

Except  as  provided  in  §  159.700-6  be¬ 
low,  no  person  shall  be  given  access  to 
classified  information  or  material  unless 
a  determination  has  been  made  as  to  his 
trustworthiness.  The  determination  of 
eligibility,  referred  to  as  a  security  clear¬ 
ance,  will  be  based  on  a  background  or 
full  field  investigation  for  Top  Secret  and 
on  a  National  Agency  Check  or  Entrance 
NAC  for  Secret  and  Confidential,  and  in 
accordance  with  the  standards  and  cri¬ 
teria  of  DOD  Directives  5210.8  reference 
§  159.100(h)  and  5220.6  reference  5  159.- 
100  (t),  as  appropriate.  Interim  clear¬ 
ances  may  be  granted  in  accordance  with 
the  provisions  of  DOD  Directive  5210.8. 
However,  United  States  citizen  em¬ 
ployees  of  contractors  with  classified 
Government  contracts  may  be  granted 
Confidential  clearances  by  the  contrac¬ 
tor  under  policies  established  by  the 
Assistant  Secretary  of  Defense  (comp¬ 
troller)  and  published  by  the  Defense 
Supply  Agency  (DSA)  under  the  Indus¬ 
trial  Security  Program,  except  that  such 
limited  clearances  are  not  valid  for  Re¬ 
stricted  Data,  cryptographic  informa¬ 
tion,  communications  intelligence,  or 
NATO,  SEATO,  and  CENTO  information 
classified  Confidential. 

§  159.700—2  ContinucuK  evaluation  of 
eligibility. 

All  DOD  elements  shall  initiate  a  pro¬ 
gram  for  a  periodic  evaluation  of  clear¬ 
ance  for  classified  information  with 
special  emphasis  directed  to  the  clear¬ 
ance  criteria  cited  in  DOD  Directives 
5210.8  and  5220.6.  This  program  should 
include  close  coordination  with  security, 
personnel,  medical,  legal,  and  other  su¬ 
pervisory  officials  to  assure  that  all  perti¬ 
nent  information  available  within  a 
command  is  evaluated  when  an  individ¬ 
ual  is  cleared  or  is  being  considered  for 
clearance. 

§  159.700—3  Determination  of  need-to- 
know. 

In  addition  to  a  security  clearance,  a 
person  must  have  a  need  for  access  to 
the  particular  classified  information  or 
material  sought  in  connection  with  the 
performance  of  his  official  duties  or  con¬ 
tractual  obligations.  The  determination 
of  that  need  shall  be  made  as  provided 
in  §  159.700,  above. 

§  159.700—4  Administrative  withdrawal 
of  security  clearance. 

Each  component  and  the  DSA  for  the 
Industrial  Security  Program,  shall  make 
provision  for  administratively  withdraw¬ 
ing  the  security  clearance  of  any  persons 
for  whom  there  is  no  foreseeable  need 
for  access  to  classified  information  or 
material  in  connection  with  the  per¬ 
formance  of  their  official  duties  or  con¬ 
tractual  obligations  of  contractors.  Like¬ 
wise,  when  a  person  no  longer  needs 
access  to  a  particular  security  classiflca- 
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tion  category,  the  security  clearance  shall 
be  adjusted  to  the  classification  category 
still  required  for  the  performance  of  his 
duties  and  obligations.  In  both  Instances, 
such  action  will  be  without  prejudice  to 
the  person’s  eligibility  for  a  future  se¬ 
curity  clearance. 

§  159.700—5  Revocation  of  security 
clearance  for  cause. 

Security  clearances  may  be  revoked 
for  cause  when  it  is  determined  in  con¬ 
sonance  with  due  process  of  law  that  any 
person  holding  such  clearance  is  no 
longer  reliable  or  trustworthy. 

§  159.700—6  Access  by  persons  outside 
the  executive  branch. 

Classified  information  may  be  made 
available  to  persons  or  agencies  outside 
the  executive  branch  provided  that  such 
classified  information  is  necessary  for 
their  performance  of  a  function  from 
which  the  Government  will  derive  a  bene¬ 
fit  or  advantage,  and  that  such  release  is 
not  prohibited  by  the  originating  depart¬ 
ment  or  agency.  Heads  of  DOD  com¬ 
ponents  shall  designate  appropriate 
officials  who  shall  determine,  prior  to  the 
release  of  classified  information  under 
this  provision,  the  propriety  of  such  ac¬ 
tion  in  the  interest  of  national  security 
and  assurance  of  the  recipient’s  trust¬ 
worthiness  and  need-to-know. 

(a)  Congress.  Access  to  classified  in¬ 
formation  or  material  by  Congress,  its 
committees.  Members,  and  staff  repre¬ 
sentatives  shall  be  in  accordance  with 
DOD  Directive  5400.4  reference  §  159.100 

(i).  Additionally,  any  DOD  individual 
testifying  before  a  congressional  com¬ 
mittee  in  executive  session  in  relation  to 
a  classified  matter,  shall  obtain  the  as¬ 
surance  of  committee  representatives 
that  everyone  present  has  a  security 
clearance  commensurate  with  the  high¬ 
est  classification  of  the  information  that 
may  possibly  come  up  for  discussion. 
Members  of  Congress,  by  virtue  of  their 
elected  positions,  are  not  investigated  or 
cleared  by  the  Department  of  Defense. 

(b)  Government  Printing  Office 
(GPO).  In  order  to  utilize  efficiently  the 
most  appropriate  Government  facilities 
for  large  scale  reproduction  of  DOD 
printed  materials,  material  of  all  classi¬ 
fications  may  be  processed  by  the  GPO, 
which  protects  the  information  in  ac¬ 
cordance  with  Department  of  Defense- 
Government  Printing  Office  Agreement, 
dated  June  26,  1956. 

(c)  Representatives  of  the  General  Ac¬ 
counting  Office  (GAO).  Representatives 
of  the  GAO  may  be  granted  access  to 
classified  information  originated  by  and 
in  possession  of  the  DOD  when  such  in¬ 
formation  is  relevant  to  the  performance 
of  the  statutory  responsibilities  of  that 
office,  as  set  forth  in  DOD  Directive 
7650.1  reference  S  159.100(j).  Officials  of 
the  GAO,  as  designated  in  Appendix  C 
(§  159.1500-2),  are  authorized  to  certify 
security  clearances,  and  the  bases  there¬ 
for.  (The  GAO  has  adopted  DOD  stand¬ 
ards  for  granting  personnel  security 
clearances.)  Certifications  will  be  made 
by  these  officials  pursuant  to  arrange¬ 
ments  with  the  DOD  component  con¬ 


cerned.  Personal  recognition  or  presenta¬ 
tion  of  the  official  credential  cards  issued 
by  the  GAO  to  its  personnel  are  accepta¬ 
ble  for  identification  purposes. 

(d)  Industrial,  Educational  and  Com¬ 
mercial  Entities.  Bidders,  contractors, 
grantees,  educational,  scientific  or  indus¬ 
trial  organizations,  may  be  determined 
to  be  eligible  for  access  to  classified  in¬ 
formation  only  when  it  is  essential  to  the 
accomplishment  of  a  function  which  is 
necessary  in  the  interest  of  promoting 
the  national  security,  provided  the  in¬ 
dividuals  are  appropriately  cleared  in  ac¬ 
cordance  with  the  DOD  Industrial  Secu¬ 
rity  Regulation;  DOD  5220.22-R. 

(e)  Historical  Researchers.  Persons 
outside  the  executive  branch  who  are 
engaged  in  historical  research  projects, 
may  be  authorized  access  to  classified  in¬ 
formation  or  material,  provided  that: 

(1)  It  is  determined  that  such  access 
is  clearly  consistent  with  the  interests  of 
national  security. 

(2)  The  material  requested  is  reason¬ 
ably  accessible  and  can  be  located  and 
compiled  with  a  reasonable  amount  of 
effort. 

(3)  The  person  agrees  to  safeguard  the 
information  and  to  authorize  a  review  of 
his  notes  and  manuscript  for  determina¬ 
tion  that  no  classified  information  is  con¬ 
tained  therein  by  signing  a  statement  en¬ 
titled  “Conditions  Governing  Access  to 
Official  Records  for  Historical  Research 
Purposes." 

(4)  An  authorization  for  access  shall 
be  valid  for  a  period  of  2  years  from  the 
date  of  issuance  and  may  be  renewed 
under  regulations  of  the  issuing 
component. 

(f)  Former  Presidential  Appointees. 
Persons  who  previously  occupied  policy¬ 
making  positions  to  which  they  were  ap¬ 
pointed  by  the  President,  may  be  author¬ 
ized  access  to  classified  information  or 
material  which  they  originated,  reviewed, 
signed,  or  received,  or  which  was  ad¬ 
dressed  to  them  while  in  public  office. 
DOD  components  may  authorize  access 
to  such  material  if  it  is  determined  to  be 
consistent  with  the  interests  of  national 
security  and  the  person  agrees  to  safe¬ 
guard  the  information  and  to  authorize 
a  review  of  his  notes  for  determination 
that  no  classified  information  is  con¬ 
tained  therein,  and  that  no  classified  in¬ 
formation  will  be  further  disseminated  or 
published.  The  former  Government 
officials  referred  to  herein  do  not  include 
the  White  House  Staff,  or  Presidential 
special  committees  or  commissions. 

(g)  Foreign  Nationals,  Foreign  Gov¬ 
ernments  and  International  Organiza¬ 
tions.  Classified  information  may  be 
released: 

(1)  To  foreign  nationals,  foreign  gov¬ 
ernments  and  international  organiza¬ 
tions,  only  when  specifically  authorized 
under  the  provisions  of  the  National  Dis¬ 
closure  Policy  and  reference  §  159.100(1), 
and 

(2)  To  immigrant  aliens  who  reside 
and  intend  to  reside  permanently  in  the 
United  States,  only  at  the  Confidential 
and  Secret  level,  in  the  performance  of 
official  duties:  Provided,  That  they  have 
been  granted  a  security  clearance  of  the 


required  level  based  upon  a  favorable 
background  investigation. 

With  regard  to  Top  Secret  information, 
immigrant  aliens  may  be  granted  a  Lim¬ 
ited  Access  authorization  for  a  specific 
contract  or  program  based  upon  the  per¬ 
sonal  and  written  determination  by  the 
Head  of  the  DOD  component  concerned 
that  such  access  is  essential  to  meet  Gov¬ 
ernment  requirements  and  that  the  indi¬ 
vidual  is  reliable  and  trustworthy  in 
accordance  with  reference  §  159.100(t). 
A  report  of  each  such  determination  shall 
be  furnished  currently  to  the  Assistant 
Secretary  of  Defense  (Comptroller).  As 
an  exception  to  the  foregoing,  those  im¬ 
migrant  aliens  who  hold  Top  Secret 
clearances  as  of  June  1,  1972,  remain  eli¬ 
gible  to  hold  such  clearances  until  July  1, 
1974. 

§  159.700—7  Emergency  situations. 

Where  time  is  of  the  essence  and  it  is 
in  the  interest  of  national  security  to  do 
so,  Heads  of  DOD  components  may  au¬ 
thorize  persons  outside  the  Federal 
Government  other  than  those  enumer¬ 
ated  in  §  159.700-6,  to  have  access 
to  classified  information  or  material  on 
a  finding  that  the  person  to  receive  the 
information  is  trustworthy  for  the  pur¬ 
pose  of  accomplishing  the  national  se¬ 
curity  objective  and  that  the  intended 
recipient  can  and  will  safeguard  the  in¬ 
formation  from  unauthorized  disclosure 
sufficiently  to  accomplish  the  purposes 
for  which  it  was  given  him. 

§  159.700—8  Access  required  by  oilier 
executive  branch  investigative  and 
law  enforcement  agents. 

(a)  Under  normal  procedures  investi¬ 
gative  agents  of  other  departments  or 
agencies  obtain  access  to  DOD  informa¬ 
tion,  whether  classified  or  not,  through 
established  liaison  or  investigative 
channels. 

(b)  In  special  cases  when  the  urgent 
or  delicate  nature  of  a  Federal  Bureau  of 
Investigation  or  Secret  Service  investiga¬ 
tion  precludes  advance  coordination  with 
and  obtaining  prior  approval  of  the  Head 
of  the  DOD  installation  or  activity,  such 
photographs  or  other  records  as  are  re¬ 
quired  for  the  instant  investigative  case 
may  be  made  by  the  FBI  or  Secret  Serv¬ 
ice  agents  involved.  However,  these 
photographs  or  other  records  must  be 
protected  as  required  for  the  classifica¬ 
tion  of  the  material  concerned,  and 
copies  provided  to  the  Head  of  the  instal¬ 
lation  or  activity  or  higher  authority  for 
review  pursuant  to  18  U.S.C.  section  795, 
to  determine  security  classification  or  the 
need  to  sanitize  for  open  publication. 

Dissemination 
§  159.701  Policy. 

Components  shall  establish  procedures 
for  the  dissemination  of  classified  ma¬ 
terial  originated  or  received  by  that  or¬ 
ganization,  subject  to  specific  rules  estab¬ 
lished  by  higher  authority  and  by  this 
part.  As  a  further  limit  on  dissemination, 
the  originating  official  or  activity  may 
prescribe  specific  restrictions  on  a  classi¬ 
fied  document  or  in  its  text  when  security 
considerations  make  it  necessary. 
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§  159.701-1  Restraints  on  special  access 
requirements. 

Special  requirements  with  respect  to 
access,  distribution  and  protection  of 
classified  information  shall  require  prior 
specific  approval  in  accordance  with 
§§  159.1200-159.1200-3. 

§  159.701-2  Material  originating  in  a 
non-DOD  department  or  agency. 

Except  under  rules  established  by  the 
Secretary  of  Defense,  classified  material 
originating  in  a  non-DOD  Department 
or  Agency  shall  not  be  disseminated  out¬ 
side  the  DOD  without  the  consent  of  the 
originating  Department  or  Agency,  ex¬ 
cept  as  otherwise  provided  by  section  102 
of  the  National  Security  Act,  61  Stat.  495, 
50  U.S.C.  section  403  which  authorizes 
the  Director  of  Central  Intelligence  to 
correlate  and  disseminate  intelligence 
within  the  Government. 

§  159.701—3  Intelligence  material. 

Dissemination  of  intelligence  material 
shall  be  in  accordance  with  the  provi¬ 
sions  of  DOD  Directive  5200.15,  reference 
§  1 59.1 00 (m).  Material  bearing  the  nota¬ 
tion  “WARNING  NOTICE— SENSITIVE 
INTELLIGENCE  SOURCES  AND 
METHODS  INVOLVED,”  shall  not  be 
disseminated  in  any  manner  outside 
authorized  channels  without  the  permis¬ 
sion  of  the  originating  Department  or 
Agency  and  an  assessment  by  the  appro¬ 
priate  intelligence  office  as  to  the  risk  to 
the  national  security  and  to  the  intelli¬ 
gence  sources  and  methods  involved. 

§  159.701—4  Restricted  data  and  for* 
merly  restricted  data. 

Material  bearing  the  warning  notices 
prescribed  in  §§  159.400 — 159.400-4  shall 
not  be  disseminated  outside  authorized 
channels  without  the  permission  of  the 
originator.  The  policy  and  procedures 
governing  access  to  and  dissemination 
of  Restricted  Data  by  DOD  personnel  are 
specified  in  DOD  Directive  5210.2, 
reference  §  159.100(n). 

§  159.701-5  NATO,  CENTO,  SEATO 

information. 

Classified  information  originated  by 
NATO,  CENTO,  or  SEATO  shall  be 
safeguarded  in  accordance  with  DOD 
Instructions  C-5210.21,  C-5210.35,  and 
C-5210.54  (references  §  159.100  (o),  (p), 
and  (q),  respectively). 

§  159.701—6  Cryptographic  information. 

Cryptographic  information  shall  be 
disseminated  in  accordance  with  NSA 
KAG  I  D  (reference  §  159.100(w) ). 

§  159.701—7  Dissemination  of  lop  se¬ 
cret  material. 

(a)  Top  Secret  material,  originated 
within  DOD,  may  not  be  disseminated 
outside  the  DOD,  without  the  consent  of 
the  originating  Department  or  Agency, 
or  higher  authority. 

(b)  Top  Secret  material,  whenever 
severable  from  lower  classified  portions, 
shall  be  accorded  separate  distribution 
on  a  more  selective  basis  than  the  bal¬ 
ance  of  the  information. 


§  159.701—8  Dissemination  of  secret  and 
confidential  material. 

Classified  material  other  than  Top 
Secret,  originating  within  DOD,  may  be 
disseminated  within  the  executive 
branch,  unless  specifically  prohibited  by 
the  originator. 

§  159.701—9  Restraint  on  reproduction. 

Those  portions  of  documents  and  ma¬ 
terial  which  contain  Top  Secret  informa¬ 
tion  shall  not  be  reproduced  without  the 
consent  of  the  originating  activity  or 
higher  authority.  All  other  classified  ma¬ 
terial  shall  be  reproduced  sparingly,  in 
the  minimum  number  of  copies,  and  any 
stated  prohibition  against  reproduction 
shall  be  strictly  observed.  The  following 
restrictive  measures  apply  to  reproduc¬ 
tion  equipment  and  to  the  reproduction 
of  classified  material: 

(a)  The  number  of  copies  of  docu¬ 
ments  containing  classified  information 
shall  be  kept  to  a  minimum  to  decrease 
the  risk  of  compromise  and  reduce 
storage  costs. 

(b)  Officials,  by  position  title,  author¬ 
ized  to  approve  the  reproduction  of  Top 
Secret  and  Secret  material  shall  be 
designated.  These  designated  officials  will 
carefully  review  the  need  for  reproduc¬ 
tions  with  a  view  toward  minimizing 
classified  reproductions  consistent  with 
operational  requirements  and  reproduc¬ 
tion  prohibitions  imposed  by  the  mate¬ 
rial  originator  or  higher  authority. 

(c)  Specific  reproduction  equipment 
shall  be  designated  for  the  reproduction 
of  classified  material.  Reproduction  of 
classified  material  shall  be  restricted  to 
equipment  so  designated.  Rules  to  mini¬ 
mize  human  error,  inherent  in  the  repro¬ 
duction  of  classified  material,  will  be 
posted  on  or  near  the  designated  equip¬ 
ment. 

(d)  Appropriate  warning  notices  pro¬ 
hibiting  reproduction  of  classified  mate¬ 
rial  shall  be  posted  on  equipment  used 
only  for  the  reproduction  of  unclassified 
material. 

(e)  If  the  designated  equipment  in¬ 
volves  reproduction  processes  using  ex¬ 
tremely  sensitive  reproduction  paper, 
such  paper  shall  be  used  and  stored  in 
a  manner  to  preclude  image  transfer  of 
classified  information. 

§  159.701—10  Code  words,  nicknames 
and  exercise  terms. 

The  DOD  policy  and  procedures  gov¬ 
erning  the  use  of  code  words,  nicknames 
and  exercise  terms  are  set  forth  in  Ap¬ 
pendix  E  (§  159.1500-4). 

§  159.701—11  Scientific  and  technical 
meetings. 

Security  measures  for  use  of  classified 
information  in  scientific  and  technical 
meetings  are  prescribed  in  DOD  Direc¬ 
tive  5200.12,  reference  §  159.100(z). 

Accountability  and  Control 
§  159.702  Top  Secret. 

All  elements  of  the  DOD  shall  estab¬ 
lish  the  following  procedures: 

(a)  Inventories:  Top  Secret  docu¬ 
ments  shall  be  physically  sighted,  or  ac¬ 


counted  for  by  examination  of  written 
evidence  of  proper  disposition,  such  as, 
certificate  of  destruction,  transfer  re¬ 
ceipt,  etc.,  at  least  once  annually,  and 
more  frequently  where  circumstances 
warrant.  At  the  same  time,  each  Top 
Secret  document  account  shall  be  audited 
to  determine  completeness  and  accuracy. 
As  an  exception,  repositories,  libraries,  or 
activities  which  store  large  volumes  of 
classified  material,  may  limit  their  an¬ 
nual  inventory  to  all  documents  and 
material  to  which  access  has  been  given 
in  the  past  12  months,  and  10  percent  of 
the  remaining  inventory. 

(b)  Accountability:  Top  Secret  ac¬ 
countability  registers  shall  be  main¬ 
tained  within  offices.  In  addition,  the 
originating  and  any  subsequent  offices 
shall  keep  records  on  each  document  copy 
that  contain  the  document  title,  name, 
and  date,  of  all  individuals,  including 
stenographic  and  clerical  personnel,  who, 
during  such  originator’s  or  holder’s  pe¬ 
riod  of  custody,  are  afforded  access  to  in¬ 
formation  contained  in  the  documents. 
This  does  not  include  individuals  within 
an  activity  who  may  have  had  access 
to  containers  in  which  Top  Secret  infor¬ 
mation  is  stored,  or  who  regularly  ad¬ 
ministratively  handle  a  large  volume  of 
such  information.  Such  personnel  are 
considered  identifiable  by  roster  as  hav¬ 
ing  had  access  to  such  type  information 
on  any  given  date. 

(c)  Control  officers:  Top  Secret  con¬ 
trol  officers,  and  alternates,  shall  be  des¬ 
ignated  within  offices  to  be  responsible 
for  receiving,  maintaining  accountability 
registers  of,  and  dispatching  Top  Secret 
documents.  Such  individuals  shall  be 
selected  on  the  basis  of  experience  and 
reliability,  and  shall  have  appropriate 
security  clearances. 

(d)  Reproduction  and  retention:  Top 
Secret  documents  shall  be  kept  to  the 
minimum  consistent  with  current  re¬ 
quirements.  In  this  connection,  provi¬ 
sion  shall  be  made  for  responsible  cus¬ 
todians  to  destroy  nonrecord  Top  Secret 
documents,  as  soon  as  their  intended 
purpose  has  been  served.  Top  Secret 
record  documents  which  cannot  be  de¬ 
stroyed  shall  be  reevaluated  and,  when 
appropriate,  downgraded,  declassified,  or 
retired  to  designated  records  centers. 

(e)  Receipts:  Top  Secret  material  will 
be  accounted  for  by  a  continuous  chain 
of  receipts. 

(f)  Each  copy  of  a  Top  Secret  docu¬ 
ment  will  be  numbered  serially  for  ac¬ 
counting  purposes. 

§  159.702-1  Secret. 

Administrative  procedures  shall  be 
established  for  controlling  Secret  ma¬ 
terial  (a)  originated  or  received  by  an 
element:  (b)  distributed  or  routed  to 
components  of,  or  activities  within,  the 
element:  and  (c)  disposed  of  by  the  ele¬ 
ment  by  transfer  or  custody  or  destruc¬ 
tion.  The  control  system  for  Secret  must 
be  determined  by  the  practical  balance 
of  security  and  operating  efficiency. 

§  159.702—2  Confidential. 

Administrative  provisions  shall  be  es¬ 
tablished  which  will  provide  protection 
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for  Confidential  Information  received, 
originated,  transmitted  or  stored  by  an 
element. 

§  159.702-3  Receipt  of  classified  mate- 
rial. 

Procedures  shall  be  developed  within 
DOD  activities  to  insure  that  all  incom¬ 
ing  mail,  bulk  shipments,  and  material 
delivered  by  messenger  are  adequately 
protected  until  a  determination  is  made 
as  to  whether  classified  material  is  con¬ 
tained  therein.  Screening  points,  deter¬ 
mined  by  the  activity  mail  handling  pro¬ 
cedures,  shall  be  established  to  insure 
that  incoming  classified  material  is  prop¬ 
erly  controlled  and  that  access  to  classi¬ 
fied  material  is  limited  to  cleared  person¬ 
nel. 

§  159.702—4  Working  papers. 

Working  papers  are  documents,  in¬ 
cluding  drafts,  photographs,  etc.,  ac¬ 
cumulated  or  created  to  assist  in  the 
formulation  and  preparation  of  a 
finished  document.  Working  papers  con¬ 
taining  classified  information  will  be: 

(a)  Dated  when  created. 

(b)  Marked  with  the  highest  classi¬ 
fication  of  any  information  contained  in 
the  document. 

(c)  Protected  in  accordance  with  the 
classification  assigned. 

(d)  Destroyed  when  they  have  served 
their  purpose. 

(e)  Accounted  for  or  controlled  in  the 
same  manner  prescribed  for  a  finished 
document  of  comparable  classification 
when: 

(1)  Released  by  the  originator  to  an 
agency  or  activity  outside  a  headquarters 
or  when  transmitted  through  message 
center  channels  within  a  headquarters. 

(2)  Placed  permanently  in  a  file  sys¬ 
tem. 

(3)  Retained  more  than  180  days  from 
date  of  origin. 

(f )  All  working  papers  shall  be  marked 
with  downgrading  or  exemption  instruc¬ 
tion  when  placed  in  permanent  files. 

§  159.702—5  Data  index  system. 

The  NSC  Directive,  reference  §  159.100 

(c) ,  requires  each  Department  to  under¬ 
take  to  establish  a  data  index  system 
covering  classified  information  and  ma¬ 
terial  In  selected  categories  as  having 
sufficient  historical  or  other  value  appro¬ 
priate  for  preservation.  The  DOD  is  con¬ 
sidering  the  identification  of  such  cate¬ 
gories  of  information  and  material  and 
the  feasibility  of  various  systems  for  the 
reporting  and  indexing  such  information. 

Subpart — Transmission 

Methods  or  Transmission  or 
Transportation 

§  159.800  Policy. 

When  classified  material  must  be  phys¬ 
ically  moved,  any  means  of  transporta¬ 
tion  may  be  used,  with  the  following 
exceptions: 

(a)  Classified  material  may  not  be 
carried  or  shipped  on  commercial  pas¬ 
senger  aircraft  moving  to  or  from  the 
area  encompassed  by  the  48  contiguous 
States  and  the  District  of  Columbia, 


Alaska,  and  Canada,  or  from  place  to 
place  outside  such  area;  as  an  exception 
to  the  above  rule,  commercial  passenger 
aircraft  are  authorized  for  carriage  or 
shipment  of  classified  material  on  flights 
between  such  area  and  Hawaii  and 
Puerto  Rico  or  wholly  within  Hawaii  and 
Puerto  Rico. 

(b)  Foreign  carriers  may  not  be  uti¬ 
lized  unless  the  U.S.  escort  has  physical 
control  of  the  classified  material. 

(c)  Classified  material  shall  not  be 
carried  across  national  borders  unless 
the  responsible  official  concerned  deter¬ 
mines  that  customs,  postal,  or  other  in¬ 
spections  will  not  be  made. 

§  159.800—1  Top  Secret. 

Transmission  of  Top  Secret  material 
shall  be  effected  by  only: 

(a)  Military  personnel  and  U.S.  Gov¬ 
ernment  civilian  employees  who  have 
been  cleared  for  access  to  Top  Secret 
information.  Personnel  whose  primary 
duties  involve  the  transmitting  or  escort¬ 
ing  of  Top  Secret  material  shall  be  spe¬ 
cifically  designated  in  writing. 

(b)  Within  U.S.  boundaries  only,  De¬ 
partment  of  Defense  contractor  em¬ 
ployees  who  have  been  specifically  desig¬ 
nated  and  approved  in  accordance  with 
the  Department  of  Defense  Industrial 
Security  Manual. 

(c)  Armed  Forces  Courier  Service 
(ARFCOS) . 

(d)  Accompanied  State  Department 
diplomatic  pouch. 

(e)  Electrical  means  when  encrypted 
in  a  cryptosystem  approved  for  encryp¬ 
tion  of  Top  Secret  information. 

(f)  Electrical  means  in  unencrypted 
form  over  protected  wireline  distribution 
systems. 

§  1 59.800—2  Secret. 

Transmission  of  Secret  material  may 
be  effected  by: 

(a)  Any  of  the  means  approved  for  the 
transmission  of  Top  Secret,  except  that 
Secret  material  other  than  that  con¬ 
taining  Cryptological  information  may 
be  introduced  into  the  ARFCOS  only 
when  the  control  of  such  material  can¬ 
not  otherwise  be  maintained  in  U.S. 
custody. 

(b)  Appropriately  cleared  military 
and  civilian  personnel. 

(c)  Appropriately  cleared  contractor 
employees  for  transmission  within  the  48 
contiguous  States  and  the  District  of 
Columbia  or  wholly  within  Alaska,  Ha¬ 
waii,  and  Puerto  Rico.  In  other  areas, 
contractor  employees  may  transmit 
Secret  material,  within  national  borders 
only,  when  it  is  necessary  for  the  con¬ 
tractor  employee  in  the  performance  of 
the  contract,  project,  or  mission  to  re¬ 
move  the  classified  information  from  a 
UJ5.  Government  activity.  The  material 
must  remain  in  the  employee’s  physical 
possession  and  custody  at  all  times  and 
not  be  stored  outside  of  a  U.S.  Govern¬ 
ment  activity. 

(d)  U.S.  registered  mail,  provided  the 
material  does  not  at  any  time  pass 
through  a  foreign  postal  system  (except 
Canadian  as  noted  in  paragraph  (e)  of 
this  section) .  Registered  mail  in  the  cus¬ 
tody  of  a  transporting  agency  of  the  U.S. 


Army,  Navy,  Air  Force  or  civilian  postal 
system  is  considered  within  U.S.  Govern¬ 
ment  control  unless  the  transporting 
agent  is  foreign  controlled  or  operated. 

(e)  U.S.  registered  mail  (registered  by 
a  U.S.  postal  facility)  with  registered 
mail  receipt  between  U.S.  Government 
and/or  Canadian  Government  installa¬ 
tions  in  the  United  States  and  Canada. 

(f)  Within  U.S.  boundaries  only, 
qualified  carriers  authorized  to  transport 
Secret  material  via  a  protective  security 
service  (PSS)  under  the  Department  of 
Defense  industrial  security  program.  This 
method  is  authorized  only  when  the  size, 
bulk,  weight,  nature  of  the  shipment,  or 
escort  considerations  make  the  use  of 
other  methods  impractical. 

(g)  Government  carriers  under  escort 
of  appropriately  cleared  personnel. 
Carriers  included  are  Government  ve¬ 
hicles,  aircraft,  ships  of  the  U.S.  Fleet 
or  civil  service  manned  U.S.  Naval  ships. 
Appropriately  cleared  operators  of  ve¬ 
hicles,  officers  of  ships  or  pilots  of  air¬ 
craft  who  are  U.S.  citizens  may  be  desig¬ 
nated  as  escorts  provided  the  control 
and  surveillance  of  the  carrier  is  main¬ 
tained  on  a  24-hour  basis.  The  escort 
shall  protect  the  shipment  at  all  times, 
through  personal  observation  or  author¬ 
ized  storage  to  prevent  inspection, 
tampering,  pilferage,  or  unauthorized 
access  until  delivery  to  the  consignee. 
However,  observation  of  the  shipment  is 
not  required  during  the  period  it  is  stored 
in  an  aircraft  or  ship  in  connection  with 
flight  or  sea  transit,  provided  the  ship¬ 
ment  is  loaded  into  a  compartment  which 
is  not  accessible  to  any  unauthorized 
persons  aboard,  or  loaded  in  specialized 
shipping  containers,  including  closed 
cargo  containers. 

(h)  Electrical  means  over  approved 
communication  circuits. 

§  159.800—3  Confidential. 

Transmission  of  Confidential  material 
may  be  effected  by : 

(a)  Any  means  approved  for  the 
transmission  of  Secret  material.  How¬ 
ever,  U.S.  registered  mail  shall  be  used 
for  Confidential  only  where  indicated  in 
paragraph  (b)  of  this  section. 

(b)  U.S.  certified  or  first-class  mail 
within  U.S.  boundaries.  U.S.  registered 
mail  shall  be  used  for  (1)  Confidential 
material  of  NATO,  SEATO,  and  CENTO; 
(2)  FPO  or  APO  addressees;  and  (3) 
other  addressees  when  the  originator  is 
uncertain  that  their  location  is  within 
the  U.S.  boundaries.  Use  of  return  postal 
receipts  on  a  case-by-case  basis  is  au¬ 
thorized. 

(c)  Within  U.S.  boundaries,  commer¬ 
cial  carriers  which  provide  a  security 
signature  service  (SSS),  under  the  De¬ 
partment  of  Defense  industrial  security 
program.  This  method  is  authorized  only 
when  the  size,  bulk,  weight,  nature  of  the 
shipment,  or  escort  considerations  make 
the  use  of  other  methods  impractical. 

(d)  In  the  custody  of  commanders  or 
masters  of  ships  of  U.S.  registry  who  are 
U.S.  citizens.  Confidential  material 
shipped  on  ships  of  U.S.  registry  may  not 
pass  out  of  U.S.  Government  control.  The 
commanders  or  masters  must  receipt  for 
the  cargo  and  agree  to:  (1)  Deny  access 
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to  the  Confidential  material  by  un¬ 
authorized  persons,  including  customs  in¬ 
spectors,  with  the  understanding  that 
Confidential  cargo  which  would  be  sub¬ 
ject  to  customs  inspection  will  not  be  un¬ 
loaded;  and  (2)  maintain  control  of  the 
cargo  until  a  receipt  Is  obtained  from 
an  authorized  representative  of  the 
consignee. 

(e)  Alternative  ti*ansmission  of  Con¬ 
fidential.  The  head  of  any  component 
having  authority  to  originally  classify 
information  or  material  as  “Confiden¬ 
tial”  may,  by  rule  or  regulation  provide 
alternate  or  additional  methods  afford¬ 
ing  at  least  an  equal  degree  of  security 
for  the  transmission  of  such  material 
outside  the  department. 

§  159.800—4  Transmission  of  classified 
material  to  foreign  governments. 

(a)  Subsequent  to  a  determination  by 
competent  authority  that  classified  ma¬ 
terial  may  be  released  to  a  foreign  gov¬ 
ernment,  it  shall  be  transmitted  only; 

(1)  To  an  Embassy  or  other  official 
agency  of  the  recipient  government 
which  has  extraterritorial  status,  or 

(2)  For  on-loading  aboard  a  ship,  air¬ 
craft,  or  other  carrier  designated  by  the 
recipient  government  at  the  point  of  de¬ 
parture  from  the  United  States,  its  terri¬ 
tories,  or  possessions,  provided  that  at 
the  time  of  delivery  a  duly  authorized 
representative  of  the  recipient  govern¬ 
ment  is  present  at  the  point  of  departure 
to  accept  delivery,  to  insure  immediate 
loading,  and  to  assume  security  respon¬ 
sibility  for  the  classified  material. 

(b)  U.S.  classified  material  shall  be 
transferred  on  a  government-to-govem- 
ment  basis  by  duly  authorized  represent¬ 
atives  of  each  government,  and  shall  not 
pass  to  a  foreign  government  until  a  de¬ 
livery  receipt,  to  include  a  U.S.  postal 
receipt  where  applicable,  has  been  exe¬ 
cuted  by  a  duly  authorized  representative 
of  the  recipient  foreign  government. 

(c)  Each  contract,  agreement,  or  ar¬ 
rangement  which  contemplates  transfer 
of  U.S.  classified  material  to  a  foreign 
government  within  the  United  States,  its 
territories,  and  possessions,  shall  desig¬ 
nate  a  point  of  delivery  in  accordance 
with  paragraphs  (a)(1)  or  (a)(2)  of 
this  section.  If  delivery  is  to  be  made  at 
a  point  described  in  paragraph  (a)  (2)  of 
this  section,  the  contract,  agreement,  or 
arrangement  shall  provide  for  U.S.  Gov¬ 
ernment  storage,  or  storage  by  a  cleared 
or  certified  forwarder  or  transshipper  at 
or  near  the  delivery  point,  so  that  the 
U.S.  classified  material  may  be  tempo¬ 
rarily  stored  in  the  event  the  carrier 
designated  by  the  recipient  foreign  gov¬ 
ernment  is  not  available  for  loading.  Any 
storage  facility  used  or  designated  for 
this  purpose  must  afford  to  the  U.S.  clas¬ 
sified  material  the  protection  required 
by  this  part. 

(d)  If  U.S.  classified  material  is  to  be 
delivered  to  a  foreign  government  within 
the  recipient  country,  it  shall  be  trans¬ 
mitted  in  accordance  with  this  subpart. 
Unless  the  material  is  accompanied  by  a 
designated  or  approved  courier  or  escort, 
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it  shall,  on  arrival  in  the  recipient  coun¬ 
try,  be  delivered  to  a  U.S.  Government 
representative  who  shall  arrange  for 
transfer  to  a  duly  authorized  representa¬ 
tive  of  the  recipient  foreign  government. 

§  159.800—5  Consignor-consigner  re¬ 
sponsibility  for  shipment  of  bulky 
material. 

The  consignor  of  a  bulk  shipment 
shall: 

(a)  Normally,  select  a  carrier  which 
will  provide  a  single  line  service  from  the 
point  of  origin  to  destination,  when  such 
service  is  available. 

(b)  Ship  packages  weighing  less  than 
200  pounds  gross  only  in  closed  vehicles. 

(c)  Notify  the  consignee,  and  military 
transshipping  activities,  of  the  nature 
of  the  shipment  (including  level  of  clas¬ 
sification),  the  means  of  shipment,  the 
numbers  of  seals  if  used,  and  the  antici¬ 
pated  time  and  date  of  arrival  by  sepa¬ 
rate  communication  at  least  24  hours  in 
advance  of  arrival  of  the  shipment.  (In 
the  absence  of  other  classified  informa¬ 
tion,  stating  the  level  of  classification 
of  the  shipment  would  not  require  clas¬ 
sification  of  the  advance  notice) .  Advise 
the  first  military  transshipping  activity 
that,  in  the  event  the  material  does  not 
move  on  the  conveyance  originally  an¬ 
ticipated,  the  transshipping  activity 
should  so  advise  the  consignee  with  in¬ 
formation  of  firm  transshipping  date  and 
estimated  time  of  arrival.  Upon  receipt 
of  the  advance  notice  of  a  shipment 
of  classified  material,  consignees  and 
transshipping  activities  shall  take  ap¬ 
propriate  steps  to  receive  the  classified 
shipment  and  to  protect  it  upon  arrival. 

(d)  Annotate  the  bills  of  lading  to  re¬ 
quire  the  carrier  to  notify  the  consignor 
immediately,  by  the  fastest  means,  if  the 
shipment  is  unduly  delayed  en  route. 
Such  annotations  shall  not,  under  any 
circumstances,  disclose  the  classified  na¬ 
ture  of  the  commodity. 

(e)  Require  the  consignee  to  advise 
the  consignor  of  any  shipment  not  re¬ 
ceived  more  than  48  hours  after  the  esti¬ 
mated  time  of  arrival  furnished  by  the 
consignor  or  transshipping  activity.  Upon 
receipt  of  such  notice,  the  consignor 
shall  immediately  trace  the  shipment. 
If  there  is  evidence  that  the  classified 
material  was  subjected  to  compromise, 
the  procedures  set  forth  in  §§  159.600- 
159.600-8  of  this  part  for  reporting  com¬ 
promises  shall  apply. 

§  159.800—6  Transmission  of  communi¬ 
cations  security  (COMSEC)  material. 

Communications  Security  (COMSEC) 
material  shall  be  transmitted  in  accord¬ 
ance  with  National  Security  Agency 
KAG-ID. 

§  159.800—7  Transmission  of  restricted 
data. 

Restricted  Data  documents  shall  be 
transmitted  in  the  same  manner  as  other 
material  of  the  same  security  classifica¬ 
tion.  The  transporting  and  handling  of 
nuclear  weapons  or  nuclear  components 
shall  be  in  accordance  with  applicable 
component  directives. 
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Restrictions  on  Classified  Material 
§  159.801  Personnel  in  a  travel  status. 

Responsible  officials  shall  permit  per¬ 
sonnel  in  a  travel  status  to  carry  classi¬ 
fied  material  only  in  exceptional  situa¬ 
tions  and  where  hand  carrying  is  not 
otherwise  specifically  prohibited.  A  de¬ 
termination  shall  be  made  in  each  in¬ 
stance  that  it  is  absolutely  necessary  for 
a  traveler,  in  the  performance  of  his  of¬ 
ficial  duties,  to  have  classified  informa¬ 
tion  at  his  destination.  When  it  is  neces¬ 
sary  in  the  performance  of  official  travel 
duties,  the  following  procedures  shall 
apply: 

(a)  A  determination  shall  be  made  to 
ascertain  whether  the  necessary  classi¬ 
fied  material  is  available  at  the  destina¬ 
tion  of  the  traveler.  If  the  material  is 
available,  no  additional  transmission 
shall  be  authorized. 

(b)  If  the  needed  classified  material 
is  not  available  at  the  destination  of  the 
traveler,  responsible  officials  shall,  when¬ 
ever  possible,  have  the  classified  material 
transmitted  to  the  activity  being  visited 
by  authorized  means. 

(c)  If  it  is  impossible  to  comply  with 
either  paragraph  (a)  or  (b)  of  this  sec¬ 
tion,  responsible  officials  may  authorize 
appropriately  cleared  personnel  to  carry 
or  transmit  classified  material  on  their 
persons  between  their  duty  station  and 
the  activity  to  be  visited  subject  to  the 
following  conditions; 

(1)  The  classified  material  shall  be  in 
the  physical  possession  of  the  individual 
at  all  times  if  proper  storage  at  a  U.S. 
Government  activity  or  appropriately 
cleared  contractor  facility  (continental 
United  States  only)  is  not  available. 
Classified  material  shall  not  be  left  in 
such  places  as  locked  automobiles,  hotel 
rooms,  hotel  safes,  train  compartments, 
private  residences,  public  lockers,  etc. 

(2)  Classified  material  shall  not  be 
read,  studied,  displayed,  or  used  in  any 
manner  in  public  conveyances  or  places. 

(3)  When  classified  material  is  car¬ 
ried  in  a  private,  public  or  Government 
conveyance,  it  shall  not  be  stored  in  any 
detachable  storage  compartment  such  as 
automobile  trailers,  luggage  racks,  air¬ 
craft  travel  pods,  or  drop  tanks. 

(4)  Written  statements  authorizing 
the  transmission  or  carrying  of  classified 
material  shall  be  provided  by  responsible 
officials  to  all  individuals  traveling  out¬ 
side  the  United  States.  This  authoriza¬ 
tion  statement,  together  with  official 
travel  orders,  should  ordinarily  permit 
the  individual  to -pass  through  any  cus¬ 
toms  without  the  need  for  subjecting  the 
classified  material  to  inspection.  If  diffi¬ 
culty  is  encountered,  the  individual 
should  refuse  to  disclose  the  classified 
material  to  customs  inspection  and 
should  insist  upon  the  assistance  of  the 
local  U.S.  military  or  State  Department 
representatives  at  the  port  of  entry  or 
departure. 

(5)  A  list  of  all  classified  material  car¬ 
ried  or  transmitted  by  individuals  travel¬ 
ing  will  be  maintained  by  the  command 
to  which  the  Individual  is  attached.  Up- 
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on  return  of  the  traveler,  all  classified 
material  shall  be  accounted  for. 

(6)  All  individuals  authorized  to  carry 
or  transmit  classified  material  while  in 
a  travel  status  shall  be  fully  informed 
of  the  provisions  of  these  requirements 
prior  to  departure  from  their  duty  sta¬ 
tion. 

§  139.801—1  Travel  on  commercial  pas¬ 
senger  aircraft  susceptible  to  hi¬ 
jacking. 

(a)  As  a  result  of  hijackings,  close 
attention  must  be  given  to  the  necessity 
for  travel  by  commercial  passenger  air¬ 
craft  of  personnel  hand-carrying  classi¬ 
fied  material  and  of  personnel  having 
knowledge  of  sensitive  information. 

(b)  In  the  event  that  an  individual  is 
a  passenger  aboard  a  commercial  passen¬ 
ger  aircraft  which  is  hijacked  and  landed 
in  a  foreign  country,  he  shall  conduct 
himself  as  follows: 

(1)  If  identification  is  required  and 
an  individual  is  in  uniform,  he  shall  show 
his  Armed  Forces  Identification  Card. 
If  in  civilian  clothes,  he  should  show 
civilian  identification  initially;  however, 
if  asked  directly  if  he  is  in  the  Armed 
Forces,  he  should  not  attempt  to  deny 
military  affiliation. 

(2)  If  questioned  or  interrogated  in  a 
foreign  country,  commonsense  judgment 
shall  be  used  in  making  any  response, 
but  personnel  shall  not  under  any  cir¬ 
cumstances  reveal  classified  information. 

(3)  Upon  return  to  U.S.  control,  offi¬ 
cial  U.S.  investigators  may  want  to  de¬ 
brief  detainees.  Personnel  should,  there¬ 
fore,  observe  and  mentally  note  the 
methods  and  procedures  used  by  the  de¬ 
tainer  during  their  stay  in  the  foreign 
country. 

(c)  If,  as  the  result  of  hijacking  of 
an  aircraft  to  a  foreign  country,  classi¬ 
fied  material  is  compromised  or  subjected 
to  compromise,  or  there  are  indications 
of  attempts  at  foreign  intelligence  ex¬ 
ploitation  of  personnel  or  material,  ap¬ 
propriate  security  officials  shall  be  noti¬ 
fied  immediately. 

Preparation  of  Material  for 
Transmission  or  Shipment 

§  139.802  Envelopes  or  containers. 

(a)  Whenever  classified  information 
is  transmitted,  it  shall  be  enclosed  in  two 
opaque  sealed  envelopes  or  similar  wrap¬ 
pings  where  size  permits,  except  as  pro¬ 
vided  below. 

(b)  Whenever  classified  material  is 
transmitted  of  a  size  not  making  it  suita¬ 
ble  for  transmission  as  in  paragraph  (a) 
of  this  section,  it  shall  be  enclosed  in  two 
opaque  sealed  containers,  such  as  boxes 
or  heavy  wrappings.  So  long  as  this  re¬ 
quirement  is  observed,  the  materials  may 
be  wrapped,  boxed,  or  crated,  or  a  com¬ 
bination  thereof. 

(1)  If  the  classified  material  is  an  in¬ 
ternal  component  of  a  packageable  item 
of  equipment,  the  outside  shell  or  body 
may  be  considered  as  the  inner  enclo¬ 
sure. 

(2)  If  the  classified  material  is  an  in¬ 
accessible  internal  component  of  a  bulky 
item  of  equipment  that  is  not  reasonably 
packageable,  such  as  a  missile,  the  out¬ 
side  shell  or  body  of  the  item  may  be 


considered  as  the  outer  enclosure  pro¬ 
vided  the  shell  or  body  is  not  classified. 

(3)  If  the  classified  material  is  an  item 
of  equipment  that  is  not  reasonably 
packageable  and  the  shell  or  body  is 
classified  it  shall  be  draped  with  an 
opaque  covering  that  will  conceal  all 
classified  features.  Such  coverings  must 
be  capable  of  being  secured  so  as  to  pre¬ 
vent  inadvertent  exposure  of  the  item. 

(4)  Specialized  shipping  containers 
including  closed  cargo  transporters,  may 
be  used  in  lieu  of  the  above  packaging 
requirements.  In  such  cases,  the  con¬ 
tainer  may  be  considered  the  outer  wrap¬ 
ping  or  cover. 

(c)  Material  used  for  packaging  shall 
be  of  such  strength  and  durability  as  to 
provide  security  protection  while  in  tran¬ 
sit,  to  prevent  items  from  breaking  out 
of  the  container,  and  to  facilitate  the 
detection  of  any  tampering  with  the  con¬ 
tainer.  The  wrappings  shall  conceal  all 
classified  characteristics. 

(d)  Closed  and  locked  compartments, 
vehicles,  or  cars  shall  be  used  for  ship¬ 
ments  of  classified  material  except  when 
another  method  is  authorized  by  the 
consignor.  In  any  event,  individual  pack¬ 
ages  weighing  less  than  200  pounds  gross 
shall  be  shipped  only  in  a  closed  vehicle. 

(e>  To  minimize  the  possibility  of 
compromise  of  classified  material  caused 
by  improper  or  inadequate  packaging 
thereof,  responsible  officials  shall  ensure 
that  proper  wrappings  are  used  for  mail- 
able  bulky  packages.  Activities  should 
provide  for  the  stocking  of  several  sizes 
of  cardboard  containers,  and  corrugated 
paper.  Bulky  packages  shall  be  sealed 
with  kraft  tape  laminated  with  asphalt 
and  containing  rayon  fibers  (snake  tape) 
or  nylon  sensitive  tape.  Responsible  offi¬ 
cials  shall  require  the  Inspection  of  bulky 
packages  to  determine  whether  the  ma¬ 
terial  is  suitable  for  mailing  or  whether 
it  should  be  transmitted  by  other  ap¬ 
proved  means. 

§  159.802-1  Addressing. 

(a)  Classified  material  shall  be  ad¬ 
dressed  to  an  official  government  activity 
or  DOD  contractor  with  a  facility  clear¬ 
ance  and  not  to  an  individual.  This  is  not 
intended,  however,  to  prevent  use  of 
office  code  numbers  or  such  phrases  in 
the  address  as  “Attention:  Research  De¬ 
partment,”  or  similar  aids  in  expediting 
internal  routing,  in  addition  to  the  or¬ 
ganization  address. 

(b)  Classified  written  material  shall 
be  folded  or  packed  in  such  a  manner 
that  the  text  will  not  be  in  direct  contact 
with  the  inner  envelope  or  container.  A 
receipt  form  shall  be  attached  to  or  en¬ 
closed  in  the  inner  envelope  or  container 
for  all  Secret  and  Top  Secret  material. 
Confidential  material  will  require  a  re¬ 
ceipt  only  if  the  originator  deems  it  nec¬ 
essary.  The  mailing  of  written  materials 
of  different  classifications  in  a  single 
package  should  be  avoided,  particularly 
the  inclusion  of  Confidential  and  Unclas¬ 
sified  with  Secret  material.  However, 
when  written  materials  of  different  clas¬ 
sifications  are  transmitted  in  one  pack¬ 
age,  they  shall  be  wrapped  in  a  single 
inner  envelope  or  container  and  a  receipt 
listing  all  classified  material  contained 


therein  shall  be  attached  or  enclosed. 
The  inner  envelope  or  container  shall  be 
marked  with  the  highest  classification  of 
the  contents. 

(c)  The  inner  envelope  or  container 
shall  show  the  address  of  the  receiving 
activity,  classification,  including  where 
appropriate  the  “Restricted  Data”  mark¬ 
ing,  and  any  applicable  special  instruc¬ 
tions.  It  shall  be  carefully  sealed  to  mini¬ 
mize  the  possibility  of  access  without 
leaving  evidence  of  tampering. 

(d)  An  outer  or  single  envelope  or 
container  shall  show  the  complete  and 
correct  address  and  the  return  address 
of  the  sender.  However,  the  address  may 
be  omitted  from  the  outer  enclosures  for 
shipment  in  full  truckload  or  carload 
lots. 

(e)  An  outer  cover  or  single  envelope 
or  container  shall  not  bear  a  classifica¬ 
tion  marking,  a  listing  of  the  contents 
divulging  classified  information,  or  any 
other  unusual  data  or  marks  which  might 
invite  special  attention  to  the  fact  that 
the  contents  are  classified. 

(f )  Care  must  be  taken  to  ensure  that 
classified  material  intended  only  for  the 
United  States  elements  of  international 
staffs  or  other  organizations  is  addressed 
specifically  to  those  elements. 

§  1 59.802—2  Receipt  sy»tem«. 

(a)  Top  Secret  material  shall  be 
transmitted  under  a  continuous  chain 
of  receipts. 

(b>  Secret  material  shall  be  covered 
by  a  receipt  between  commands  and 
other  authorized  addresses. 

(c)  Receipts  for  Confidential  material 
are  not  required. 

(d >  Receipts  shall  be  provided  by  the 
transmittor  of  the  material  and  the 
forms  shall  be  attached  to  the  inner 
cover. 

(D  Postcard  receipt  forms  may  be 
used. 

(2)  Receipt  forms  shall  be  unclassified 
and  contain  only  such  information  as  is 
necessary  to  identify  the  material  being 
transmitted. 

(3)  Receipts  shall  be  retained  for  at 
least  2  years. 

(e)  In  those  instances  where  a  fly-leaf 
(page,  check)  form  is  used  with  classified 
publications  the  postcard  receipt  will  not 
be  required. 

§  159.802—3  Exception*. 

Exceptions  may  be  authorized  to  the 
requirements  contained  in  this  subpart 
by  the  head  of  the  component  concerned 
or  his  designee,  provided  the  exception 
affords  equal  protection  and  account¬ 
ability  to  that  provided  above. 

Subpart — Disposal  and  Destruction 

§  159.900  Policy. 

Documentary  record  material  made  or 
received  by  a  DOD  component  in  connec¬ 
tion  with  the  transaction  of  public  busi¬ 
ness,  and  preserved  as  evidence  of  the 
organization,  functions,  policies,  opera¬ 
tions,  decisions,  procedures,  or  other  ac¬ 
tivities  of  any  department  or  agency  of 
the  Government,  or  because  of  the  in¬ 
formational  value  of  the  data  contained 
therein,  may  be  disposed  of  or  destroyed 
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only  in  accordance  with  DOD  component 
record  management  regulations  which 
conform  to  the  Act  of  July  7,  1943,  con¬ 
trolling  the  disposition  of  such  material; 
c.  192, 57  Stat.  380,  as  amended  (44  U.S.C. 
366-380).  Nonrecord  classified  material 
and  other  material  of  similar  temporary 
nature,  shall  be  destroyed  as  soon  as 
their  intended  purpose  has  been  served 
under  procedures  establishd  by  the  head 
of  the  DOD  component  consistent  with 
the  following  requirements. 

§  159.900—1  Methods  of  destruction. 

Classified  material  shall  be  destroyed 
in  the  presence  of  an  appropriate  official 
by  burning,  melting,  or  chemical  decom¬ 
position,  pulping,  pulverizing,  shredding, 
or  multilation  sufficient  to  preclude  rec¬ 
ognition  or  reconstruction  of  the  classi¬ 
fied  information,  provided  the  head  of 
the  DOD  component  concerned,  or  his 
designee,  has  approved  the  method  of  de¬ 
struction,  except  burning,  as  one  which 
will  preclude  reconstruction  of  the  mate¬ 
rial.  The  GSA  Federal  Supply  Schedule 
lists  some  of  the  approved  destruction 
devices. 

§  1 59.900—2  Records  of  destruction. 

Records  of  destruction  are  required  for 
Top  Secret  and  Secret  material  and  shall 
be  dated  and  signed  by  two  officials  wit¬ 
nessing  actual  destruction  unless  the 
classified  material  has  been  placed  in 
bum  bags  for  central  disposal.  In  that 
case,  the  destruction  record  shall  be 
signed  by  the  witnessing  officials  at  the 
time  the  material  is  placed  in  the  bum 
bags. 

§  159.900—3  Classified  waste. 

Waste  material  such  as  handwritten 
notes,  carbon  paper,  typewriter  ribbons, 
et  cetera,  which  contains  classified  infor¬ 
mation  must  be  protected  in  a  manner 
to  prevent  unauthorized  disclosure  of  the 
information.  Classified  waste  material 
shall  be  destroyed  as  soon  as  it  has 
served  its  intended  purpose  by  one  of 
the  methods  described  in  $  159.900-1, 
above,  but  a  record  of  destruction  and 
a  witnessing  official  are  not  required. 

Subpart — Security  Education 
§  159.1000  Responsibility  and  purpose. 

Heads  of  DOD  components  are  respon¬ 
sible  for  establishing  security  education 
programs  for  their  personnel,  designed 
to  carry  out  the  purposes  of  Executive 
Order  11652  and  its  implementing  Na¬ 
tional  Security  Council  Directive.  Such 
programs  shall,  among  other  things, 
stress  the  objective  of  classifying  less 
information,  declassifying  more  infor¬ 
mation,  and  protecting  better  that  which 
requires  protection,  and  shall  stress  ap¬ 
propriate  balance  between  the  need  to 
release  the  maximum  information  ap¬ 
propriate  under  the  Freedom  of  Infor¬ 
mation  Act  with  the  interest  of  the  Gov¬ 
ernment  in  protecting  the  national 
security. 

§  159.1000—1  Scope  and  principles. 

The  security  education  program  shall 
include  all  personnel  entrusted  with  clas¬ 


sified  information  regardless  of  their 
position,  rank,  or  grade.  Each  activity 
shall  design  its  program  to  fit  the  par¬ 
ticular  requirements  of  the  different 
groups  of  personnel  who  have  access  to 
classified  information.  Care  must  be  ex¬ 
ercised  to  assure  that  the  program  does 
not  evolve  into  a  perfunctory  compliance 
with  formal  requirements  without 
achieving  the  real  goals  of  the  program. 
The  program  shall  be  designed  to: 

(a)  Advise  personnel  of  the  need  for 
protecting  classified  information  and  the 
adverse  effects  to  the  national  security 
resulting  from  compromise. 

(b)  Indoctrinate  personnel  fully  in  the 
principles,  criteria,  and  procedures  for 
the  classification,  downgrading,  and  de- 
classification,  including  marking,  of  in¬ 
formation  as  prescribed  in  §§  159.100 — 
159.405-4  and  alert  them  to  the  strict 
prohibitions  on  improper  use  and  abuses 
of  the  classification  and  declassification 
exemption  systems. 

(c)  Familiarize  personnel  with  the 
specific  security  requirements  of  their 
particular  assignment. 

(d)  Inform  personnel  of  the  tech¬ 
niques  employed  by  foreign  intelligence 
activities  in  attempting  to  obtain  classi¬ 
fied  information  and  of  their  responsi¬ 
bility  for  reporting  such  attempts. 

(e)  Advise  personnel  of  the  hazards 
involved  and  the  strict  prohibition 
against  discussing  classified  information 
over  the  telephone  or  in  such  manner  as 
to  be  intercepted  by  unauthorized 
persons. 

(f)  Advise  personnel  of  the  discipli¬ 
nary  actions  that  may  result  from  viola¬ 
tions  of  this  part. 

§  159.1000—2  Indoctrination  briefing. 

Persons  being  assigned  to  duties  re¬ 
quiring  access  to  classified  information 
shall  be  Indoctrinated.  This  Indoctrina¬ 
tion  shall  as  a  minimum  cover  the  ele¬ 
ments  outlined  in  $  159.1000-:. 

§159.1000—3  Refresher  briefings. 

Positive  programs  shall  be  established 
to  provide  periodic  security  training  for 
personnel  having  continued  access  to 
classified  information.  The  elements  out¬ 
lined  in  5  159.1000-1  above,  shall  be  up¬ 
dated  and  designed  to  fit  the  needs  of 
experienced  personnel. 

§159.1000—4  Foreign  travel  briefings. 

Personnel  who  have  had  access  to 
classified  material  shall  be  given  a 
foreign  travel  briefing  as  a  defensive 
measure  prior  to  travel  to  alert  them  of 
their  possible  exploitation  under  the  fol¬ 
lowing  conditions: 

(a)  Travel  to  or  through  communist 
controlled  countries  for  any  purpose. 

(b)  Attendance  at  international,  sci¬ 
entific,  technical,  engineering,  or  other 
professsional  meetings  in  the  United 
States  or  in  any  country  outside  the 
United  States  where  it  can  be  anticipated 
that  representatives  of  communist-con¬ 
trolled  countries  will  participate  or  be  in 
attendance. 

§  159.1000—5  Debriefings. 

Upon  termination  of  employment  or 
contemplated  temporary  separation  for  a 


60  day  period  or  more,  employees  shall  be 
debriefed,  return  all  classified  material 
and  be  required  to  execute  a  security 
termination  statement.  A  copy  of  the 
statement  shall  become  a  part  of  the 
individual’s  permanent  file.  This  state¬ 
ment  shall  include  the  following: 

(a)  An  acknowledgment  that  the  indi¬ 
vidual  executing  the  statement  has  read 
the  appropriate  provisions  of  the  Espion¬ 
age  Act,  other  criminal  statutes  and  DOD 
regulations  applicable  to  the  level  of  clas¬ 
sified  information  to  which  he  has  had 
access  and  understands  the  implications 
thereof. 

(b)  A  recital  that  the  individual  no 
longer  has  any  material  containing 
classified  defense  information  in  his 
possession. 

(c)  A  recital  that  the  individual  shall 
not  communicate  or  transmit  classified 
information  orally  or  in  writing  to  any 
unauthorized  person  or  agency. 

(d)  A  recital  that  the  individual  will 
report  to  the  FBI  or  the  DOD  component 
concerned,  as  appropriate,  without  delay 
any  incident  wherein  an  attempt  is  made 
by  any  unauthorized  person  to  solicit 
classified  information. 

Subpart — Foreign  Origin  Material 

Classification 

§  159.1100  Classifying  foreign  material. 

Classified  information  or  material  fur¬ 
nished  by  a  foreign  government  or  inter¬ 
national  organization  shall  either  retain 
its  original  assigned  classification  or  be 
assigned  a  U.S.  classification  that  as¬ 
sures  equivalent  protection.  The  origin 
of  all  material  bearing  foreign  classifi¬ 
cations,  including  material  extracted  and 
placed  in  Department  of  Defense  docu¬ 
ments  or  material,  shall  be  clearly  Indi¬ 
cated  on  or  in  the  body  of  the  material 
to  assure,  among  other  things,  that  the 
information  Is  not  released  to  nationals 
of  a  third  country  without  consent  of 
the  originator. 

§  159.1100—1  Equivalent  U.S.  classifica¬ 
tions. 

Foreign  security  classifications  gen¬ 
erally  parallel  U.S.  classifications.  A  table 
of  equivalents  is  contained  in  Appendix 
B  (§  159.1500-1). 

§  159.1100—2  Foreign  restricted. 

As  shown  in  Appendix  B  (9  159.1500- 
1),  a  fourth  foreign  designation,  “Re¬ 
stricted,”  is  frequently  used.  Foreign  Re¬ 
stricted  information  usually  does  not 
warrant  U.S.  security  classification  under 
Executive  Order  11652,  but  it  shall  be 
marked  as  prescribed  in  9 159.1101-1. 

Marking 

§  159.1 101  NATO,  CENTO,  apd  SEATO. 

Classified  information  or  material  orig¬ 
inated  by  NATO,  CENTO,  or  SEATO,  if 
not  already  marked  with  the  appropriate 
classification  in  English,  shall  be  so 
marked.  The  exemption  marking  under 
9  159.403-1  (c)  i  J  the  special  warning 
notice  under  9  159.405-3  shall  not  be  en¬ 
tered.  In  addition,  the  following  notation 
shall  be  entered  in  all  cases:  “To  be 
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safeguarded  in  accordance  with _ 

_ ”  In  the  blank  space 

insert: 

For  NATO:  “USSAN  Instruction  1-69”  (Pro¬ 
mulgated  by  DOD  Instruction  C-5210.21) 
For  CENTO:  “USSAC  Instruction  1-68”  (Pro¬ 
mulgated  by  DOD  Instruction  C-5210.36) 
For  SEATO:  “USSAS  Instruction  1-67”  (Pro¬ 
mulgated  by  DOD  Instruction  5210.54) 

§  159.1101—1  Other  foreign  material. 

Foreign  security  classifications  gener¬ 
ally  parallel  U.S.  classifications.  See 
§  159.100,  Appendix  B.)  If  the  foreign 
classification  is  shown  in  English,  no  ad¬ 
ditional  classification  marking  is  re¬ 
quired.  If  the  foreign  classification  is  not 
in  English,  the  equivalent  English  classi¬ 
fication,  including  Restricted  when  ap¬ 
propriate,  shall  be  entered  as  prescribed 
for  U.S.  documents.  The  exemption 
marking  under  S  159.403-1  (c)  and  the 
warning  notice  under  §  159.405-3  shall 
not  be  entered. 

Protective  Measures 
§  159.1102  NATO,  CENTO,  and  SEATO 

classified  information. 

NATO,  CENTO,  and  SEATO  classified 
information  shall  be  safeguarded  in  ac¬ 
cordance  with  the  respective  provisions 
of  DOD  Instruction  C-5210.21,  DOD  In¬ 
struction  C-5210.35  and  DOD  Instruc¬ 
tion  5210.54. 

§  159.1102—1  Classified  material  of  for¬ 
eign  origin. 

Classified  material  of  foreign  origin 
shall  be  protected  in  accordance  with  the 
requirements  prescribed  for  U.S.  classi¬ 
fied  information  of  a  comparable  cate¬ 
gory.  Foreign  Restricted  material  shall 
be  protected  in  all  respects  in  the  same 
manner  as  United  States  Confidential, 
except  that  Restricted  material  may  be 
stored  in  locked  filing  cabinets,  desks,  or 
other  similar  closed  spaces  which  will 
prevent  access  to  unauthorized  persons. 

§  159.1102—2  Downgrading  or  regrad¬ 
ing. 

Action  will  be  taken  by  all  U.S.  au¬ 
thorities  holding  foreign  classified  in¬ 
formation  to  downgrade  or  regrade  such 
information  on  receipt  of  notice  of  such 
action  by  the  originating  foreign  govern¬ 
ment  or  international  organization. 

Subpart — Special  Access  Programs 

§  159.1200  Poliey. 

It  is  the  policy  of  the  Department  of 
Defense  to  utilize  the  standard  classifi¬ 
cation  categories  and  the  applicable  sec¬ 
tions  of  Executive  Order  11652  and  its 
implementing  National  Security  Council 
Directive  (NSCD)  to  limit  access  to 
classified  information  on  a  “need-to- 
know”  basis  to  personnel  who  have  been 
determined  to  be  trustworthy  pursuant 
to  such  order  and  directive.  It  1s  the 
further  policy  to  apply  the  “need-to- 
know”  principle  in  the  regular  system  so 
that  there  will  be  no  need  to  resort  to 
formal  Special  Access  Programs  requir¬ 
ing  extraordinary  procedures,  and  con¬ 
trols,  such  as  formal  access  determina¬ 
tions,  specisfi  briefings,  reporting  proce¬ 
dures,  and  recorded  formal  access  lists. 


§  159.1200-1  Definition. 

A  Special  Access  Program  is  any  pro¬ 
gram  imposing  “need-to-know”  or  access 
controls  beyond  those  normally  provided 
for  access  to  Confidential,  Secret,  or  Top 
Secret  information.  Such  a  program  in¬ 
cludes,  but  is  not  limited  to,  special 
clearance,  adjudication,  or  investigative 
requirements,  special  designation  of  offi¬ 
cials  authorized  to  determine  “need-to- 
know.”  or  special  lists  of  persons  deter¬ 
mined  to  have  a  “need-to-know.” 

§  159.1200—2  Existing  programs. 

All  Special  Access  Programs,  as  defined 
above,  which  are  in  existence  and  which 
were  originated  by  any  Department  of 
Defense  Component  or  element  of  a 
Component,  shall  be  reported  to  the  As¬ 
sistant  Secretary  of  Defense  (Comp¬ 
troller)  within  thirty  (30)  days  from  the 
date  of  promulgation  of  this  part.  Such 
report  shall  include  the  following 
information: 

(a)  The  full  name  of  the  program,  and 
its  code  name,  if  applicable. 

(b)  The  date  the  program  was  estab¬ 
lished  and  the  title  of  the  authorizing 
official. 

(c)  The  number  of  persons  on  the 
Special  Access  list. 

(d)  The  rationale  for  the  selection  of 
the  Special  Access  Program. 

(e)  A  full  statement  of  the  rules  gov¬ 
erning  the  program,  including  the  de¬ 
termination  of  eligibility  of  individuals 
on  the  Special  Access  list. 

§  159.1200—3  Future  programs. 

(a)  All  Special  Access  Programs,  as 
above  defined,  which  are  desired  to  be 
established  in  the  Departments  of  the 
Army,  Navy,  and  Air  Force  after  promul¬ 
gation  date  of  this  Part,  shall  be  sub¬ 
mitted  to  the  Secretary  of  the  respective 
Department,  with  the  information  re¬ 
ferred  to  in  §  159.1200-2,  above,  for  prior 
approval.  If  the  Secretary  of  the  Mili¬ 
tary  Department  approves  the  establish¬ 
ment  of  such  program,  he  shall  advise 
the  Assistant  Secretary  of  Defense 
(Comptroller)  and  furnish  a  copy  of  the 
information  and  rationale  submitted  to 
him  on  which  he  based  his  approval. 

(b)  All  Special  Access  Programs,  as 
defined  above,  which  are  desired  to  be 
established  in  any  Department  of  De¬ 
fense  Component  or  Agency  other  than 
the  three  Military  Departments  shall  be 
submitted  to  the  Assistant  Secretary  of 
Defense  (Comptroller) ,  with  the  in¬ 
formation  referred  to  in  5  159.1209-2, 
above,  for  prior  approval. 

Subpart — Program  Management 

Executive  Office  of  the  President 

§  159.1300  National  Security  Council 
(NSC). 

The  National  Security  Council  is 
charged  under  Executive  Order  11652, 
reference  S  159.100(b)  with  monitoring 
implementation  of  the  order.  The  NSC 
is  also  charged  with  issuing  and  main¬ 
taining  Presidential  directives  to  imple¬ 
ment  the  order  reference  S  159.100(c). 


§  159.1300—1  Interagency  Classification 
Review  Committee  (ICRC). 

To  assist  the  National  Security  Coun¬ 
cil,  an  Interagency  Classification  Review 
Committee  has  been  established. 

(a)  Composition.  The  Chairman  of  the 
ICRC  is  designated  by  the  President.  Its 
membership  is  comprised  of  representa¬ 
tives  of  the  Departments  of  Defense, 
State,  and  Justice,  the  Atomic  Energy 
Commission,  the  Central  Intelligence 
Agency,  and  the  National  Security  Coun¬ 
cil  Staff.  The  General  Counsel  is  the  De¬ 
partment  of  Defense  representative.  Rep¬ 
resentatives  of  other  Departments  in  the 
Executive  Branch  may  be  invited  to  meet 
with  the  Committee  on  matters  of  par¬ 
ticular  interest  to  those  Departments. 

(b)  Meetings  and  staff.  The  ICRC 
meets  regularly,  but  no  less  frequently 
than  monthly.  The  Chairman  appoints 
an  Executive  Director  and  permanent 
staff. 

(c)  Functions.  The  ICRC  is  charged 
with  the  following  functions: 

(1)  Oversee  Department  actions  to  in¬ 
sure  compliance  with  the  provisions  of 
the  order  and  the  implementing  NSC 
directives  with  particular  emphasis  on 
Departmental  programs  established  to 
implement  the  order  and  such  directives. 

(2)  Receive,  consider  and  take  action 
on  suggestions  and  complaints  from  per¬ 
sons  within  or  without  the  Government 
with  respect  to  the  general  administra¬ 
tion  of  the  order  including  appeals  from 
denials  by  Departmental  Committees  or 
the  Archivist  of  declassification  requests. 
In  consultation  with  the  affected  De¬ 
partment  or  Departments,  the  Commit¬ 
tee  will  assure  that  appropriate  action  is 
taken  on  such  suggestions  and  com¬ 
plaints. 

(3)  Seek  to  develop  means  to  (i)  pre¬ 
vent  overclassification,  (ii)  ensure 
prompt  declassification  in  accord  with 
the  provisions  of  the  Order,  (ill)  facilitate 
access  to  declassified  material,  and  (iv) 
eliminate  unauthorized  disclosure  of 
classified  information, 

(d)  Information  requests.  The  Com 
mittee  Chairman  is  authorized  to  request 
information  or  material  concerning  the 
Department  of  Defense,  including  its 
components,  and  needed  by  the  Com¬ 
mittee  in  carrying  out  its  functions. 

Department  of  Defense 
§  159.1301  Management  responsibility. 

The  Assistant  Secretary  of  Defense 
(Comptroller)  is  the  senior  DOD  official 
having  authority  and  responsibility  to 
insure  effective  and  uniform  compliance 
with  and  implementation  of  Executive 
Order  11652  and  NSC  implementing  di¬ 
rectives,  references  §  159.100  (b)  and 

(c).  Under  the  Assistant  Secretary  of 
Defense  (Comptroller),  the  Deputy  As¬ 
sistant  Secretary  of  Defense  (Security 
Policy)  is  responsible  for  the  develop¬ 
ment  of  policies,  standards,  criteria,  and 
procedures  governing  the  Department  of 
Defense  Information  Security  Program 
and  for  its  effective  and  uniform  imple¬ 
mentation. 
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§  159.1301—1  DOD  Classification  Review 
Committee  (DCRC). 

The  Department  of  Defense  Classifica¬ 
tion  Review  Committee  (DCRC)  Is  com¬ 
prised  of  the  Assistant  Secretary  of  De¬ 
fense  (Comptroller),  Chairman,  the  As¬ 
sistant  Secretary  of  Defense  (Public  Af¬ 
fairs),  and  the  General  Counsel  of  the 
Department  of  Defense,  as  permanent 
members.  Representatives  from  DOD 
components  may  be  invited  by  the  Chair¬ 
man  to  meet  with  the  Committee  on 
matters  of  particular  interest  to  those 
components.  Its  functions  are: 

(a)  Receive,  consider,  and  take  ac¬ 
tion  upon  all  suggestions  and  complaints 
with  respect  to  the  administration  of  the 
Department  of  Defense  Information  Se¬ 
curity  Program,  including,  without  limi¬ 
tation,  those  regarding  overclaBslfica- 
tion,  unnecessary  classification,  failure 
to  declassify,  or  delay  in  declassifying, 
not  otherwise  resolved  at  the  component 
level. 

(b)  Review  all  appeals  of  requests  for 
records  under  Section  552  of  Title  5, 
U.S.C.  (Freedom  of  Information  Act) 
when  the  proposed  denial  is  based  on 
their  continued  classification  under  this 
Part. 

(c)  Receive,  consider  and  take  action 
upon  appeals  from  the  departmental 
Classification  Review  Committees  of  the 
Military  Departments  specified  in  §  159.- 
1302-1. 

(d)  Recommend  to  the  Secretary  of 
Defense  appropriate  administrative  ac¬ 
tion  to  correct  abuse  or  violation  of  any 
provision  of  references  §  159.100  (b)  or 
(c)  or  this  part,  including  notification, 
warning  letters,  formal  reprimand,  and 
to  the  extent  permitted  by  law,  suspen¬ 
sion  without  pay,  forfeiture  of  pay,  and 
removal. 

§  159.1301—2  DOD  Information  Secu¬ 
rity  Advisory  Board  (DISAB). 

To  advise  and  assist  the  Assistant  Sec¬ 
retary  of  Defense  (Comptroller),  there 
is  established  a  DOD  Information  Se¬ 
curity  Advisory  Board.  The  Board  shall 
be  comprised  of  the  Deputy  Assistant 
Secretary  of  Defense  (Security  Policy), 
Chairman,  and  senior  representatives 
designated  by  the  Secretaries  of  the 
Military  Departments,  the  Chairman, 
Joint  Chiefs  of  Staff,  the  Director,  De¬ 
fense  Research  and  Engineering,  the 
Assistant  Secretary  of  Defense  (Intelli¬ 
gence),  the  Assistant  Secretary  of  De¬ 
fense  (Public  Affairs),  the  General 
Counsel  of  the  Department  of  Defense, 
and  the  Director,  Defense  Supply 
Agency,  as  permanent  members.  Repre¬ 
sentatives  of  other  components  may  be 
invited  by  the  Chairman  to  participate  in 
matters  of  specific  interest.  The  Board 
shall  review  and  evaluate  the  effective¬ 
ness  of  the  administration  of  the  pro¬ 
gram  by  DOD  components,  developing 
and  recommending  new  or  revised  uni¬ 
form  policies,  standards,  criteria  or  pro¬ 
cedures  necessary  to  meet  changing  con¬ 
ditions  or  to  correct  deficiencies  in  the 
program. 


DOD  Components 

§  159.1302  Overall  program  responsibil¬ 
ity. 

The  head  of  each  DOD  component  Is 
responsible  for  the  establishment  and 
maintenance  of  an  Information  Security 
Program,  with  adequate  funding  and 
sufficient  experienced  staff  at  all  levels, 
designed  to  ensure  effective  compliance 
with  the  provisions  of  this  part  through¬ 
out  his  component. 

§  159.1302—1  Military  departments. 

The  Secretary  of  each  Military  De¬ 
partment  shall  designate  a  senior  official 
who  shall  be  responsible  for  the  effective 
compliance  with  and  implementation  of 
this  part  within  his  Department.  Each 
such  official  shall  also  serve  as  chairman 
of  a  departmental  Classification  Review 
Committee  of  his  Department  which 
shall  have  authority  and  responsibility 
to  perform  functions  for  his  Department 
similar  to  those  described  in  §  159.1301-1. 

§  159.1302—2  Olhcr  components. 

The  head  of  each  other  DOD  com¬ 
ponent  shall  designate  a  senior  official 
who  shall  be  responsible  for  the  effective 
compliance  with  and  implementation  of 
this  part  within  his  component. 

§  159.1302—3  Program  monitor-hip. 

The  senior  officials  designated  under 
§§  159.1302-1  and  159.1302-2,  above,  are 
responsible  within  their  respective  juris¬ 
dictions  for  monitoring,  inspecting  and 
reporting  on  the  status  of  administration 
of  the  DOD  Information  Security  Pro¬ 
gram  at  all  levels  of  activity  under  their 
cognizance. 

§  159.13024  Field  program  manage¬ 
ment. 

Each  activity  throughout  the  DOD  shall 
assign  (as  a  sole,  principal  or  additional 
duty,  depending  upon  operational  re¬ 
sponsibilities  as  dictated  by  the  level  and 
quantity  of  classified  information  in¬ 
volved  in  operations)  an  official  to  serve 
as  security  manager  for  the  activity.  He 
shall  be  responsible  for  administration 
of  an  effective  Information  Security 
Program  in  that  activity  with  particu¬ 
lar  emphasis  on  (a)  the  assignment  of 
proper  classifications;  (b)  effective  pre¬ 
vention  of  unauthorized  disclosures  of 
classified  information;  (c)  progressive 
downgrading  and  declassification;  and 
(d)  systematic  reviews  to  eliminate  by 
destruction,  transfer  or  retirement  all 
unneeded  classified  material  on  the  fast¬ 
est  basis  consistent  with  operational  re¬ 
quirements.  Security  managers  should 
have  sufficient  staff  assistance  and  au¬ 
thority  to  carry  out  an  effective  program. 

Reports  Requirements 
§  159.1303  Reports  requirements. 

In  addition  to  the  reports  required  by 
§  159.105-3  (classification  authorities), 
the  DOD  and  Military  Department  Clas¬ 
sification  Review  Committees  (55  159.- 
1301-1  and  159.1302-1)  shall  submit 
through  appropriate  channels  to  the 
senior  DOD  official  named  in  §  159.1301, 


quarterly  reports  covering  committee  ac¬ 
tions  on  classification  review  requests, 
classification  abuses  and  unauthorized 
disclosures,  and  provide  such  other  re¬ 
ports  as  the  senior  DOD  official  may  re¬ 
quire.  Such  reports  are  covered  by  the 
Reports  Control  Symbol  specified  in 
S  159.105-3. 

Subpart — Administrative  and 
Judicial  Action 

§  159.1400  Individual  responsibility. 

Every  officer  or  employee,  military  or 
civilian,  is  responsible  for  complying  with 
the  provisions  of  this  Part  in  all  respects. 

§  159.1400—1  Administrative  actions. 

With  the  view  of  emphasizing  the  im¬ 
portance  and  necessity  of  carrying  out 
both  the  letter  and  the  spirit  of  Execu¬ 
tive  Order  11652,  the  implementing  Na¬ 
tional  Security  Council  directives,  and 
this  part,  violations  of  these  instruments 
shall  be  the  subject  of  administrative 
action  as  follows: 

(a)  Repeated  abuse  by  an  officer  or 
employee  of  the  classification  process,  or 
repeated  failure,  neglect,  or  disregard 
by  an  officer  or  employee  of  established 
requirements  with  respect  to  safeguard¬ 
ing  classified  information  or  material, 
shall  be  grounds  for  adverse  administra¬ 
tive  action.  Such  action  may  include  a 
warning  notice,  formal  reprimand,  sus¬ 
pension  without  pay  or  forfeiture  of  pay, 
or  discharge,  as  appropriate  in  the  par¬ 
ticular  case,  in  accordance  with  appli¬ 
cable  policies  and  procedures. 

(b)  An  officer  or  employee,  regardless 
of  office  or  level  of  employment,  who  is 
responsible  for  any  unauthorized  release 
or  disclosure  of  classified  information  or 
material  shall  be  notified  that  his  action 
is  in  violation  of  the  executive  order,  the 
implementing  National  Security  Council 
directives,  and  this  part,  and.  in  addition, 
shall  be  subject  to  prompt  and  stringent 
action  including,  as  appropriate  in  the 
particular  case,  a  warning  notice,  formal 
reprimand,  suspension  without  pay, 
forfeiture  of  pay,  or  discharge,  in 
accordance  with  applicable  policies  and 
procedures. 

§  159.1400—2  Judicial  action. 

Any  action  resulting  in  unauthorized 
disclosure  of  classified  information  which 
constitutes  a  violation  of  the  criminal 
statutes  shall  be  the  subject  of  a  report 
processed  in  accordance  with  DOD  Direc¬ 
tive  5210.50,  reference  §  159.100(g)  and 
DOD  Instruction  5200.22,  reference 
§  159.100(f). 

§  159.1500  Appendix  A — Original  Clas¬ 
sification  Authorities  (See 
§  159.105). 

Part  1 — Top  secret  original  classification 
authorities.  Under  the  provisions  of  Execu¬ 
tive  Order  11652,  reference  (b),  only  the 
Secretary  of  Defense  and  the  Secretaries  of 
the  Military  Departments  may  designate  offi¬ 
cials  to  exercise  Top  Secret  original  classifi¬ 
cation  authority.  Designations  may  be  made 
from  the  following  groups  of  officials: 

1.  Senior  principal  deputies  and  assistants 
to  the  Secretaries. 
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2.  Heads  of  major  elements  of  the  Depart¬ 
ment  of  Defense  and  their  senior  principal 
deputies  and  assistants. 

Attached  is  a  listing  of  officials  designated 
by  the  Secretary  of  Defense  to  exercise  Top 
Secret  original  classification  authority. 

Part  2 — Secret  original  classification  au¬ 
thorities.  Secret  original  classification 
authority  may  be  exercised  by  designated  Top 
Secret  original  classification  authorities  and 
by  such  subordinate  officials  as  are  desig¬ 
nated  in  writing  by: 

1.  The  Secretary  of  Defense  or  the  Secre¬ 
taries  of  the  Military  Departments. 

2.  Senior  principal  deputies  and  assistants 
to  the  Secretaries  who  themselves  have  been 
designated  Top  Secret  original  classification 
authorities. 

Such  designations  shall  be  made  in  accord¬ 
ance  with  S  159.105  of  the  part  and  shall  be 
limited  further  to  those  officials  whose  duties 
and  responsibilites  are  such  as  to  involve  the 
origination  and  evaluation  of  official  infor¬ 
mation  warranting  Secret  classification. 

Part  3 — Confidential  original  classification 
authorities.  Confidential  original  classifica¬ 
tion  authority  may  be  exercised  by  officials 
designated  to  exercise  Top  Secret  or  Secret 
original  classification  authority  and  by  such 
subordinate  officials  as  they  may  designate  in 
writing.  Such  designations  shall  be  made  in 
accordance  with  $  159.105  of  the  part  and 
shall  be  limited  further  to  those  officials 
whose  duties  and  responsibilities  are  such  as 
to  Involve  the  origination  and  evaluation  of 
official  information  warranting  Confidential 
classification. 

Top  Secret  Classification  Authorities 

OFFICE,  SECRETARY  OF  DEFENSE 


(21) 

Secretary  of  Defense _  1 

Deputy  Secretary  of  Defense _  1 

Director  of  Defense  Research  and  Engi¬ 
neering  _  1 

Principal  Deputy  Director _  1 

Special  Assistant  (net  technical 

assessment)  _  1 

Assistant  Secretaries  of  Defense _  9 

General  counsel  of  the  Department  of 

Defense _  1 

Special  Assistant  and  Assistant  to  the 
Secretary  and  Deputy  Secretary  of 

Defense _  2 

Assistant  to  the  Secretary  of  Defense 

(Atomic  Energy) _  1 

Chairman,  Military  Liaison  Committee 

(AEC)  _ 1 

Defense  Advisor,  U.S.  Mission  to 

NATO . - . - . -  1 

Director,  Weapons  Systems  Evaluation 
Group  _  1 

ORGANIZATION,  JOINT  CHIEFS  OF  STAFF 

(32) 

Chairman,  Joint  Chiefs  of  Staff _  1 

Assistant  to  the  Chairman,  Joint 

Chiefs  of  Staff _  1 

Assistant  to  the  Chairman,  Joint 
Chiefs  of  Staff  for  Strategic  Arms 

Negotiations  _ _  1 

Director,  Joint  Staff _  1 

Secretary,  Joint  Staff _  1 

Director  for  Personnel,  J-l _  1 

Director  for  Operations,  J-3 _  1 

Vice  Director  for  Operations,  J-3 _  1 

Deputy  Directors  for  Operations, 

J-3  _ 7 

Director  for  Logistics,  J-4 _  1 

Director  for  Plans  and  Policy,  J-5 _  1 

Deputy  Directors  for  Plans  and 

Policy,  J-5 _  3 

Director  for  Communications-Elec- 

tronics,  J-6 _  1 

Chief,  Studies,  Analysis  and  Gaming 

Agency -  1 

Director,  Joint  Continental  Defense 
Systems,  Integration  Planning  Staff.  1 


ORGANIZATION,  JOINT  CHIEFS  OF  STAFF - COnt. 


UJ3.  Representative  to  Military  Com¬ 
mittee,  NATO _  1 

U.S.  Representative  to  Permanent  Mili¬ 
tary  Deputies  Group,  CENTO  (Chief, 

US  Element  CENTO) _  1 

Chairman,  U.S.  Delegation,  United 

Nations  Military  Staff  Committee _  I 

Chairman,  U.S.  Delegation,  Inter- 

American  Defense  Board _  1 

Chairman,  U.S.  Delegation,  Joint 
Brazil-United  States  Defense  Com¬ 
mission  _  1 

Chairman,  U.S.  Delegation,  Joint 
Brazil-United  States  Military  Com¬ 
mission  _  1 

Chairman,  U.S.  section,  Joint  Mexico- 

United  States  Defense  Commission.  1 

Chairman,  U.S.  section,  Canada- 
United  States  Military  Cooperation 

Committee _  1 

Commander  in  Chief,  United  Nations 
Command _  1 

UNIFIED  AND  SPECIFIED  COMMANDS 

(36) 

U.S.  European  Command  (EUCOM)..  2 

Commander  in  Chief _  1 

Chief  of  Staff . .  1 

U.S.  Pacific  Command  (PACOM) _  6 

Commander  in  Chief _  1 

Chief  of  Staff . 1 

Deputy  Chief  of  Staff,  Plans  and 

Operations _  1 

Deputy  Chief  of  Staff  for  Security 
Assistance,  Logistics  and  Ad¬ 
ministration  _  1 

Commander,  U.S.  Military  Assist¬ 
ance  Command,  Vietnam _  1 

Commander,  US.  Military  Assist¬ 
ance  Command,  Thailand _  1 

Continental  Air  Defense  (CONAD) _  10 

Commander  in  Chief _  1 

Chief  of  Staff _ _  1 

Commander  in  Chief,  North  Amer¬ 
ican  Defense  Command  (NO¬ 
RAD)  _  1 

Commanders,  CONAD/NORAD  Re¬ 
gions  (Exc.  22d) _  6 

Deputy  Commander,  22d  NORAD 

Region _  1 

Alaskan  Command  (ALCOM) _  2 

Commander  in  Chief _  1 

Chief  of  Staff _  1 

Southern  Command  (USSOUTHCOM)  _  1 

Commander  in  Chief _  1 

Atlantic  (LANTCOM)... . . . 2 

Commander  in  Chief _  1 

Chief  of  Staff . 1 

Readiness  Command  (CINCRED) _  2 

Commander  in  Chief _  1 

Deputy  Commander _  1 

Strategic  Air  Command  (SAC) _  II 

Commander  in  Chief _  1 

Vice  Commander  in  Chief _  1 

Chief  of  Staff _  1 

Commanders,  Air  Forces  (2,  8, 15)  _  3 

Commander,  1st  Strategic  Aero¬ 
space  Division _ 1 

Commander,  544  Aerospace  Recon¬ 
naissance  Technical  Wing _  1 

Senior  SAC  X-Ray  Representative.  1 

Director,  Strategic  Target  Plan¬ 
ning  -  1 

Deputy  Director _  1 


DEFENSE  AGENCIES 

(213) 


Defense  Advanced  Research  Projects 
Agency  (DARPA) _  2 

Director _  1 

Deputy  Director _  1 

Defense  Civil  Preparedness  Agency 

(DCPA) . . 1 

Director _  1 

Defense  Communications  Agency 

(DCA)  . .  7 

Director _  1 

Vice  Director _ 1 

Chief  of  Staff— . . . -  1 

Deputy  Directors _  4 

Defense  Contract  Audit  Agency 

(DCAA) _  1 

Director _  1 

Defense  Intelligence  Agency  (DIA) _  96 

Director _  1 

Deputy  Director _  1 

Chief  of  Staff . . 1 

Deputy  Directors _  7 

Assistant  Deputy  Director  for  Cl 

and  Security _  1 

Chief,  Operations/Coordination 

Division _ 1 

Chief,  Operational  Intelligence 

Division  _  1 

Defense  Attaches _  83 

Defense  Mapping  Agency  (DMA) _  8 

Director _  I 

Deputy  Director _  1 

Deputy  Director  for  Plans,  Re¬ 
quirements  and  Training _  1 

Deputy  Director  for  Programs,  Pro¬ 
duction  and  Operations _  1 

Director,  DMA  Topographic  Cen¬ 
ter  _  1 

Director,  DMA  Hydrographic  Cen¬ 
ter  _  1 

Director,  DMA  Aerospace  Center _  1 

Director,  Inter -American  Geodetic 

Survey _  1 

Defense  Nuclear  Agency  (DN A) _  4 

Director  _  1 

Deputy  Director,  Operations  and 

Administration _  1 

Deputy  Director,  Science  and 

Technology  _  1 

Commander,  Field  Command _  1 

Defense  Security  Assistance  Agency 

(DSAA)  . . 2 

Director  _  1 

Deputy  Director _  1 

Defense  Supply  Agency  (DSA) _  1 

Director  _  1 

National  Security  Agency  (NSA) _  89 

Director.  NSA/CSS _  1 

Deputy  Director,  NSA _  1 

Deputy  Chief,  CSS _  1 

Executive  Assistant  to  the  Direc¬ 
tor,  NSA  _ _ 1 

Assistant  Directors _  6 

Deputy  Assistant  Directors _  6 

Chief,  Policy  Coordination  Staff—  1 

Chief  of  Operations  Research——  1 

Chief  of  Telecommunications——  1 

Chief,  Installations  and  Logistics.  1 

Inspector  General _  1 

Chiefs  of  Production  Groups _  5 
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defense  agencies — continued 
National  Security  Agency — Continued 


Chiefs  of  NSA  Offices . . 41 

Chief  of  Division,  Policy  Coordina¬ 
tion  Staff _ -  1 

Chiefs  of  NSA  Field  Elements _  12 

Senior  U.S.  Liaison  Officers -  3 

U.S.  Liaison  Officer,  Cheltenham _  1 

NSA  Classification  Advisory  Of¬ 
ficers  _  8 


Defense  Investigative  Service  (DIS) _  2 


Director  _ -  1 

Deputy  Director _  1 


DEPARTMENT  OF  THE  ARMY 


(61) 

Secretary,  Under  Secretary  and  Assist¬ 
ant  Secretaries  of  the  Army _  6 

General  Counsel,  Office  of  the  Secretary 

of  the  Army _  1 

Chief  of  Staff,  Vice  Chief  of  Staff,  As¬ 
sistant  Vice  Chief  of  Staff,  Secretary 

of  the  General  Staff _  4 

Deputy  Chiefs  of  Staff _  3 

Assistant  Chiefs  of  Staff -  3 

Chief  of  Research  and  Development-,  1 

Chief,  Office  of  Reserve  Components..  1 

Chief,  National  Guard  Bureau -  1 

Chief,  Army  Reserve _  1 

Chief  of  Engineers -  1 

Comptroller  of  the  Army -  1 

The  Inspector  General -  1 

Commanding  Generals: 

U.S.  Continental  Army  Command 

(CONARC)  . . 1 

CONUS  Armies -  4 

U.S.  Army  Military  District  of 

Washington _  1 

Army  Components  of  Unified  Com¬ 
mands  _  7 

Seventh  Army _  1 

Eighth  Army -  1 


US.  Armies:  Hawaii  Japan,  Viet¬ 
nam  _ 

U.S.  Army  Base  Command,  Oki¬ 
nawa  _ 

U.S.  Army  Theater  Support  Com¬ 
mand,  Europe _ 

U.S.  Army  Southern  European 

Task  Force - 

U.S.  Army  Materiel  Command _ 

U.S.  Army  Aviation  Systems 

Command  _ 

U.S.  Army  Electronics  Com¬ 
mand  _ 

U.S.  Army  Missile  Command - 

U.S.  Army  Mobility  Equipment 

Command _ 

U.S.  Army  Munitions  Command _ 

U.S.  Army  Tank-Automotive 

Command  _ 

U.S.  Army  Test  and  Evaluation 

Command  _ 

U.S.  Army  Weapons  Command _ 

U.S.  Army  Combat  Develop¬ 
ments  Command _ 

U.S.  Army  Strategic  Communi¬ 
cations  Command _ 

U.S.  Army  Security  Agency _ 

U.S.  Army  Intelligence  Com¬ 
mand  _ 

Safeguard  System  Manager _ 

Commanding  General,  Safe¬ 
guard  System  Command _ 

Commander,  Safeguard  System 
Evaluation  Agency _ 

Department  of  the  Navy 
(119) 

Secretary  of  the  Navy,  Under  Secre¬ 
tary  and  Assistant  Secretaries  of  the 


Navy _  6 

General  Counsel  of  the  Navy _  1 

Chief  of  Naval  Research _  1 

Director,  Naval  Research  Laboratory.  _  1 


Department  of  the  Navy — Continued 


Chief  and  Vice  Chief  of  Naval  Opera¬ 
tions  _  2 

Assistant  Vice  Chief  of  Naval  Opera¬ 
tions/Director  of  Naval  Adminis¬ 
tration  (Op-09B) _  1 

Director  of  Naval  History  (Op- 

09BH)  _  1 

Navy  Inspector  General  (Op-008) _  1 

Director,  Office  of  Navy  Program  Plan¬ 
ning  (Op-090) _  1 

Director,  General  Planning  and 

Programming  Division  (Op-90)  .  1 


Director,  Systems  Analysis  Division 

(Op-96)  _ 

Director,  Office  of  Tactical  Electro¬ 
magnetic  Programs  (Op -093) _ 

Director,  Office  of  Command  Support 


Programs  (Op-094)  _  1 

Director,  Naval  Communications 
Division  ( Op-94 1 )  /Commander 

Naval  Communications  Com¬ 
mand  _  1 

Director,  Naval  Intelligence  Divi¬ 
sion  (Op-942) /Commander, 

Naval  Intelligence  Command--  1 

Head,  Security  of  Military  Infor¬ 
mation  Branch  (Op-942D) _  1 

Director,  Fleet  Readiness  Liaison 
and  Command  Information 

Support  Division  (Op-943) _  1 

Director,  Signals  Exploitation  and 
Security  Division  (Op-944)/ 
Commander,  Naval  Security 

Group  Command _  1 

Director,  Meteorology  Division 
(Op-945) /Commander  Naval 

Weather  Service _  1 

Director,  Reconnaissance  Ocean 
Surveillance  Division  (Op-946) .  I 

Director.  Office  of  Antisubmarine  War¬ 
fare  Program  (Op-095) _  1 

Director,  Office  of  Research,  Develop- 

098)  1 

Director,  Research  and  Develop¬ 
ment  Programing  Division 

(Op— 980)  _ 1 

Director,  Undersea  and  Strategic 
Warfare  Development  Division 

(Op-981) . 1 

Director,  Tactical  Air.  Surface, 
and  Electronic  Warfare  Divi¬ 
sion  (Op-982) _  1 

Director,  Test  and  Evaluation 

Division  (Op-983) _  1 

Director,  Research  and  Develop¬ 
ment  Support  Division  (Op- 

984)  .  1 

Director,  Atomic  Energy  Division 

(Op-985) _  1 

Director,  Navy  Space  and  Com¬ 
mand  Support  Division  (Op- 

986)  . . 1 

Deputy  Chief  of  Naval  Operations 
(Manpower  and  Naval  Reserve) 

(Op-01) /Chief  of  Naval  Personnel _  1 

Deputy  Chief  of  Naval  Operations 

(Submarine  Warfare)  (Op-02) _  1 

Director,  Submarine  Systems  and 

Support  Division  (Op-20) _  1 

Director,  Strategic  Submarine 
Division  and  TRIDENT  Pro¬ 
gram  Coordinator  (Op-21) _  1 

Director,  Attack  Submarine  Divi¬ 
sion  and  SSN  Program  Coordi¬ 
nator  (Op-22) _  1 

Director.  Deep  Submergence  Sys¬ 
tems  Division  and  Deep  Sub¬ 
mergence  Program  Coordinator 

(Op-23)  1 

Deputy  Chief  of  Naval  Operations 

(Surface  Warfare)  (Op-03) _  1 

Director,  Surface  Warfare  Division 

(Op-32)  . 1 

Director,  Combat  Systems  Divi¬ 
sion  (Op-35) _  1 

Director,  Ship  Acquisition  and 
Improvement  Division  (Op- 
36)  . 1 


Department  of  the  Navy — Continued 


Deputy  Chief  of  Naval  Operations 

(Logistics)  (Op-04) _  1 

Director,  Logistics  Plans  Division 

(Op-40)  . . — . . -  1 

Director,  Material  Division  (Op- 

41)  _  1 

Director,  Ship  Material  Readiness 

Division  (Op-43) _  1 

Director,  Shore  Installation  Divi¬ 
sion  (Op-44) _  1 

Deputy  Chief  of  Naval  Operations  (Air 

Warfare)  (Op-05) _  1 

Director,  Aviation  Plans  and  Re¬ 
quirements  Division  (Op-50)  —  1 

Director,  Aviation  Programs  Divi¬ 
sion  (Op-51) _  1 

Director,  Air  Warfare  Division 

(Op-55)  . . - .  1 

Deputy  Chief  of  Naval  Operations 

(Plans  and  Policy)  (Op-06) -  1 

Director,  Strategic  Plans  and 

Policy  Division  (Op-60) -  1 

Director,  Politico-Military  Policy 

Division  (Op-61) _  1 

Director,  Strategic  Offensive  and 
Defensive  Systems  Division 

(Op-62)  . —  1 

Director,  Foreign-Military  Assist¬ 
ance  and  Sales  Division  (Op- 

63)  . 1 

Commander  Military  Sealift  Com¬ 
mand  _  1 

Chief  and  Vice  Chief  of  Naval 

Material  _  2 

Director  of  Navy  Laboratories -  1 

Commander,  Naval  Air  Systems  Com¬ 
mand  _  1 

Commander,  Naval  Electronics  Systems 

Command _  1 

Commander,  Naval  Facilities  Engi¬ 
neering  Command -  1 

Commander,  Naval  Ordnance  System 

Command _ -  1 

Commander,  Naval  Ship  Systems  Com¬ 
mand  _  1 

Commander,  Naval  Supply  Systems 

Command _  1 

Commander,  Naval  Weapons  Center, 

China  Lake,  Calif -  1 

Commander  in  Chief : 

U.S.  Pacific  Fleet _  1 

U.S.  Atlantic  Fleet _  1 

U.S.  Naval  Forces  Europe _  1 

Commanders: 

1st,  2d,  6th,  and  7th  Fleets -  4 

Commanders,  U.S.  Naval  Forces: 

Azores,  Japan,  Iceland,  Marianas, 

Philippines,  Korea,  Vietnam _  7 

Commander,  Middle  East  Force -  1 

Commander,  South  Atlantic  Force, 

U3.  Atlantic  Fleet _ _  1 

Commander,  Key  West  Force _  1 

U.S.  Commander,  Eastern  Atlantic -  1 

Oceanographer  of  the  Navy _  1 

Commander,  U.S.  Taiwan  Defense 

Command,  Pacific  Fleet _  1 

Commander,  U.S.  Antisubmarine  War¬ 
fare  Force : 

U.S.  Atlantic  Fleet- . 1 

U.S.  Sixth  Fleet. . 1 

U.S.  Pacific  Fleet . . .  1 

Commander,  Naval  Air  Force : 

U.S.  Atlantic  Fleet . . .  1 

U.S.  Pacific  Fleet _  1 

Commander,  Amphibious  Force : 

U.S.  Atlantic  Fleet _  1 

U.S.  Pacific  Fleet _  1 

Commander.  Cruiser-Destroyer  Force: 

U.S.  Atlantic  Fleet _  1 

U3.  Pacific  Fleet _  1 

Commander,  Submarine  Force : 

US.  Atlantic  Fleet _ 1 

U.S.  Pacific  Fleet. . 1 

Commander,  Service  Force  : 

U.S.  Atlantic  Fleet _ _  1 

U.S.  Pacific  Fleet _  1 
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Department  of  the  Navy — Continued 


Commander,  Mine  Warfare  Force,  U.S. 

Navy  _  1 

Commandant  and  Assistant  Comman¬ 
dant  of  the  Marine  Corps _  2 

Chief  of  Staff  Marine  Corps _  1 

Deputy  Chiefs  of  Stair  Marine  Corps: 

Manpower  _  1 

Plans  and  Programs _  1 

Research,  Development,  and  Stud¬ 
ies  _  1 

Air  _ 1 

Assistant  Chiefs  of  Staff  Marine  Corps.  4 

Quartermaster  General,  Marine  Corps.  1 
Commanding  General,  Marine  Corps 
Education  and  Development  Com¬ 
mand,  Quantico,  Va _  1 

Commanding  Generals: 

Fleet  Marine  Force,  Atlantic _  1 

Fleet  Marine  Force,  Pacific _  1 

Department  of  the  Air  Force 
(110) 

Secretary  and  Under  Secretary -  2 

Assistant  Secretaries -  4 

General  Counsel _  1 

Director  of  Space  Systems -  1 

Chief  and  Vice  Chief  of  Staff _  2 

Assistant  Vice  Chief  of  Staff _  1 

Deputy  Chiefs  of  Staff : 

Personnel  _  1 

Programs  and  Resources _  1 

Plans  and  Operations -  1 

Assistant,  Plans  and  Opera¬ 
tions  _  1 

Research  and  Development _  1 

__  Assistant,  Research  and  De¬ 
velopment  _  1 

Systems  and  Logistics _  1 

Assistant  Systems  and  Log¬ 
istics  I _  1 

The  Inspector  General _  1 

Assistant  Chiefs  of  Staff : 

Intelligence  _  1 

Studies  and  Analysis _  I 

Aerospace  Defense  Command: 

Commander  and  Vice  Commander.  2 

Chief  of  Staff .  1 

Commanders,  Air  Divisions _  6 


Department  of  the  Air  Force — Continued 
Aerospace  Defense  Command — Continued 


Commander,  14  Aerospace  Force _  1 

Commander,  Air  Defense  Weapons 

Center _ 1 

U.S.  Air  Forces  in  Europe : 

Commander  in  Chief,  Vice  Com¬ 
mander  in  Chief _  2 

Chief  of  Staff _  I 

Commanders,  Air  Forces  (3,  16, 

17)  . 3 

U.S.  Air  Force  Southern  Command : 

Commander  and  Vice  Commander.  2 

Chief  of  Staff. . 1 

Commander,  24th  Operations 

Wing  .  1 

Pacific  Air  Force : 

Commander  in  Chief _  1 

Vice  Commander  in  Chief _  1 

Chief  of  Staff _  1 

Commanders,  Air  Forces  (5,  7, 13)  _  3 

Commander,  326  Air  Division _  1 

Commander,  6486  Air  Base  Wing _  1 

Alaskan  Air  Command : 

Commander  and  Vice  Commander.  2 

Chief  of  Staff _ 1 

Military  Airlift  Command : 

Commander  and  Vice  Commander.  2 

Tactical  Air  Command: 

Commander  and  Vice  Commander.  2 

Chief  of  Staff _ 1 

Commanders,  Air  Forces  (9,  12, 

19)  .  3 

Commander,  USAF  Special  Opera¬ 
tions  Force _  1 

Commander,  Tactical  Air  Warfare 

Center _  1 

Commander,  Tactical  Fighter 

Weapons  Center _ 1 

Air  Force  Systems  Command : 

Commander  and  Vice  Com¬ 
mander  _  2 

Chief  of  Staff... .  1 

Commanders : 

Air  Force  Special  Weapons 

Center _ 1 

Vice  Commander _ 1 

Foreign  Technology  Division.  1 

Vice  Commander _ -  1 


Department  of  the  Air  Force — Continued 
Air  Force  Systems  Command — Continued 
Commanders — Continued 


Rome  Air  Development 

Center _ 1 

Vice  Commander _  1 

Space  and  Missile  Systems 

Organization  _ _ 1 

Vice  Commander _ 1 

Deputy  for  Satellite  Pro¬ 
grams  _ 1 

Electronic  Systems  Division..  1 

Vice  Commander _  1 

Aeronautical  Systems  Divi¬ 
sion  _ 1 

Vice  Commander _ 1 

Air  Force  Avionics  Labora¬ 
tory  _ 1 

Aero  Propulsion  Laboratory _  1 

Flight  Dynamics  Laboratory _  1 

Materiel  Laboratory _  1 

Aerospace  Research  Laboratory _  1 

Weapons  Laboratory _  1 

Vice  Commander _  1 

Cambridge  Research  Laboratory _  1 

Commander,  Air  Force  Reserve _  1 

Air  Force  Communications  Service: 

Commander  and  Vice  Commander.  2 

Commanders,  Communications 
Areas: 

European  _  1 

Pacific  _  1 

Tactical _  1 

Southern  _  1 

Northern _  1 

Commander,  Alaskan  Communi¬ 
cations  Region _ 1 

Commander,  1978  Communica¬ 
tions  Group -  1 

Commander,  3  Mobile  Communi¬ 
cations  Group _  1 

Air  Force  Logistics  Command: 

Commander  and  Vice  Commander.  2 

Chief  of  Staff _  1 

Commanders,  Air  Materiel  Areas 
(Oklahoma,  Ogden,  San  Antonio, 
Sacramento,  Warner  Robins) ...  5 

U.S.'  Air  Force  Security  Service: 

Commander  and  Vice  Commander.  2 


1  159.1500—1 — Appendix  B — Equivalent  Forfipn  Security  Qanificatioiu. 

Country  TOP  SECRET  SECRET  ”  ‘  CONFIDENTIAL 


Argentina 

ESTFJCTAMENTE  SECRETO 

SECRETO 

CONFIDENCIAL 

Australia 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

Austria 

STRENG  CEHEIM 

GEHELM 

VERSCHLUSS 

KUR  FUR  DEN 
DIENSTGEBRAUCIf 

Belgium  (French) 

(Flemish) 

TRSS  SECRET 

ZEEE  GEHEM 

SECRET 

GEHEIM 

CONFIDENTIEL 

VERTROUWELUK 

DIFFUSION 

RESTREINTS 

BEPERTKE 

versfreidino 

Bolivia 

SUPERSBCRETO  or 

MUY  SECRETO 

SECRETO 

CONFIDENCIAL 

Brazil 

ULTRA  SECRETO 

SECRETO 

CONFIDENTIAL 

RESERVADO 

Cambodia 

TR2S  SECRET 

SECRET 

secret/confidentiel 

Canada 

TCP  SECRET 

SECRET 

CONFIDENTIAL 

RESTRICTED 

Chile 

SECRETO 

SECRETO 

RESERVADO 

RESERVADO 

Columbia  (two 

systems) 

MOT  SECRETO 
ESTRICTAMENTG 

RESERVADO 

SECRETO 

SECRETO 

CONFIDENCIAL 

RESERVADO 

CONFIDENCIAL 

RESERVADO* 

Ccsta  Rica 

ALTO  SECRETO 

SECRETO 

CONFIDENCIAL 

Benmark 

YDERST  HE>MELIGT 

BEMMELIGT 

FORTROLIGT 

TIL  TJENESIB 
BRUG 

Bcuador 

SECRETISIMO 

SECRETO 

CONFIDENCIAL 

RESERVADO 
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Country 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

El  Salvador 

SSCRETISIMO 

SECRETO 

CONFI DENCIAL 

RESERVADO 

Ethiopia 

TEMIAZ  BIRTOU  MISTER 

MXSTIR 

KIIKIL 

Finland 

ERITTAIN  EALAHTES 

SALAINEN 

henkdlOKohtainek 

VAIKVIRiCAPAL- 

veluksissakK- 

tettkvSKsi 

Fiance  (eff  5/l/67) 

bbchet/defense** 

CONFI DENTIEL/DEFENSE 

DIFFUSION 

RESTREINTE 

Germany 

STRENG  GEHEIM 

GEHEIM 

VERTRAULICH 

VS-NUR  FtiR  DEN 
DIENSTGEBRAUCU 

Greece 

ETNA  AKPflE 

AKPnr 

AJIOPPHTON 

DEPIDPIDMENHC 

AJIOPPHTOS 

•ANOPPHTON 

emjiieTeytikon 

XPHEEQL 

Guatemala 

ALTO  SECRETO 

SECRETO 

CONFI  DENCIAL 

RESERVADO 

Haiti 

SECRET 

CONFIDENTIAL 

Honduras 

SUPER  SCERE'i’O 

SECRETO 

CONFI  DENCIAL 

RESERVADO 

Hens  Kong 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

RESTRICTED 

Hungary 

SZIGORUAN  TITKOS 

TITKOS 

j  r'ZALMAS 

India 

TOP  SECRET 

SECRET  CONFIDENTIAL 

CONFIDENTIAL 

RESTRICTED 

Indonesia 

SAUGAT  RAKASIA 

RAHASIA 

KEPERT  JAJAAN 

TERBATAS 

Iran 

BEKOLI  SERRI 

SERRI 

KKEILI  MAHRAMANEff 

MAHRAMANEN 

AJ  U 

Iran 

*  l }J- 

(Absolutely  secret) 

(Secret) 

f 

Jj  iM 

(Limited) 

Country 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

Ireland 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

RESTRICTED 

Gaelic 

Ah-SICREIDEACit 

SICRSIDEACH 

RUN  DA 

SRIANTA 

Israel 

SODI  BEYOTER 

SODI 

SHAMUR 

MUGBAL 

mi'a,  'iin 

'110 

iir» 

V3A1D 

Italy 

SEGRETISSIMO 

SEGRETO 

R1SERVATISSIM0 

RISERVATO 

Japan 

KIMJTSU 

COKUHI 

HI 

TORI ATSUKAIC  HUl 

-4&* 

BUG  AIHI  pjj  ?]• 

Jordan 

•if 

f 

Korea 

It 

OfrwVj) 

It 

ILKUP  PIMIL 

IK  UP  PIMIL 

SAM  KUP  PIMIL 

Laos 

IRES  SECRET 

SECRET 

secret/confi dentiel 

DIFFUSION 

RESTREINTE 

Lebanon 

TRES  SECRET 

SECRET 

CONFI DENTI EL 

* 

Mexico 

SECRETO 

SECRETO 

CONFI  DENCIAL 

Netherlands 

ZEER  GEHEIM 

GEHEIM 

CONFI DENTIEEL  or 

DIENSTGEKEIM 

VERTROUVfELIJK 

. 

New  Zealand 

TO?  SECRET 

SECRET 

CONFIDENTIAL 

RESTRICTED 

Nicaragua 

ALTO  SECRETO 

SECRETO 

CONFI DENCIAL 

RESERVADO 

Norway 

FTRENGT  HEMMELI® 

HEMMELIO 

FORTROLIO 

Pakistan 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

RESTRICTED 

Paraguay 

ALTO  SECRETO 

SECRETO 

CQNFI DENCIAL 

RESERVADO 
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Country 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

Peru 

ESTRICTAMENT3  SECRETO 

SECRETO 

RESERVADO 

CONFIDENCIAL 

Philippines 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

RESTRICTED 

Portugal 

MJITO  SECRETO 

SECRETO 

CONFIDENCIAL 

RESERVADO 

Spain 

MAXIMO  SECRETO 

SECRETO 

CONFIDEHCIAL 

LIFFUSSION 

LIMITADA 

Sweden 

JhemlicI 

[‘hemlig) 

(Red  Borders) 

Switzerland 

French 

German 

(Throe  languages.  TCP  SECRET  has  a  registration 
from  SECRET  and  CONFIDENTIAL. ) 

SECRET  SECRET 

STREIG  GEHEIM  GEHEIM 

number  to  distinguish 

SECRET 

VERTRAULICIt 

RESERVE  A  L’USAGB 
EXCLUSIVE  DU 
SERVICE 

NUR  FUR  DIENST- 
LICHEN  GEBRAUCH 

Italian 

SECRETO 

SEGRETO 

SEGRETO 

AD  EXCLUSIVO  USO 
DI  SERVIZIO 

Taiwan 

4' 2 

Thailand 

„  J 

LUQ  IT  SOOD  VLYtn 

LUB  KAAK  tUJinn 

LUB 

pok  pid  llr.iJh 

Turkey 

f  OK  GiZLi 

GiZLi 

8zel 

HIZMETE  BZEL 

Union  of  South 
Africa 

English 

TOP  SECRET 

SECRET 

CONFIDENTIAL 

RESTRICTED 

Afrikaans 

UITERS  GEHEIM 

GEHEIM 

VERTRCUL3K 

EEPEPK 

United  Arab  Republic 
(Egypt)* 

TCP  SECRET 

lo> 

VERY  SECRET 

97* 

"SC RET 

j  y  ^  | 

OFFICIAL 

Country 

TCP  SECRET 

SECRET 

CONFIDENTIAL 

United  Kingdom 

TCP  SECRET 

SECRET 

CONFIDENTIAL 

RESTRICTED 

Uraguay 

SECRETO 

SECRETO 

CONFIDENCIAL 

RESERVADO 

USSR 

COBEFIHEKHO 

CEKPETHO 

CEKPETHO 

HE  nOZUIERAIUHii. 
OrAALEHHD 

AJW  CJPiJiEEHOrO 
n0AE30BAH<m 

Viet  Nam 

French 

TRES  SECRET 

SECRET 

CONFIDENTIEL 

CONFIDENTIEL 

Vietnamese 

(fol-M^T 

mSt 

✓ 

KIN 

TU  MAT 

NOTE:  In  all  instances  foreign  security  classification  systems  are  not  exactly  parallel  to  the  United  States 

system  and  exact  equivalent  classifications  cannot  be  stated.  The  classifications  given  above  represent 
the  nearest  comparable  designations  which  are  used  to  signify  degrees  of  protection  and  control  similar 
to  those  prescribed  for  the  equivalent  United  States  classifications. 

♦♦Pursuant  to  advice  received  from  the  French  Government,  effective  May  1,  I967,  all  French  material  marked 
"SECRET.-DEFEKSE"  is  to  be  treated  in  the  manner  normally  applied  to  material  classified  at  the  TOP  SECRET 
level.  The  French  classification  "SECRET-DEFENSE"  is  stated  to  be "equivalent  to  'TOP  SECRET'  and  'SECRET'" 
and  is  to  be  afforded  the  protection  equal  to  that  provided  by  the  "highest  security  classification  used  by 
foreign  and  allied  systems."  There  will  be  no  French  classification  equivalent  to  US  SECRET  for  material 
created  after  May  1,  1967.  No  changes  are  necessary  with  respect  to  currently  held  French  material  marked 
TEES  SECRET  or  SECRET. 


FEDERAL  REGISTER,  VOL.  37,  NO.  150 — THURSDAY,  AUGUST  3,  1972 


RULES  AND  REGULATIONS 


15685 


§  139.1500—2  Appendix  C— General  Ac- 
rounting  Office  Officials  Authorized 
To  Certify  Security  Clearances  (see 
§  159.700— 6(c)). 

The  Comptroller  General,  his  Deputy,  and 

Assistants. 

The  General  Counsel  and  Deputy  General 
Counsel. 

The  Director  and  Deputy  Director,  Ofllce 
of  Personnel  Management. 

The  Director  and  Deputy  Director,  Ofllce 
of  Policy. 

The  Directors,  Deputy  Directors,  Associate 
Directors,  and  Assistant  Directors  of  the  fol¬ 
lowing  Divisions: 

General  Government  Resources  and  Eco¬ 
nomic  Development. 

Resources  and  Economic  Development. 
Manpower  and  Welfare. 

International. 

Transportation  and  Claims. 

Procurement  and  Systems  Acquisition. 
Federal  Personnel  and  Compensation. 
Logistics  and  Communications. 

Financial  and  General  Management  Studies. 

Regional  Managers: 

Atlanta,  Ga.;  Boston,  Mass.;  Chicago,  HI.; 
Cincinnati,  Ohio;  Dallas,  Tex.;  Denver, 
Colo.;  Detroit,  Mich.;  Kansas  City,  Mo.;  Los 
Angeles,  Calif.;  New  York,  N.Y.;  Philadel¬ 
phia,  Pa.;  San  Francisco,  Calif.;  and  Wash¬ 
ington,  D.C. 

§  159.1500—3  Appendix  D — Instructions 
Governing  Use  of  Code  Words,  Nick¬ 
names,  and  Exercise  Terms  (see 
159.701-10). 

1.  Definitions. 

a.  Using  component.  The  DOD  compo¬ 
nent  to  which  a  code  word  is  allocated  for 
use,  and  which  assigns  to  the  word  a  classi¬ 
fied  meaning,  or  which  originates  nicknames 
and  exercise  terms  using  the  procedure  es¬ 
tablished  by  the  Joint  Chiefs  of  Staff. 

b.  Code  word.  Word  selected  from  those 
listed  in  Joint  Army,  Navy,  Air  Force  Pub¬ 
lication  (JANAP)  299  and  subsequent  vol¬ 
umes,  and  assigned  a  classified  meaning  by 
appropriate  authority  to  Insure  proper  secu¬ 
rity  concerning  intentions,  and  to  safeguard 
information  pertaining  to  actual,  real  world 
military  plans  or  operations  classified  as 
Confidential  or  higher.  A  code  word  shall  not 
be  assigned  to  test,  drill  or  exercise  activities. 
A  code  word  is  placed  in  one  of  three  cate¬ 
gories: 

(1)  Available — Allocated  to  the  using  com¬ 
ponent.  Available  code  words  individually 
will  be  unclassified  until  placed  in  the  active 
category. 

(2)  Active — Assigned  a  classified  meaning 
and  current. 

(3)  Canceled — Formerly  active,  but  dis¬ 
continued  due  to  compromise,  suspected 
compromise,  cessation  or  completion  of  the 
operation  to  which  the  code  word  per¬ 
tained.  Canceled  code  words  individually  will 
be  unclassified  and  remain  so  until  returned 
to  the  active  category. 

c.  Nickname.  A  combination  of  two  sepa¬ 
rate  unclassified  words  which  is  assigned  an 
unclassified  meaning  and  is  employed  only 
for  unclassified  administrative,  morale,  or 
public  information  purposes. 

d.  Exercise  term.  A  combination  of  two 
unclassified  words  used  exclusively  to  desig¬ 
nate  a  test,  drill,  or  exercise.  An  exercise 
term  is  employed  to  preclude  the  possibility 
of  confusing  exercise  directions  with  actual 
operations  directives. 

2.  Policy  and  procedure. 

a.  Code  words.  The  Joint  Chiefs  of  Staff 
are  responsible  for  allocating  words  or  blocks 
of  code  words  from  JANAP  299  to  DOD  com¬ 
ponents.  DOD  components  may  request  allo¬ 
cation  of  such  code  words  as  required  and 
may  reallocate  available  code  words  within 
their  organizations,  in  accordance  with  in¬ 


dividual  policies  and  procedure,  subject  to 
applicable  rules  set  forth  herein. 

(1)  A  permanent  record  of  all  code  words 
shall  be  maintained  by  the  Joint  Chiefs  of 
Staff. 

(2)  The  using  component  shall  account  for 
available  code  words  and  maintain  a  record 
of  each  active  code  word.  Upon  being  can¬ 
celed,  the  using  component  shall  maintain 
the  record  for  2  years;  thence  the  record  of 
each  code  word  may  be  disposed  of  in  accord¬ 
ance  with  current  practices,  and  the  code 
word  returned  to  the  available  Inventory. 

b.  Nicknames. 

(1)  Nicknames  may  be  assigned  to  actual, 
real  world  events,  projects,  movement  of 
forces,  or  other  nonexercise  activities  in¬ 
volving  elements  of  information  of  any  classi¬ 
fication  category,  but  the  nickname,  the 
description  or  meaning  its  represents,  and  the 
relationship  of  the  nickname  and  its  mean¬ 
ing  must  be  unclassified.  A  nickname  is  not 
designed  to  achieve  a  security  objective. 

(2)  Nicknames,  improperly  selected,  can  be 
counterproductive.  A  nickname  must  be 
chosen  with  sufficient  care  to  Insure  that  it 
does  not: 

(a)  Express  a  degree  of  bellicosity  incon¬ 
sistent  with  traditional  American  ideals  or 
current  foreign  policy; 

(b)  Convey  connotations  offensive  to  good 
taste  or  derogatory  to  a  particular  group, 
sect,  or  creed;  or, 

(c)  Convey  connotations  offensive  to  our 
allies  or  other  Free  World  Nations. 

(3)  The  following  shall  not  be  used  as 
nicknames: 

(a)  Any  two-word  combination  voice  call 
sign  found  in  JANAP  119  or  Allied  Commu¬ 
nications  Publication  (ACP)  119.  (However, 
single  words  in  JANAP  119  or  ACP  119  may 
be  used  as  part  of  a  nickname  if  the  first 
word  of  the  nickname  does  not  appear  in 
JANAP  299  and  subsequent  volumes.) 

(b)  Combination  of  words  including  word 
"project,”  “exercise,”  or  "operation.” 

(c)  Words  which  may  be  used  correctly 
either  as  a  single  word  or  as  two  words,  such 
as  "moonlight.” 

(d)  Exotic  words,  trite  expressions,  or  well- 
known  commercial  trademarks. 

(4)  The  Joint  Chiefs  of  Staff  shall: 

(a)  Establish  a  procedure  by  which  nick¬ 
names  may  be  authorized  for  use  by  DOD 
components. 

(b)  Prescribe  a  method  for  the  using  com¬ 
ponents  to  report  nicknames  used. 

(5)  The  Heads  of  DOD  components  shall: 

(a)  Establish  controls  within  their  or¬ 
ganizations  for  the  assignment  of  nicknames 
authorized  under  subparagraph  (4)  (a) 
above. 

(b)  Under  the  procedures  established,  ad¬ 
vise  the  Joint  Chiefs  of  Staff  of  nicknames  as 
they  are  assigned. 

c.  Exercise  term. 

(1)  Exercise  terms  may  be  assigned  only 
to  tests,  drills,  or  exercises  for  the  purpose 
of  emphasizing  that  the  event  is  a  test,  drill, 
or  exercise  and  not  an  actual  real  world 
operation.  The  exercise  term,  the  description 
or  meaning  it  represents,  and  the  relation¬ 
ship  of  the  exercise  term  and  its  meaning 
can  be  classified  or  unclassified:  A  classified 
exercise  term  is  designed  to  simulate  actual 
use  of  DOD  code  words  and  must  be  employed 
using  identical  security  procedures  through¬ 
out  the  planning,  preparation  and  execution 
of  the  test,  drill,  or  exercise  to  Insure  realism. 

(2)  Selection  of  exercise  terms  will  follow 
the  same  guidance  as  contained  in  para¬ 
graphs  2.b  (2)  and  (3)  above. 

(3)  The  Joint  Chiefs  of  Staff  shall: 

(a)  Establish  a  procedure  by  which  exer¬ 
cise  terms  may  be  authorized  for  use  by  DOD 
components. 

(b)  Prescribe  a  method  for  the  using  com¬ 
ponents  to  report  exercise  terms  used. 

(4)  The  heads  of  DOD  components  shall: 


(a)  Establish  controls  within  their  or¬ 
ganizations  for  the  assignment  of  exercise 
terms  authorized  under  subparagraph  (3) 
above. 

(b)  Under  the  procedures  established,  ad¬ 
vise  the  Joint  Chiefs  of  Staff  of  exercise  terms 
as  they  are  assigned. 

3.  Assignment  of  classified  meanings  to 
code  words. 

a.  The  DOD  component  responsible  for  the 
development  of  a  plan  or  the  execution  of  an 
operation  shall  be  responsible  for  determin¬ 
ing  whether  to  assign  a  code  word. 

b.  Code  words  shall  be  activated  for  the 
following  purposes  only: 

(1)  To  designate  a  classified  military  plan 
or  operation; 

(2)  To  designate  classified  geographic  lo¬ 
cations  in  conjunction  with  plans  or  opera¬ 
tions  referred  to  in  ( 1 )  above;  or, 

(3)  To  conceal  intentions  in  discussions 
and  messages  or  other  documents  pertaining 
to  plans,  operations,  or  geographic  locations 
referred  to  in  (1)  and  (2)  above. 

c.  The  using  component  shall  assign  to  a 
code  word  a  specific  meaning  classified  Top 
Secret,  Secret,  or  Confidential,  commensurate 
with  military  security  requirements.  Code 
words  shall  not  be  used  to  cover  unclassified 
meanings.  The  assigned  meaning  need  not  in 
all  cases  be  classified  as  high  as  the  classifi¬ 
cation  assigned  to  the  plan  or  operation  as 
a  whole. 

d.  Code  words  shall  be  selected  by  each 
using  component  in  such  manner  that  the 
word  used  does  not  suggest  the  nature  of  its 
meaning. 

e.  A  code  word  shall  not  be  used  repeatedly 
for  similar  purposes;  i.e.,  if  the  initial  phase 
of  an  operation  is  designated  "Meaning,” 
succeeding  phases  should  not  be  designated 
“Meaning  II”  and  “Meaning  III,”  but  should 
have  different  code  words. 

f.  Each  DOD  component  shall  establish 
policies  and  procedures  for  the  control  and 
assignment  of  classified  meanings  to  code 
words,  subject  to  applicable  rules  set  forth 
herein. 

4.  Notice  of  assignment,  dissemination,  and 
cancellation  of  code  words  and  meanings. 

a.  The  using  component  shall  promptly 
notify  the  Joint  Chiefs  of  Staff  when  a  code 
word  is  made  active,  indicating  the  word, 
and  its  classification.  Similar  notice  shall  be 
made  when  any  changes  occur,  such  as  the 
substitution  of  a  new  word  for  one  previously 
placed  in  use. 

b.  The  using  component  is  responsible  for 
further  dissemination  of  active  code  words 
and  meanings  to  all  concerned  activities,  to 
include  classification  of  each. 

c.  The  using  component  is  responsible  for 
notifying  the  Joint  Chiefs  of  Staff  of  can¬ 
celed  code  words.  This  cancellation  report  is 
considered  final  action,  and  no  further  re¬ 
porting  or  accounting  of  the  status  of  the 
canceled  code  word  will  be  required. 

5.  Classification  and  downgrading  instruc¬ 
tions. 

a.  During  the  development  of  a  plan,  or 
the  planning  of  an  operation  by  the  head¬ 
quarters  of  the  using  component,  the  code 
word  and  its  meaning  shall  have  the  same 
classification.  When  dissemination  of  the 
plan  to  other  DOD  components  or  to  sub¬ 
ordinate  echelons  of  the  using  component  is 
required,  the  using  component  may  down¬ 
grade  the  code  words  assigned  below  the  clas¬ 
sification  assigned  to  their  meanings  in  order 
to  facilitate  additional  planning,  implemen¬ 
tation,  and  execution  by  such  other  com¬ 
ponents  or  echelons.  To  facilitate  this  plan¬ 
ning  code  words  shall  not  be  downgraded  be¬ 
low  Confidential. 

b.  A  code  word  which  is  replaced  by 
another  code  word  due  to  a  compromise  or 
suspected  compromise,  or  for  any  other  rea¬ 
son,  shall  be  canceled,  and  classified  Con¬ 
fidential  for  a  period  of  2  years,  after  which 
the  code  word  will  become  Unclassified. 
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c.  When  a  plan  or  operation  Is  discon¬ 
tinued  or  completed,  and  Is  not  replaced  by 
a  similar  plan  or  operation  but  the  meaning 
cannot  be  declassified,  the  code  word  as¬ 
signed  thereto  shall  be  cancelled  and  classi¬ 
fied  Confidential  for  a  period  of  2  years,  or 
until  the  meaning  is  declassified,  whichever 
is  sooner,  after  which  the  code  word  will 
become  Unclassified. 

d.  In  every  case,  whenever  a  code  word  is 
referred  to  in  documents,  the  security  classi¬ 
fication  of  the  code  word  shall  be  placed  in 
parentheses  immediately  following  the  code 
word,  l.e.,  “Label  (C).” 

e.  When  the  meaning  of  a  code  word  no 
longer  requires  a  classification,  the  using 
component  shall  declassify  the  meaning  and 
the  code  word  and  return  the  code  word  to 
the  available  inventory. 

6.  Security  practices. 

a.  The  meaning  of  a  code  word  may  be  used 
in  a  message  or  other  document,  together 
with  the  code  word,  only  when  it  is  essen¬ 
tial  to  do  so.  Active  code  words  may  be  used 
in  correspondence  or  other  documents  for¬ 
warded  to  addressees  who  may  or  may  not 
have  knowledge  of  the  meaning.  If  the  con¬ 
text  of  a  document  contains  detailed  in¬ 
structions  or  similar  Information  which  indi¬ 
cates  the  purpose  or  nature  of  the  related 
meaning,  the  active  code  word  shall  not  be 
used. 

b.  In  handling  correspondence  pertaining 
to  active  code  words,  care  shall  be  used  to 
avoid  bringing  the  code  words  and  their 
meanings  together.  They  should  be  han¬ 
dled  in  separate  card  files,  catalogs,  indexes, 
or  lists,  enveloped  separately  and  dispatched 
at  different  times  so  that  they  do  not  travel 
through  mail  or  courier  channels  together. 

c.  Code  words  shall  not  be  used  for  ad¬ 
dresses,  return  addresses,  shipping  designat¬ 
ors,  file  Indicators,  call  signs,  identification 
signals,  or  for  other  similar  purposes. 

7.  All  code  words  formerly  categorized  as 
"inactive’’  or  “obsolete”  shall  be  placed  in 
the  current  canceled  category  and  classified 
Confidential.  Unless  otherwise  restricted,  all 
code  words  formerly  categorized  as  “can¬ 
celed’’  or  “available”  shall  be  Individually  de¬ 
classified.  All  records  associated  with  such 
code  words  may  be  disposed  of  in  accordance 
with  current  practices,  provided  such  records 
have  been  retained  at  least  2  years  after  the 
code  words  were  placed  in  the  former  cate¬ 
gories  of  “Inactive,”  “obsolete,”  or  “canceled.” 

{FR  Doc.72-12016  Filed  8-2-72;8:45  am] 


Title  32— NATIONAL  DEFENSE 

Chapter  XIX — Central  Intelligence 
Agency 

PART  1900— PUBLIC  ACCESS  TO  DOC¬ 
UMENTS  AND  RECORDS  AND  DE- 

CLASSIFICATION  REQUESTS 

The  Central  Intelligence  Agency  adopts 
the  following  rules  of  procedure  for  pub¬ 
lic  access  to  the  records  of  the  Central 
Intelligence  Agency  and  requests  for 
classification  review  of  classified  infor¬ 
mation  and  material.  This  regulation 
implements  requirements  of  the  Free¬ 
dom  of  Information  Act,  Executive  Or¬ 
der  11652,  and  the  National  Security 
Council  Directive  of  May  17,  1972. 

Therefore,  pursuant  to  the  authority  of 
the  National  Security  Act  of  1947,  the 
Central  Intelligence  Agency  Act  of  1949, 
the  Freedom  of  Information  Act  (5 
U.S.C.  552),  and  Executive  Order  11652, 
title  32  is  amended  by  establishing  a  new 
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Chapter  XIX  and  adding  a  new  Part 
1900,  as  set  forth  below. 

General 

Sec. 

1900.1  Purpose. 

1900.3  Organization  and  requests  for  In¬ 
formation. 

1900.5  Requests  for  documents  or  classifi¬ 
cation  review. 

1900.7  Processing  requests. 

Requests  Involving  Classified  Documents 

1900.11  Action  on  requests  Involving  class¬ 
ified  documents. 

Requests  Not  Involving  Classified 
Documents 

1900.21  Action  on  requests  which  do  not 
involve  classified  documents. 

Appeals 

1900.31  Appeal  to  CIA  Information  Review 
Committee. 

1900.33  Appeal  to  Interagency  Classification 
Review  Committee. 

Suggestions  and  Complaints 
1900.41  Suggestions  and  complaints. 

Fees 

1900.51  Fees. 

Authority:  This  Part  1900  is  issued  under 
the  authority  of  the  National  Security  Act 
of  1947,  the  Central  Intelligence  Agency  Act 
of  1949,  the  Freedom  of  Information  Act  (5 
U.S.C.  552),  and  Executive  Order  11652. 

General 

§  1900.1  Purpose. 

This  part  implements  the  requirements 
of  the  Freedom  of  Information  Act  and 
Executive  Order  11652,  and  establishes 
the  rules  of  procedure  with  respect  to 
public  access  to  the  records  of  the  Cen¬ 
tral  Intelligence  Agency  and  requests  for 
classification  review  of  classified  infor¬ 
mation  and  material. 

§  1900.3  Organization  and  requests  for 
information. 

The  headquarters  of  the  Central  Intel¬ 
ligence  Agency  is  located  in  Fairfax 
County,  Va.  Functions  are  channeled 
and  determined  by  regular  chain-of- 
command  procedures.  Other  than  this 
part,  there  are  no  formal  or  informal 
procedural  requirements  regarding  pub¬ 
lic  access  to  Agency  records.  Requests 
for  information  and  decisions  and  other 
submittals  may  be  addressed  to  the  As¬ 
sistant  to  the  Director,  Central  Intel¬ 
ligence  Agency,  Washington,  D.C.  20505. 

§  1900.5  Requests  for  documents  or 
classification  review. 

(a)  Any  person  may  request  that  any 
identifiable  records  or  documents  be  made 
available. 

(b)  Any  person  may  request  a  clas¬ 
sification  review  of  records  or  documents 
which  are  classified  under  Executive 
Order  11652,  or  any  predecessor  Execu¬ 
tive  order,  and  are  more  than  ten  (10) 
years  old. 

(c)  Requests  may  be  addressed  to  the 
Assistant  to  the  Director,  Central  Intel¬ 
ligence  Agency,  Washington,  D.C.  20505. 
Requests  need  not  be  made  on  any 
special  form  but  may  be  by  letter  or 
other  written  communication  setting 
forth  the  pertinent  facts  with  sufficient 


particularity  that  the  requested  docu¬ 
ment  or  record  can  be  located  or  identi¬ 
fied  with  a  reasonable  amount  of  effort. 

§  1900.7  Processing  requests. 

(a)  The  Assistant  to  the  Director  shall 
promptly  acknowledge  receipt,  in  writ¬ 
ing,  and  refer  the  request  to  the  Agency 
component  having  responsibility  for  the 
records  or  matter  involved  (the  responsi¬ 
ble  component) . 

(b)  The  responsible  component  shall 
undertake  to  locate  or  identify  the  docu¬ 
ment.  If  the  request  does  not  describe  the 
document  with  sufficient  particularity  to 
permit  it  to  be  located  or  identified  with 
reasonable  effort,  the  responsible  com¬ 
ponent  shall  so  inform  the  Assistant  to 
the  Director.  The  Assistant  to  the  Direc¬ 
tor  will  advise  the  requester  that  unless 
additional  identifying  information  is  fur¬ 
nished  the  request  cannot  be  processed 
further.  The  requester  may  then  resub¬ 
mit  his  request,  furnishing  additional 
identifying  information.  Any  resub¬ 
mitted  request  also  shall  be  processed  in 
accordance  with  this  regulation.  If  the 
responsible  component  determines  that 
the  request  is  unduly  burdensome,  it  shall 
so  inform  the  Assistant  to  the  Director 
who  thereupon  shall  ask  the  requester  to 
limit  his  request  to  records  that  are  rea¬ 
sonably  obtainable. 

(c)  Upon  locating  a  requested  docu 
ment  or  upon  identifying  it  sufficiently  to 
permit  the  making  of  the  appropriate 
determinations  under  this  section  and 
§  1900.11,  the  responsible  component 
shall  determine  the  date  of  origin  of  the 
document  and  whether  the  document  is 
classified  under  Executive  Order  11652  or 
any  predecessor  Executive  order.  If  the 
component  determines  that  the  docu¬ 
ment  is  unclassified,  the  request  shall  be 
further  processed  as  provided  for  in 
§  1900.21.  Otherwise,  it  shall  be  proc¬ 
essed  as  provided  for  in  §  1900.11. 

(d)  If  possible,  action  on  each  request 
referred  to  a  responsible  component  un¬ 
der  paragraph  (a)  of  this  section  shall  be 
completed  within  thirty  (30)  days  of 
receipt  of  the  request  by  the  Assistant  to 
the  Director.  If  action  cannot  be  com¬ 
pleted  within  thirty  (30)  days,  the  com¬ 
ponent  shall  so  inform  the  Assistant  to 
the  Director  and  shall  explain  the  reasons 
for  further  delay.  The  Assistant  to  the 
Director  shall  so  advise  the  requester.  If 
the  requester  does  not  receive  a  decision 
on  his  request  within  sixty  (60)  days,  he 
may  apply  to  the  Central  Intelligence 
Agency  Information  Review  Committee, 
established  pursuant  to  section  7(B)  (2) 
of  Executive  Order  11652.  Any  such  ap¬ 
plication  shall  be  processed  as  an  appeal 
as  provided  for  in  8  1900.31. 

Requests  Involving  Classified 
Documents 

§  1900.11  Action  on  requests  involving 

classified  documents. 

(a)  If  the  document  is  less  than  ten 
(10)  years  old,  the  component  shall  so 
inform  the  Assistant  to  the  Director,  who 
thereupon  shall  deny  the  request. 

(b)  If  the  document  Is  between  ten 
(10)  and  thirty  (30)  years  old,  the  com¬ 
ponent  shall  review  the  classification  and 
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continue,  modify,  or  remove  the  classi¬ 
fication  based  on  the  criteria  set  forth 
in  section  5(B)  of  Executive  Order  11652. 

(1)  If  the  component  classifies  the 
document,  at  the  original  level  of  classi¬ 
fication,  or  at  another  level,  it  shall  so 
advise  the  Assistant  to  the  Director  and, 
unless  it  is  not  possible  to  do  so,  set  a 
date  on  which  the  document  shall  be 
declassified  automatically.  Also,  if  it  is 
possible  to  furnish  the  requester  with  a 
brief  statement  as  to  why  the  document 
cannot  be  declassified,  the  component 
shall  furnish  such  a  statement  to  the  As¬ 
sistant  to  the  Director.  The  Assistant  to 
the  Director  thereupon  shall  deny  the 
request  and  transmit  to  the  requester 
the  statement  furnished  him. 

(2)  If  the  component  declassifies  the 
document,  the  request  shall  be  further 
processed  as  provided  for  in  §  1900.21. 

(c)  If  the  document  is  at  least  thirty 
(30)  years  old,  the  component  shall  for¬ 
ward  the  request,  together  with  its  rec¬ 
ommendation  for  continuing,  modifying, 
or  removing  the  classification,  to  the  Di¬ 
rector  of  Central  Intelligence  for  his  per¬ 
sonal  action  under  section  5(E)  of  Exec¬ 
utive  Order  11652.  The  Director  may 
continue,  modify,  or  remove  the  classifi¬ 
cation.  If  the  Director  classifies  the  doc¬ 
ument  at  the  original  level  of  classifica¬ 
tion,  or  at  another  level,  he  also  shall 
specify  the  reasons  for  continued  classi¬ 
fication  and  the  period  of  time  in  which 
the  document  shall  continue  to  be  classi¬ 
fied.  The  Director’s  decision  shall  be 
made  known  to  the  requester. 

Requests  Not  Involving  Classified 
Documents 

§  1900.21  Action  on  requests  which  do 
not  involve  classified  documents. 

When  a  responsible  component  deter¬ 
mines  that  a  request  refers  to  a  docu¬ 
ment  which  is  unclassified  §  1900.7(c)), 
or  when  the  component  declassifies  a 
document  under  §  1900.11(b)  (2),  the 
component  thereupon  shall  determine 
whether  the  document  is  exempt  from 
public  disclosure  under  any  of  clauses 
(2)  through  (9)  of  subsection  552(b), 
title  5,  United  States  Code.  If  the  com¬ 
ponent  determines  that  the  document  is 
exempt  under  any  of  such  clauses,  it 
shall  also  determine,  on  the  basis  of  ap¬ 
plicable  law,  regulations  and  policy, 
whether  the  document  nevertheless 
shall  be  made  available  to  the  requester. 

(a)  If  the  component  determines  that 
the  document  is  exempt  and  should  not 
be  made  available,  it  shall  so  advise  the 
Assistant  to  the  Director,  who  thereupon 
shall  deny  the  request. 

(b)  If  the  component  determines  that 
the  document  is  not  exempt  or  that  it  is 
exempt  but  nevertheless  should  be  made 
available,  it  shall  so  advise  the  Assistant 
to  the  Director,  who  shall  furnish  the 
requester  with  a  copy  of  the  document 
or  give  him  access  to  it. 

Appeals 

§  1900.31  Appeal  to  CIA  Information 
Review  Committee. 

(a)  Notification  of  right  to  appeal. 
When  the  Assistant  to  the  Director  ad¬ 


vises  a  requester  that  a  request  does  not 
describe  a  document  with  sufficient  par¬ 
ticularity  to  permit  it  to  be  located  with 
reasonable  effort  (§  1900.7(b) ),  or  when 
he  denies  a  request  pursuant  to  §  1900.11 
(b)(1)  or  §  1900.21(a),  he  shall  also  ad¬ 
vise  the  reqester  that  he  may  appeal 
that  decision  to  the  Central  Intelligence 
Agency  Information  Review  Committee, 
established  pursuant  to  section  7(B)(2) 
of  Executive  Order  11652. 

(b)  Procedures.  Any  requester,  by  let¬ 
ter  or  other  written  communication,  may 
appeal  to  the  Central  Intelligence  Agency 
Information  Review  Committee  any  de¬ 
cision  conveyed  to  him  under  §§  1900.7 
(b),  1900.11(b)(1),  or  1900.21(a),  or 
apply  to  the  Committee  in  accordance 
with  §  1900.7(d).  The  communication 
should  (1)  indicate  the  decision  being 
appealed  or,  in  the  case  of  §  1900.7(d) 
applications,  the  action  sought,  and  (2) 
present  any  information  or  justification 
the  requester  may  wish  to  submit.  It 
should  be  addressed  to  that  Committee, 
c/o  the  Assistant  to  the  Director,  Central 
Intelligence  Agency,  Washington,  D.C. 
20505.  The  Assistant  to  the  Director  shall 
forward  the  communication  to  the  Com¬ 
mittee  for  appropriate  action  under  para¬ 
graph  (c)  of  this  section. 

(c)  Committee  action  on  appeals. 
Within  thirty  (30)  days  the  Committee 
shall  consider  any  appeals  forwarded 
to  it  under  paragraph  (b)  of  this  section 
and  take  such  action  thereon  as  it  may 
deem  appropriate,  based  on  the  criteria 
set  forth  in  section  5(B)  of  Executive 
Order  11652  and  on  other  applicable  pro¬ 
visions  of  that  order  and  of  applicable 
statutes  and  regulations.  The  Commit¬ 
tee  may  affirm,  overrule,  or  modify  the 
appealed  decision.  The  Assistant  to  the 
Director  shall  advise  the  requester  of  the 
decision  of  the  Committee. 

§  1900.33  Appeal  to  Interagency  Classi¬ 
fication  Review  Committee. 

Any  request  denied  by  the  Director 
under  §  1900.11(c)  and  any  appeal  denied 
by  the  CIA  Information  Review  Com¬ 
mittee  under  §  1900.31(c),  other  than  a 
request  originally  denied  under  §  1900.21 
(a) ,  may  be  appealed  to  the  Interagency 
Classification  Review  Committee,  estab¬ 
lished  pursuant  to  section  7(A)  of  Ex¬ 
ecutive  Order  11652.  Whenever  the  As¬ 
sistant  to  the  Director  informs  a  re¬ 
quester  that  his  request  or  appeal  has 
been  so  denied,  he  also  shall  advise  the 
requester  of  his  right  to  appeal  to  the 
Interagency  Classification  Review  Com¬ 
mittee. 

Suggestions  and  Complaints 
§  1900.41  Suggestions  and  complaints. 

Any  person  may  direct  any  suggestion 
or  complaint  with  respect  to  the  Agency 
administration  of  the  Executive  order 
and  the  implementing  regulations,  in¬ 
cluding  those  regarding  overclassifica¬ 
tion,  failure  to  declassify,  or  delay  in 
declassifying,  to  the  CIA  Information 
Review  Committee.  The  Committee  shall 
consider  and  resolve  all  such  suggestions 
and  complaints. 


Fees 

§  1900.31  Fees. 

In  accordance  with  section  483a  of  title 
31  of  the  United  States  Code,  fair  and 
equitable  fees  may  be  charged  in  con¬ 
nection  with  any  Agency  action  or  serv¬ 
ice  in  response  to  a  request  under  this 
regulation.  Fees  shall  be  based  on  the 
cost  to  the  Government  to  conduct  the 
necessary  research  and  on  the  other 
standards  prescribed  in  section  483a.  If  a 
fee  is  to  be  charged,  the  requester  shall  be 
so  informed  by  the  Assistant  to  the  Di¬ 
rector  and  payment,  or  satisfactory  as¬ 
surances  of  payment,  obtained  from  the 
requester  before  the  action  or  service  is 
undertaken.  Payment  shall  be  by  check 
or  postal  money  order  made  payable  to 
the  Treasurer  of  the  United  States. 

Revocation.  The  CIA  notice  of  July  21, 
1967  (32  F.R.  140,  July  21, 1967)  is  hereby 
revoked. 

Effective  date.  This  amendment  shall 
become  effective  on  publication  in  the 
Federal  Register  (8-3-72) . 

Approved  on  July  31,  1972. 

Dated:  July  31, 1972. 

W.  E.  Colby, 
Executive  Director. 
Central  Intelligence  Agency. 
(FR  Doc.72-12018  Filed  8-2-72:8:45  am] 

Title  41— PUBLIC  CONTRACTS 
AND  PROPERTY  MANAGEMENT 

Declassification  and  Public  Access 

NATIONAL  SECURITY  INFORMATION 
IN  CUSTODY  OF  NATIONAL  AR¬ 
CHIVES  AND  RECORDS  SERVICE 

Title  41  of  the  Code  of  Federal  Regu¬ 
lations  is  amended  to  inform  the  public 
and  Federal  agencies  of  the  procedures 
to  be  followed  by  GSA  in  handling  re¬ 
quests  for  mandatory  review  for  declas¬ 
sification  and  public  access  of  national 
security  information  in  the  custody  of 
the  National  Archives  and  Records  Serv¬ 
ice  and  to  provide  for  necessary  liaison 
between  GSA  and  agencies  that  originate 
national  security  information. 

Chapter  101 — Federal  Property 
Management  Regulations 
SUBCHAPTER  B — ARCHIVES  AND  RECORDS 

PART  101-11  —  RECORDS 
MANAGEMENT 

Part  101-11  is  amended  by  the  addition 
of  new  Subpart  101-1 1.3a  as  follows: 

Subpart  101— 11.3a — Declassification  of  and 
Public  Access  to  National  Security  Information 

Sec. 

101-1 1 .320  General  provisions. 

101-11.321  Public  requests  for  review  of 
classified  material. 

101-11.322  Mandatory  review  procedures. 
101-11.322-1  Records  10  through  30  years 
old. 

101-11.322-2  Records  more  than  30  years 
old. 
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Sec. 

101-11.322-3  White  House  classified  mate¬ 
rial. 

101-11.323  Access  to  materials  that  re¬ 
main  classified. 

101-11.324  Liaison. 

Authority  :  The  provisions  of  this  Subpart 
101-11.3a  Issued  under  205(c),  63  Stat.  390; 

40  UJ3.C.  486(c). 

Subpart  101—11 .3a — Declassification 
of  and  Public  Access  to  National 
Security  Information 

§  101-11.320  General  provisions. 

Declassification  of  and  public  access 
to  national  security  information  and 
materials  is  governed  by  Executive  Order 
11652  of  March  8,  1972  (37  F.R.  5209, 
March  10,  1972),  and  by  the  National 
Security  Council  Directive  of  May  17, 
1972  (37  F.R.  10053,  May  19,  1972). 

§  101—11.321  Public  requests  for  review 
of  classified  material. 

Members  of  the  public  wishing  to  re¬ 
quest  review  of  classified  material  more 
than  10  years  old  in  the  custody  of  NARS 
under  the  mandatory  review  procedures 
of  section  5  of  Executive  Order  11652 
should  identify  the  record  or  informa¬ 
tion  desired  and  apply  in  writing  to  the 
appropriate  NARS  depository  listed  in 

41  CFR  105-61.4801. 

§  101—11.322  Mandatory-  review  proce¬ 
dures. 

§  101—11.322—1  Records  10  through  30 
years  old. 

(a)  NARS  action.  Within  3  workdays, 
NARS  will  forward  each  request  for  re¬ 
view  of  classified  material  to  the  origi¬ 
nating  Federal  agency  and  will  inform 
the  requester  to  which  office  the  request 
was  forwarded. 

(b)  Federal  agency  action.  Upon  re¬ 
ceipt  of  a  request  forwarded  by  NARS, 
the  originating  agency  shall: 

(1 )  Acknowledge  receipt  of  the  request 
in  writing; 

(2)  Review  the  request  and  determine 
within  30  calendar  days  whether  the 
material  may  be  declassified;  and 

(3)  Notify  the  requester  and  NARS  of 
the  determination  made  or  of  the  reason 
why  further  time  is  necessary  to  make 
the  determination.  If  the  request  is 
denied,  the  agency  must  also  furnish  the 
requester  and  NARS  with  a  brief  state¬ 
ment  of  the  reasons  the  requested  mate¬ 
rial  cannot  be  declassified. 

(c)  Action  by  requester.  (1)  After  the 
request  is  approved  and  the  material  is 
declassified,  members  of  the  public  may 
use  or  order  reproductions  of  the  mate¬ 
rials  in  accordance  with  41  CFR  105-61, 
Records,  Donated  Historical  Materials, 
and  Facilities  in  the  National  Archives 
and  Records  Service. 

(2)  If  the  request  is  denied  or  no 
answer  is  received  after  60  calendar  days, 
the  requester  may  appeal  to  the  Depart¬ 
mental  Committee  of  the  originating 
agency  as  provided  in  section  7(B)  of 
Executive  Order  11652  and  Part  in  of  the 
National  Security  Council  Directive.  The 
Departmental  Committee  shall  act  on 
the  appeal  and  reply  to  the  requester 
and  to  NARS  within  30  calendar  days. 


The  requester  may  further  appeal  a 
denial  to  the  Interagency  Classification 
Review  Committee. 

§  101—11.322—2  Records  more  than  30 
years  old. 

If  the  material  requested  has  not  been 
automatically  declassified  under  section 
5(E)  of  Executive  Order  11652,  NARS 
will  review  the  material  and  either  de¬ 
classify  it  or  request  a  determination  by 
the  head  of  the  originating  agency  as  to 
whether  the  material  requires  continued 
protection.  In  either  case,  NARS  will 
reply  to  the  requester  within  30  calen¬ 
dar  days.  If  the  material  is  declassified, 
it  will  become  available  subject  to  the 
provisions  of  41  CFR  105-61  or  the  regu¬ 
lations  of  the  agency  having  custody.  If 
declassification  is  denied,  NARS  will  so 
notify  the  requester  and  inform  him  of 
his  right  to  appeal  to  the  Interagency 
Classification  Review  Committee. 

§  10J— 11.322— 3  White  House  classified 
material. 

Except  when  donor  restrictions  pre¬ 
clude  granting  access,  NARS  will  review 
the  material  requested,  consult  with  the 
agencies  having  primary  subject-matter 
interest,  determine  whether  the  material 
may  be  declassified,  and  notify  the  re¬ 
quester  within  30  calendar  days.  If  the 
request  is  approved,  the  material  will  be¬ 
come  available  subject  to  the  provisions 
of  41  CFR  105-61.  If  the  request  is  de¬ 
nied,  NARS  will  inform  the  requester  of 
his  right  to  appeal  to  the  Interagency 
Classification  Review  Committee. 

§  101—11.323  Access  lo  materials  that 
remain  classified. 

(a)  Any  person  desiring  permission  to 
examine  such  materials  shall,  sufficiently 
in  advance,  submit  to  the  Archivist  of  the 
United  States  a  completed  application,  a 
set  of  his  fingerprints,  and  personal  his¬ 
tory  data  on  forms  that  will  be  furnished. 
Applications  will  be  referred  by  the 
Archivist  to  agencies  having  responsi¬ 
bility  for  the  related  programs.  Records 
can  be  made  available  for  examination 
only  after  each  appropriate  agency  has 
authorized  the  Archivist  of  the  United 
States  to  make  them  available. 

(b)  The  requirement  for  submission  of 
a  fingerprint  set  or  of  personal  history 
data  may  be  waived  for  an  applicant  who 
has  previously  furnished  those  items. 

(c)  To  guard  against  the  possibility  of 
unauthorized  access  to  restricted  records, 
a  director  may  issue  instructions  supple¬ 
menting  the  research  room  rules  pro¬ 
vided  for  in  41  CFR  105-61.103. 

§  101—11.324  Liaison. 

To  insure  that  NARS  will  be  able  to 
respond  promptly  to  requests  from  the 
public,  each  Federal  agency  originating 
classified  materials  in  the  custody  of 
NARS  shall  forward  to  the  Deputy  Ar¬ 
chivist  of  the  United  States  (Mailing  ad¬ 
dress;  General  Services  Administration 
(ND),  Washington,  D.C.  20408)  the 
name,  mailing  address,  and  telephone 
number  of  the  office  responsible  for  han¬ 
dling  mandatory  review  requests  under 
Part  HI  of  the  National  Security  Coun¬ 
cil  Directive;  the  name,  title,  mailing 


address,  and  telephone  number  of  the 
senior  staff  member  who  serves  as  chair¬ 
man  of  the  Departmental  Committee 
under  section  7(B)(2)  of  Executive 
Order  11652;  and  18  copies  of  any  regu¬ 
lations  or  other  instructions  implement¬ 
ing  Executive  Order  11652. 


Chapter  105 — General  Services 
Administration 

PART  105-61— PUBLIC  USE  OF  REC¬ 
ORDS,  DONATED  HISTORICAL  MA¬ 
TERIALS,  AND  FACILITIES  IN  THE 
NATIONAL  ARCHIVES  AND  REC¬ 
ORDS  SERVICE 

Subpart  105—61.1 — Public  Use  of 
Archives  and  FRC  Records 

The  table  of  contents  for  Part  105-61 
is  amended  as  follows : 

Sec. 

105-61.104  Access  to  national  security 
information. 

105-61.104-1  Public  requests  for  review  of 
classified  material. 

105-61.104-2  Mandatory  review  of  records 
10  through  30  years  old. 
105-61.104-3  Mandatory  review  of  records 
more  than  30  years  old. 
105-61.104-4  Mandatory  review  of  White 
House  classified  materials. 
105-61.104-5  Access  to  materials  that  re¬ 
main  classified. 

Section  105-61.104  is  revised  to  reaA 
as  follows: 

§  105—61.104  Access  lo  national  security 
information. 

Public  access  to  national  security  in¬ 
formation  and  materials  is  governed  by 
Executive  Order  11652  of  March  8,  1972 
(37  F.R.  5209,  March  10,  1972)  and  by 
the  National  Security  Council  Directive 
of  May  17,  1972  (37  F.R.  10053,  May  19, 
1972). 

§  103—61.104—1  Public  requests  for  re¬ 
view  of  classified  material. 

Members  of  the  public  wishing  to  re¬ 
quest  review  of  classified  material  more 
than  10  years  old  in  the  custody  of  NARS 
under  the  mandatory  review  procedures 
of  section  5  of  Executive  Order  11652 
should  identify  the  record  or  information 
desired  and  apply  in  writing  to  the  ap¬ 
propriate  NARS  depository  listed  in 
§  105-61.4801. 

§  105-61.104-2  Mandatory  review  of 
records  10  through  30  years  old. 

(a)  Within  3  workdays,  NARS  will 
forward  each  request  for  review  of  classi¬ 
fied  material  to  the  originating  Federal 
agency  and  will  inform  the  requester  to 
which  office  the  request  was  forwarded. 

(b)  Upon  receipt  of  a  request  for¬ 
warded  by  NARS,  the  originating  agency 
will: 

( 1 )  Acknowledge  receipt  of  the  request 
in  writing. 

(2)  Review  the  request  and  determine 
within  30  calendar  days  whether  the 
material  may  be  declassified ;  and 

(3)  Notify  the  requester  and  NARS 
of  the  determination  made  or  of  the 
reason  why  further  time  is  necessary  to 
make  the  determination.  If  the  request 


FEDERAL  REGISTER,  VOL.  37,  NO.  150— THURSDAY,  AUGUST  3,  1972 


RULES  AND  REGULATIONS 


15689 


is  denied,  the  agency  must  also  furnish 
the  requester  and  NARS  with  a  brief 
statement  of  the  reasons  the  requested 
material  cannot  be  declassified. 

(c)  If  the  request  is  approved  and  the 
material  is  declassified,  members  of  the 
public  may  use  or  order  reproductions  of 
the  materials  in  accordance  with  this 
Part  105-61.  If  the  request  is  denied  or 
no  answer  is  received  after  60  calendar 
days,  the  requester  may  appeal  to  the 
Departmental  Committee  of  the  originat¬ 
ing  agency  as  provided  in  section  7(B)  of 
Executive  Order  11652  and  Part  III  of 
the  National  Security  Council  Directive. 
The  Departmental  Committee  will  act  on 
the  appeal  and  reply  to  the  requester 
and  to  NARS  within  30  calendar  days. 
The  requester  may  further  appeal  a  de¬ 
nial  to  the  Interagency  Classification 
Review  Committee. 

§  105—61.104—3  Mandatory  review  of 
records  more  than  30  years  old. 

If  the  material  requested  has  not 
been  automatically  declassified  under 
section  5(B)  of  Executive  Order  11652, 
NARS  will  review  the  material  and  either 
declassify  it  or  request  a  determination 
by  the  head  of  the  originating  agency  as 
to  whether  the  material  requires  con¬ 


tinued  protection.  In  either  case,  NARS 
will  reply  to  the  requester  within  30  cal¬ 
endar  days.  If  the  material  is  declassified, 
it  will  become  available  subject  to  the 
provisions  of  this  part  105-61  or  the 
regulations  of  the  agency  having  custody. 
If  declassification  is  denied,  NARS  will 
so  notify  the  requester  and  inform  him  of 
his  right  to  appeal  to  the  Interagency 
Classification  Review  Committee. 

§  103-61.104 — 1  Mandatory  review  of 
W  hite  House  classified  materials. 

Except  when  donor  restrictions  pre¬ 
clude  granting  access,  NARS  will  review 
the  material  requested,  consult  with  the 
agencies  having  primary  subject-matter 
interest,  determine  whether  the  material 
may  be  declassified,  and  notify  the  re¬ 
quester  within  30  calendar  days.  If  the 
request  is  approved,  the  material  will 
become  available  subject  to  the  provi¬ 
sions  of  this  Part  105-61.  If  the  request 
is  denied,  NARS  will  inform  the  requester 
of  his  right  to  appeal  to  the  Interagency 
Classification  Review  Committee. 

§  105-61.104—5  Access  to  materials  that 
remain  classified. 

(a)  Any  person  desiring  permission  to 
examine  such  materials  shall,  sufficiently 


in  advance,  submit  to  the  Archivist  of 
the  United  States  a  completed  applica¬ 
tion,  a  set  of  his  fingerprints,  and  per¬ 
sonal  history  data  on  forms  that  will  be 
furnished.  Applications  will  be  referred 
by  the  Archivist  to  agencies  having  re¬ 
sponsibility  for  the  related  programs. 
Records  can  be  made  available  for 
examination  only  after  each  appropriate 
agency  has  authorized  the  Archivist  to 
make  them  available. 

(b)  The  requirement  for  submission  of 
a  fingerprint  set  or  of  personal  history 
data  may  be  waived  for  an  applicant  who 
has  previously  furnished  those  items. 

(c)  To  guard  against  the  possibility  of 
unauthorized  access  to  restricted  records, 
a  director  may  issue  instructions  sup¬ 
plementing  the  research  room  rules  pro¬ 
vided  in  $  105-61.103. 

(Sec.  205(c),  63  Stat.  390;  40  UJ3.C.  486(c)) 

Effective  date.  This  regulation  is  effec¬ 
tive  upon  publication  in  the  Federal 
Register  (8-3-72). 

Dated;  August  1, 1972. 

Arthur  F.  Sampson’, 

Acting  Administrator 
of  General  Services. 

[FR  Doc.72-12210  Filed  8-2-72:8:53  am] 
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